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ABSTRACT

FiST: A Systemfor StackableFile-SystemCodeGeneration

ErezZadok

File systemsoften needto evolve and requiremany changes to support new features. Traditional file-system
development is difficult becausemostof thework is donein thekernel—ahostiledevelopmentenvironment whereprogress
is slow, debugging is difficult, andsimplemistakescancrashsystems.Kernelwork alsorequiresdeepunderstandingof
systeminternals,resultingin developersspending a lot of time becoming familiar with thesystem’s details.Furthermore,
any file systemwritten for onesystemrequiressignificanteffort to port to anothersystem.Stackablefile systemspromise
to easethe development of file systemsby offering a mechanismfor incremental developmentbuilding on existing file
systems.Unfortunately, existingstackingmethodsoftenrequire writing complex low-level kernelcodethatis specificto a
singleoperating systemplatform andalsodifficult to port.

Weproposeanew language,FiST, to describestackablefile systems.FiSTusesoperationscommonto file-system
interfacesandfamiliar to user-level developers: creatinga directory, reading a file, removing a file, listing the contents
of a directory, etc. From a single description, FiST’s compiler producesfile-systemmodules for multiple platforms.
FiST doesthat with the assistanceof platform-specificstackabletemplates.The templateshandle many of the internal
detailsof operatingsystems,andfreedevelopersfrom dealingwith theseinternals.Thetemplatessupport many features:
datacopying andfile namecopying usefulfor applicationsthatwant to modify them;size-changing file systemssuchas
compression;fan-out for accessto multiple file systemsfrom onelayer;andmore.TheFiST languagecompiler usesthe
templatesasa basisfor producingcodefor a new file system,by inserting, removing, or modifying codein thetemplates.

This dissertationdescribesthedesign, implementation,andevaluationof FiST. Our thesisis that it is possibleto
extendfile systemfunctionality in a portableway without changing existing kernels. This is possiblebecausethe FiST
languageusesfile-systemfunctionsthatarecommonacrossmany systems,while thetemplatesexecutein-kernel operating
systemsspecificfunctions unchanged. We built several file systemsusingFiST on Solaris,FreeBSD,andLinux. Our
experienceswith thesefile systemsshow the following benefits:average codesizeis reducedten timesascompared to
writing codegiven anothernull-layerstackablefile system;average development time is reducedseventimescomparedto
writing usinganothernull-layer stackablefile system;performanceoverheadof stackingis only 1–2%perlayer.
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Chapter 1

Intr oduction

File systemshave proven to beusefulin enriching systemfunctionality. Theabstractionof folders with files containing
datais naturalfor usewith existingfile browsers, text editors,andothertools.Modifying file systemsis apopular method
of addingnew functionality requestedby users.For example, it is desirableto extendexisting file systemsto includenew
securityfeaturessuchasencryption andAccessControlLists,or to improvefile-systemreliability andredundancy through
load-balancingandreplicationtechniques.As thenumberof differentcomputersystems,networks,anduserscontinuesto
grow at astounding rates,it becomesever more importantto beableto developnew file systemsandextend existing ones
quickly to accommodatetheever-changingneedsof users.

Currentpracticesof developingfile systems,however, lagbehind other softwaretechnologies(e.g.,object-oriented
modular programming). Developing file systemsis very difficult andinvolved. Developersoften useexisting codefor
native in-kernelfile systemsasa startingpoint [52, 71]. Suchfile systemsaredifficult to write andport becausethey
depend onmany operating-systemspecifics,andthey oftencontainmany linesof complex operating-systemscode,asseen
in Table1.1. Writing in-kernelfile systemsdemandsthoroughunderstandingof kernelinternals,andthis takesa longtime
to learn.Consequently, only a smallcommunity of kernelexpertsis ableto develop in-kernelfile systems.

Media Common Avg. CodeSize
Type File System (C lines)
HardDisks UFS,FFS,EXT2FS 5,000–20,000
Network NFS 6,000–30,000
CD-ROM HSFS,ISO-9660 3,000–6,000
Floppy PCFS,MS-DOS 5,000–6,000

Table1.1: Common native unix file systems and code sizes for each medium. We counted those over the last
few major releases of Solaris, Linux, and FreeBSD.

To improve thefile-systemdevelopment process,somedevelopershave suggestedwriting andrunning themout-
sidethekernel. User-level file systemsareeasierto develop andport becausethey resideoutsidethekernel[53]. However,
theirperformanceis poordueto theextracontext switchesthesefile systemsmustincur. Thesecontext switchescanaffect
performanceby asmuchasan order of magnitude [83, 84]. In addition, the reliability of theseuser-level file serversis
poorbecausethey mustcontendfor systemresourceswith all otherprocesseson thesystem—resourcessuchasmemory,
swapspace,CPUcycles,etc. If thesystembecomes busybecauseof normal useractivities,user-level file serverprocesses
cangetdescheduled,swappedout,or evenkilled. Whenuser-level file servers areinterrupted,thewholesystemgradually
becomesunusableasprocessesthatneedaccessto thefile systemhang. As aresult,user-level file systemshavenotbecome
suitablereplacementsfor commercial or productionsystems.
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Stackablefile systems[64] promiseto speedfile-systemdevelopmentby providing anextensiblefile-systeminter-
face.This extensibility allows new featuresto beaddedincrementally. Severalextensibleinterfaceshave beenproposed
anda few have beenimplemented [31, 52, 63, 69]. To improve performanceandreliability, thesestackablefile systems
weredesignedto run in thekernel. Unfortunately, usingthesestackableinterfacesstill requires writing lots of complex
C kernel codethat is specificto a singleoperatingsystem.In addition, stackablefile systemcodeis alsodifficult to port
from systemto systembecauseit dependsonthespecificsof thestackableinterfaceandtheoperatingsystem:all pastpro-
posalsfor stackableinterfacesdefineddifferent APIs. Finally, theseproposalsadvocatedrewriting existing operatingand
existing file systems.This affectedboththeir reliability, becausenew codeis oftenlessstable,andtheir performance; the
changesmadeto systemsresultedin a3–10% overall performancedegradation, evenwhenstackablefile systemswerenot
in use.As aresult,stackinginterfacesarerarelyavailablein modern operating systems,andareseldomusedin production
systems.

Newer proposalsfor extensible file-systeminterfaces include researchoperatingsystemssuchas Spring [44],
GNU HURD [12], andPlan9 [54, 55, 57]. All of theseoffered well-definedinterfacesfor extendingfile-systemfunction-
ality, someusingobject-orientedtechnologies. Thetwo mainproblemswith theseoperatingsystemsare(1) they arenot
generally released,supported,or availablefor productionuse,and(2) they all definedifferentmechanismsfor extending
file-systemfunctionality, resultingin a difficult porting effort. Thesesystems,therefore, still do not help alleviate the
problemsof file-systemdevelopment.

Oneadditional problem with all extensible file-systeminterfacesis thelack of high-level support. For extensible
filing systemstobeuseful,developersneedlibrariesof common file-systemoperationsthatcanbeusedin thesamewaythe
C library libc providesa common setof operationsthatareuseful for building applications. Common operationsoften
desiredby file-systemdevelopersincludecompressionandencryption of files, copying files, extending file anddirectory
attributes,readingandwriting new files aseasilyascanbedonein userlevel, andmore. This high-level functionality is
missingfrom pastextensiblefiling systems.

In short,thefile-systemdevelopmentprocessis still longandcostly. Existingmethodsfor extending file systems
donothelpspeedup this processsignificantly.

1.1 Our Approach

Pastapproachesto simplify file-systemdevelopment, asdiscussedabove, could not achieve bothperformanceandporta-
bility. To perform well, a file systemshouldrun in the kernel, not at userlevel. Kernelcode, however, is muchmore
difficult to write andport thanuser-level code. To easetheproblems of developing andportingstackablefile systemsthat
perform well, weproposeahigh-level languageto describesuchfile systems.Wecombinethis languagewith compiler-like
techniquesto generate a highperformanceimplementationwhich enhancesportability . Therearethreebenefitsto usinga
language:

1. Simplicity: A file-systemlanguagecanprovide familiar higher-level primitivesthatsimplify file-systemdevelop-
ment.Thelanguagecanalsodefinesuitabledefaultsautomatically. Thesereducetheamount of codethatdevelopers
needto write,andlessentheirneedfor extensiveknowledgeof kernelinternals,allowingevennon-expertstodevelop
file systems.

2. Portability: A language candescribe file systemsusinganinterface abstractionthat is common to many operating
systems.Thelanguagecompiler canbridgethegapsamong differentsystems’interfaces.Froma singledescription
of a file system,we couldgeneratefile systemcode for differentplatforms. This improvesportability considerably.
At thesametime,however, thelanguagecanallow developersto takeadvantageof system-specificfeatures.

3. Specialization: A languageallows developersto customizethe file systemto their needs.Insteadof having one
large andcomplex file systemwith many features that may be configured andturned on or off, the compiler can



1.2. CONTRIBUTIONS 3

producespecial-purposefile systems.This improvesperformance andreducesmemory usagebecausea specialized
file systemincludesonly necessarycode.

Thisdissertationdescribesthedesignandimplementationof FiST, aFile-SystemTranslatorlanguagefor stackable
file systems.FiST letsdevelopersdescribestackablefile systemsat a high level, usingoperationscommon to file-system
interfaces.With FiST, developersneedonly describe thecorefunctionality of their file systems.TheFiST language code
generator, fistgen, generateskernelfile-systemmodules for several platforms usinga singledescription. FiST currently
supports Solaris,FreeBSD,andLinux.1

To assistfistgenwith generating stackablefile systems,wecreatedaminimalstackablefile-systemtemplatecalled
Basefs. Basefsaddsstackingfunctionality missingfrom the underlying systemsandrelievesfistgenfrom dealingwith
many platform-dependentaspectsof file systems.Basefsdoesnot requirechangesto thekernel or existing file systems.
Instead,Basefscallskernelfunctionsdirectly asneeded. Basefs’smainfunction is to handlemany kernel detailsrelatingto
stacking.Basefsprovidessimplehooks for fistgento insert,remove,or replacecodethatperformscommon tasksdesired
by file-systemdevelopers,suchasmodifying file dataor inspectingfile names.Thatway, fistgencanproducefile-system
codefor any platformthat Basefshasbeenported to. The hooks alsoallow fistgento includeonly the necessarycode,
improving performanceandreducing kernel memory usage.

We built severalfile systemsusingFiST. Our experienceswith thesefile systemsshows thefollowing benefitsof
FiST comparedwith otherstackablefile systems:

� Averagecodesizeis reducedtentimesascomparedto writing codegivenanothernull-layer stackablefile system.
� Averagedevelopment timeis reducedseventimescomparedto writing usinganothernull-layerstackablefile system.
� Whenastackablefile systemis mountedontopof any otherfile system,thestackablefile systemaddsaperformance

overheadof only 1–2%for accessingtheotherfile system.

Unlikeotherstackingsystems,however, thereis noperformanceoverheadfor nativefile systems.

1.2 Contrib utions

Theprimary conceptual contribution of this work is in thecreationof a new programmingmodelfor file-systemdevelop-
mentcalledFiST: a domain-specificlanguagefor stackablefile systems.This is thefirst time a high-level languagehas
beenusedto describe stackablefile systems.From a singleFiST descriptionwe generatecode for different platforms.
We achieved this portability sinceFiST usesanAPI thatcombinescommon featuresfrom several vnodeinterfaces.FiST
savesits developersfrom dealingwith many kernelinternals,andletsdevelopersconcentrateon thecoreissuesof thefile
systemthey aredeveloping. FiST reduces thelearningcurve for non-experts involvedin writing file systems—leadingto
thesimplificationof thefile systemdevelopmentprocess.

Our technicalcontributionsincludethefollowing:

1. File-System Language: A high-level file-systemlanguagethatabstractsfile-systeminterfacesacrossseveralplat-
forms, offering a common file systemAPI. The languageincludessyntaxfor onefile systemto call another, for
manipulatingfile data,names,andattributestransparently, for creatingandstoringnew file attributes,andmore[86].

2. Portable Stacking: Stackabletemplates that handle numerouskernel detailson several systemswithout kernel
modifications.Thetemplatesdealwith many of theportability issuesby exporting anintermediary API to theFiST
languagecompiler (fistgen)suchthat it doesnot have to worry about kernel details.This is a working systemthat
we implementedon threeplatforms: Linux, Solaris,andFreeBSD[84].

1Weareplanning to port FiST to other systemsthat do not supportUnix-li ke vnodes,especially WindowsNT. SeeSection 10.1.
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3. File-System–Programming Model: A new programming model for file systems.In this model, developersmanip-
ulateoneor morefile-systemoperations.For eachoperation,programmers cancontrol thecodethatrunsbefore the
mainpartof theoperationexecutes, theactualmainpart,andthecodethatrunsafterthemainpartof theoperation
executes.

4. Transparent StackingAPIs: Our templatesimplement a fully working null layerstackablefile system,all without
changing current file systems,andwhile minimizing kernel changes. We wereableto achieve this by making the
templates actasbotha stacked-on (lower) file systemandonethatstackson others (upper). We accomplishedthis
by makingthe templatescall otherkernel codeasneeded, andensuringthat the templatessimulatethe restof the
kernel’s behavior accurately. That way, our stackablefile systemsbehave transparently to kernelsandotherfile
systems.Not changing existing kernelsandexisting file systemsmeantthat their performancewasunchanged:if
our stackingis not in use,thesesystemsbehave andperform identically asbefore. In otherwords, our stackable
interfacesdonothaveto betightly integratedwith therestof theoperating system.

5. Size-Changing Algorithms: Our systemcangeneratestackablefile systemsthat change datasizes,suchas for
compression.We have designedan efficient new algorithm to support size-changing file systemsasstackablefile
systems.No otherextensible file systemin the pastwasable to demonstratea working implementationof such
size-changingstackablefile systems[80].

6. File-System–DevelopmentLibraries: Our systemcomeswith high-level support for common file-systemopera-
tions desiredby developersbut not availablein kernels. This is a library of functions for usein development of
typical new file systems.Our library of functionsincludecompressionandencryption of files,copying files,reading
andwriting files aseasilyasdonein user-level C programs,extending theattributesof files anddirectories,storing
additional attributespersistently, extending the functionality of systemcallsby creatingnew ioctl(2) calls thatcan
exchangearbitrary informationwith user-level programs,andmore.

7. New File Systems:We developedandreleasedseveralfile systemsusingFiST. Along with thetemplates,thesefile
systemsserve asexcellenteducational tools to teachothershow to write file systems,andto help understandthe
intricacies of thedetailsof thosesystems[81, 82, 83].

1.3 ThesisOrganization

Therestof thisdissertationis organizedasfollows. Chapter2 providesbackground informationandsurveys relatedwork.
Chapter3 describesthedesignof theFiSTsystem.Wedetailthedesignof theFiSTlanguagein Chapter4 andthedetailsof
thetemplatesin Chapter5. Wediscussourstackingsupport for size-changing stackablefile systemin Chapter6. Important
implementationdetailsaredescribedin Chapter7. In Chapter8 we describethedesignandimplementationof severalfile
systemsbuilt usingFiST. We evaluate the FiST systemin Chapter9 andconclude with a summaryin Chapter10. We
follow with several appendices. Appendix A describesthe FiST languagespecification. Appendix B lists the complete
codefor someof the moreinvolved file systemswe described in Chapter8. Appendix C providesa tutorial on vnode
interfaces.
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Chapter 2

Background

Therearemany operating systems,andmany new file systemshave beenproposed,but only a handful of file systemsare
in regular use.We begin this chapterby describing how file-systemdevelopmentis categorized—all theformswhich one
canview file-systemdevelopment.We continue thechapterwith a historyof theevolution of file systemsin general and
thevnode interfacein particular, andattemptto explain why sofew file systemsareusedin practice. To a large degree,
thereasonsoverlap with thelimitationsthatFiST is intendedto remove. We concludethis chapterwith a survey of work
relatedto development of file systemsin environments thatfacilitateextensibility.

2.1 Evolution of File SystemsDevelopment

In thissectionwetracethehistoricaldevelopment of file systems.We startwith thepre-stackingdays,go through thefirst
stackingefforts,andmoveon to moregeneral-purposeextensible file systems.

First,however, wedefinetwo basictermsthatwe will usethroughoutthis dissertation:

File: A file is astoragedataobjectalongwith its attributes.For example, thelist of usernamesandtheirpasswordsis the
dataof anobject. Oneattributeof suchanobjectcanbeits owner: root; anotherattributecanbeits sizein bytes.

File System: A file systemis a collectionof file objectswith the operations that canbe performedon thesefiles. For
example, a file systemknows how to arrangea collectionof files on a mediasuchasa harddisk or a floppy. The
file systemalsoknowshow to applyfile operationsto thoseobjects,suchasreadinga file, listing thenamesof files,
deletingafile, etc.

2.1.1 NativeFile Systems

Native file systemsarepartof theoperatingsystemandcall device drivers directly. Thesefile systemsareusuallyaware
of andoftenoptimized for specificdevice characteristics,asshown in Figure2.1.

Examplesof suchfile systemsinclude:

� TheBerkeley FastFile System(FFS)[42] for physicaldisks.
� SunMicrosystems’sUFS[7], anoptimized version of FFS.
� TheLFS log-structuredfile system,optimizedfor sequential writes[62] onharddisks.
� NFS[51, 65], a file systemthatusesthenetwork.
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Figure2.1: Native file systems reside in the kernel and interact with device drivers directly. They perform well,
but are difficult to develop and port.

� TheHigh-Sierra file system(HSFS,ISO9660) for CD-ROMs[34].
� Memory-basedfile systemssuchasRio [16].
� TheFAT-basedfile systemoriginally developedfor DOS[75], andlateradaptedfor Unix machinesto accessafloppy

asa nativePC-basedfile system(PCFS)[22].

Suchfile systemsaredifficult to develop andport becausethey arecoupledto thesurroundingoperatingsystem:
system-call handlers call thefile systemcodeandthefile-systemcodecallsdevice drivers. Native file systemsperform
verywell becausethereis very little codethatruns betweenthemandthedevicesthatstorethefiles,andthesefile systems
areableto employ device-specificoptimizations.

Thesefile systemshave beenheavily optimized by vendors for particular combinationsof harddisksandUnix
workloads. Many vendorssharethe implementationbasisfor thesamefile systems.As a result,we find only a handful
in use.For example,while many Unix vendorshave their own versionof a disk-basedlocal file system,thesearein most
casesonly smallvariations of theBerkeley FFS.

2.1.2 User-Level File Systems

Sincedevelopingfile systemsin thekernelis difficult, it wassuggestedthatfile systemsshould bedevelopedin userlevel
[13]. Thesefile systemsresideoutsidethekernel. They areimplementedeitherasa processor asa run-time library. Most
suchfile systemsareaccessedvia theNFSprotocol. Thatis, theprocessthatimplements themregisterswith thekernelas
anNFSserver, although thefiles it managesarenotnecessarilyremote.

Theprimary benefits of user-level file systemsareeasierdevelopment,easierdebugging, andgreaterportability.
This is becausethey arewrittenusingtheusualuser-level programming languagesanddevelopment tools.However, user-
level file systemssuffer from inherentlypoor performance.Figure 2.2showshow many stepsit takesthesystemto satisfy
anaccessrequestthroughauser-level file server. Eachcrossingof thedashedline requiresacontext switchand,sometimes,
a datacopy. Context switchanddatacopiescandegradeperformanceby asmuchasanorderof magnitude[83].

Examplesof out-of-kernel file systemsaretheAmd [53, 73] andautomountd [13] automounters,Blaze’s CFS
encryptingfile system[8], andAmd derivativesincludingHlfsd [85], AutoCacher [43], andRestore-o-Mounter[46].



2.1. EVOLUTION OF FILE SYSTEMSDEVELOPMENT 7

Process A

12

1

NFS

Local Disk Local Network

UFS

�������	� 
�������

25

6 7

8 11
10

K
er

n
el

U
se

r

USER-LEVEL FILE SERVER

4

9

3

Figure2.2: User-level file systems are easier to develop and port, but suffer from poor performance due to the
greater number of context switches and data copies that occur when serving user requests.

A few file systemsat theuserlevel have beenimplementedasuser-level libraries. Onesuchexample is Systas
[39], afile systemfor Linux thataddsanextrameasureof flexibility by allowing usersto write Schemecodeto implement
thefile-systemsemantics.Another, alsofor Linux, is Userfs[21]. For example, to write a new file systemusingUserfs,
theimplementorfills in a setof C++ stubfile-systemcalls—thefile system’s versionsof open, close, lookup, read,
write, unlink, etc. Developershave all the flexibility of user-level C++ programs. Then, they compile their code
andlink it with theprovidedUserfsrun-time library. Thelibrary providesthefile-systemdriver engineandthenecessary
linkageto specialkernelhooks. Theresultis aprocessthatimplementsthefile system.Whentheprocessis run, thekernel
diverts file-systemcallsto thatcustom-linkeduser-level processthatlinkedwith thelibrary.

Suchflexibility is veryappealing. Unfortunately, thetwo examplesjustmentioned arelimited to Linux andcannot
be easilyportedto otheroperating systemsbecausethey require specialkernelsupport that is availableonly for Linux;
thatkernel support cannotbeeasilyportedto otheroperating systemsbecauseit depends onspecificsof theLinux kernel.
Also, suchfile-systemdevelopmentstill requirestheuserto write a full implementationof eachfile-systemcall.

2.1.3 The Vnode Interface

As moreandmorenativefile systemswerebeingdeveloped,it becameapparentthatdifferentfile systemsduplicatedlarge
portionsof theircode—code thatassumedthatthefile systemwastheonly onerunning. Thevnodeinterfacewasinvented
over adecadeagoto facilitatetheimplementationof multiple file systemsin oneoperating system[38], andit hasbeenvery
successfulat that. It is now universallypresentin Unix operating systems.Readersnot familiar with thevnodeinterface
mayreferto Appendix C for a tutorialon thesubject.

To accessa particularfile system,processesmake systemcalls that get translatedinto vnode interfacecalls, as
depictedin Figure2.3.
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Figure2.3: In Vnode-based file systems, a system call is translated first to a generic Virtual File System (VFS)
call, and the VFS in turn makes the call to the specific file system.

Thereis a lot of codein thekernelthatdealswith file systems.Someof this codeis specificto thefile systemand
relatesto its storage.For example, a disk-basedfile systemcontains codeto accessdisk device driversandtheblock I/O
subsystem,while a network file systemcontainscode to exchangedataovera network andensureits integrity on boththe
sender’s andreceiver’s sides.

Thereis ageneric sectionof file-systemcodein the(Unix) kernel,calledtheVirtual File System(VFS)1. TheVFS
is alsooftencalledtheupper-level file-systemcodebecauseit is a layerof abstraction above thefile-system–specific code.
In particular, whensystemcallsbeginexecuting in thekernel’scontext, thekernelthenexecutesVFScodefor thosesystem
calls. TheVFS thendecideswhich file systemto passtheoperationonto. TheVFS is generic in that it doesnot contain
codespecificto any onefile system;instead,it calls thepredefinedfile-systemfunctions thatweregivento it by specific
(lower level) file systems.

A Virtual Node(Vnode) is a handle to a file maintainedby a running kernel. This handle is a datastructurethat
contains useful informationassociatedwith thefile object, suchasthefile’s owner, size,lastmodification date,andmore.
Thevnode object alsocontains a list of functions thatcanbeappliedto thefile objectitself. Thesefunctionsform avector
of operationsthataredefinedby thefile systemto whichthefile belongs.

Vnodesaretheprimary objectsmanipulatedby theVFS.TheVFS createsanddestroys vnodes.It fills themwith
pertinent information,someof which is gathered from specificfile systemsby handing thevnode objectto a lower level
file system.TheVFS treatsvnodesgenericallywithoutknowing exactlywhichfile systemthey belongto.

The Vnode Interface is an API that definesall of the possibleoperations that a file systemimplements. This
interfaceis often internal to the kernel, and residesin betweenthe VFS and lower-level file systems. Sincethe VFS
implementsgeneric functionality, it doesnotknow of thespecificsof any onefile system.Therefore,new file systemsmust
adhere to the conventionssetby the VFS; theseconventions specifythe names,prototypes,return values,andexpected
behavior from all functionsthatafile systemcanimplement.

1While vnodesarea Unix concept,WindowsNT hasa similar concept. SeeSection 2.1.8.
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Thedesigners of theoriginal vnode interfaceenvisionedpluggablefile-systemmodules[60], but this capability
wasnotpresentat thebeginning. Throughthe1980sSunmadeat leastthreerevisionsof theinterfacedesigned to enhance
pluggability [64]. However, during the sameperiod Sun lost control of the vnode definition asotheroperating-system
vendorsmadeslight, incompatible,changesto theirvnodeinterfaces.

Vnode-basedfile systemsarehardto write, port, andmaintain.However, they perform well becausethey reside
in thekernel.Suchfile systemsareoftenwritten from scratchbecausethey interactwith many operating-systemspecifics.

2.1.4 A StackableVnode Interface

A Vnodeusuallycontainsopaque informationthattells theVFS how to perform operationson thatfile. Theseoperations
oftengostraightinto device-driver codeor networking codethatis usedto storethefiles of thefile system.

Onenotable improvement to thevnodeconcept is vnodestacking [31, 63, 69], a techniquefor modularizingfile-
systemfunctions. Stackingis theideathata vnode object thatnormally relates—orpoints—tolow-level file systemcode,
may in fact point to another vnode, perhapseven more thanonevnode. This ideaallows onevnodeinterfaceto call
another. However, to support stacking,all vendorshadto changetheir original vnode interfacesignificantly. This work
ofteninvolved majorchangesto the restof theoperating systemto support stacking,andincludedrewriting existing file
systemsto a newerstackableinterface.

Beforestackingexisted, therewasonly a singlevnode interface.Higher-level operating-systemscodecalledthe
vnode interfacewhich in turn calledcodefor a specificfile system.With vnode stacking, several vnode interfacesmay
exist andthey maycall eachotherin sequence: thecodefor a certainoperationat stack-level % calls thecorresponding
operation at level %'&)( , andsoon. For eachlevel, or file system,theoperationanddatamaybechangedandpassedto
thenext level down.

A stackablefile systemis onethat stacksits vnodeson top of another file system.Sucha file system’s default
behavior is to take a vnodeobject it receivedfrom its caller, changetheobject’s dataandattributesasit seesfit, andthen
call thefile system(s)below it.

A regular VFS definesa file systemAPI defining theoperationsthat it expects file systemsto implement, calling
conventions, andmore. However, regular VFSs areonly concernedwith the API below them, the interfaceto the file
systemsthey call. Thefile systemsthey call areonly concernedwith thedevicedrivers they mustcall.

A Stackable VFSdefinesa symmetricfile systemAPI: theoperationsandconventionsof thefile system’s callers
andcalleesareidentical. The VFS itself mustnot assumeanything aboutthehierarchy of file systemsit calls. In other
words,stackablefile systemsaresaidto betransparentaboveandbelow them.

As a simpleexample,considerFigure2.4. Here,we usetwo layersin thestack.Whenusersperform file-system
operationssuchasreadingor writing files, theirdatagoesfirst throughthetop-mostlayer:compressionwith Gzipfs.After
thedatahasbeencompressed,it is movedto thenext layerdown: encryption via Cryptfs.Finally, Cryptfsmovesthedata
to thenext layerdown, andthedatais storedona disk-basedfile system,UFS.

More generallythana singlestack,vnodes canbe composed. That is, vnodes neednot form a simple linear
order, but canbranch. This branchingis providedby a singlevnode calling,or beingcalledfrom, multiple vnodes.These
configurationsarecalledfan-out andfan-in, respectively, describedin moredetailin Section2.1.4.2. Compositioncreates
andirectedacyclic graph (DAG) of file systems.(It is important to avoid cyclesin file systemcomposition,soasto prevent
deadlocksandinfinite loops.)

As another exampleof theutility of vnode stacking, consider thecomplex cachingfile system(Cachefs)shown
in Figure2.5. Here,files areaccessedfrom a compressed(Gzipfs), replicated(Replicfs),file systemandcachedin an
encrypted(Cryptfs),compressedfile system.Oneof thereplicasof thesource file systemis itself encrypted,presumably
with a key different from thatof theencryptedcache.Thecacheis storedin a UFS[7] physicalfile system.Eachof the
threereplicasis storedin adifferent typeof physicalfile system,UFS,NFS,andPCFS[22].
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UFS

Cryptfs

Gzipfs

Figure2.4: A simple file system composed of two stackable layers: first data is compressed via Gzipfs, and then
it gets encrypted via Cryptfs, before heading down to stable storage.

Cachefs

Cryptfs Gzipfs

Cryptfs

UFS

Replicfs

PCFSNFS

Gzipfs

UFS

Cache Source

Figure2.5:A complex file system composed of several stackable modules that can be used repeatedly: caching,
encryption, compression, replication, and so on.

Onecoulddesignasinglefile systemthatincludesall of this functionality. However, theresultwouldbecomplex
anddifficult to debug andmaintain.Alternatively, onecoulddecomposesucha file systeminto a setof components:

1. A cachingfile systemthatcopiesfrom asourcefile systemandcachesin a target file system.

2. A cryptographic file systemthatdecryptsasit readsandencryptsasit writes.

3. A compressingfile systemthatdecompressesasit readsandcompressesasit writes.

4. A replicatedfile systemthatprovidesconsistency control amongcopiesspreadacrossthreefile systems.

Thesecomponentscanbecombinedin many waysprovidedthatthey arewritten to call andbecallableby other,
unknown, components. Figure2.5 shows how the cryptographic file systemcanstackon top of eithera physical file
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system(PCFS)or a non-physicalone(Gzipfs). Vnodestackingfacilitatesthis designconcept by providing a convenient
inter-component interface.

Building file systemsby stackingcomponentscarriestheexpectedadvantagesof greatermodularity, easierdebug-
ging,andscalability. BSD4.4’sNullfs is aC templatethatis usefulasastartingpointfor developingstackablefile systems,
makingit easierto write new file systems.Theprimary disadvantageof layeredfile systemsis performance.Crossingthe
vnode interfaceis overhead,albeitsmall(1–10%) sincethis occurs in thekernel [83, 84].

System (VFS)
Virtual File

File Systems
Lower Level

User Process

Local Disk

VOP_READ()

nullfs_read()

ufs_read()

VOP_READ()

read()
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Figure2.6: A vnode stackable file system showing how system calls are translated into Nullfs calls by the VFS.
Nullfs in turn calls the corresponding lower-level file system’s operations.

Figure2.6shows thestructurefor a simple,single-level stackablenull-layer file system,usingBSD 4.4’s Nullfs.
Systemcallsaretranslatedinto VFScalls,which in turn invoke theirNullfs equivalents. Nullfs againinvokesgenericVFS
operations, andthe latter call their respective lower-level file-systemoperations. Nullfs calls the lower-level file system
withoutknowing whatit is.

2.1.4.1 First Stacking Interfaces

Researchersanddevelopershavealwaysneededanenvironmentwherethey canquickly prototypeandtestnew file-system
ideas. Several earlierworks attemptedto provide the necessaryflexibility . Apollo’s I/O systemwasextensiblethrough
user-level libraries thatchangedthebehavior of theapplication linking with them[58]. Now, modern support for shared
libraries[25] permitsnew functionality to beloadedby therun-time linker. Oneof thefirst attemptsto extendfile system
functionality wasBershad’swatchdogs[6], amechanismfor trapping file-systemoperationsandrunninguser-writtencode
aspartof theoperation. Later, Webberimplementedfile systeminterface extensions thatallow user-level file servers [78]
to addnew functionality. All of thesepreviousattemptsat file-systemextensibility weread-hoc—notsolutions thatwere
fully integratedinto theoperating system,andcertainlynotgeneralpurposesolutions.
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Vnodestackingwasfirst implementedby Rosenthalin SunOS4.1around 1990[64]. His work wasboththefirst
implementation of the pluggability concept andalsoa clean-up effort in responseto changes that hadbeenrequiredto
support integrationof SunOSandSystemV andto merge thefile system’s buffer cachewith thevirtual memorysystem.
Becauseit focusedon theuniversallyavailablevnodeinterface,Rosenthal’s stackingmodelwasnot adhoc,unlike earlier
efforts,andheldpromiseto become a standard file-system–extensionmechanism.

With vnodestacking,avnodenow representedafile openin aparticularfile system.If % file systemsarestacked,
a singlefile is representedby % vnodes,onefor eachfile system.The vnodesarechainedtogether. A vnode interface
operation proceeds from theheadof thechainto the tail, operatingon eachvnode, andabortingif anerroroccurs.This
mechanism,which is similar to theway StreamI/O modules[59] operate,is depictedin Figure 2.7.

UFSEncryptionCompression
Disk

To
Local

Incoming
Vnode
Operation

Errors Result in Immediate Abortion of Chained Operation

3�4#576989:�;�<#=>:?8A@B4#57CD<E3�FG5HFI8AJ KL=>MONQPR576OCL57STKU89VIW

Figure2.7: Typical Propagation of a vnode operation in a chained architecture. Vnodes in the same chain share
a single lock. Vnode operations proceed from the head of the chain until they reach its tail or an error occurs.

This simpleinterfacealonewascapable of combining several instancesof existing UFS or NFS file systemsto
provide replication, caching, andfall-backfile systems,amongotherservices.Rosenthalbuilt a prototypeof his proposed
interfacein theSunOS4.1 kernel, but wasnot satisfiedwith his designandimplementationfor several reasons:locking
techniqueswereinadequate,theVFS interfacehadnot beenredesigned to fit thenew model, andmulti-threadingissues
werenot considered. In addition, Rosenthalwantedto implement morefile-systemmodulessoasto getmoreexperience
with theinterface.Rosenthal’s interfacewasnevermadepublic nor incorporatedinto Sun’s operatingsystems.

A few similarworksfollowedRosenthal.SkinnerandWongdevelopedfurtherprototypesfor extendedfile systems
in SunOS[69], which alsowerenever madepublic or incorporatedin Sun’s operating system. Around the sametime,
Guy andHeidemann developedslightly moregeneralizedstackingin the Ficus layered file system[28, 30] at UCLA.
Heidemann’s work wassimilar to Rosenthal’s. Heidemann’s work, however, wasmadepublicandeventually madeit into
BSD 4.4.

2.1.4.2 Fanning in StackableFile Systems

Traditional stackablefile systemscreateasinglelinearstackof mounts,eachonehidingtheonefile systembelow it. More
general stackingallows for a DAG-like mount structure,aswell asfor directaccessto any layer[31, 63]. This interesting
aspectof stackablefile systemsis called fanning, asshown in Figure 2.8. Fanning offer featuresdesiredby file-system
developersthatareonly feasiblewith stackablefile systems.A fan-out allows themountedfile systemto accesstwo or
moremountsbelow. A fan-out is useful for example in replicated, load-balancing, unifying [52], or cachingfile systems
[69]. As discussedin Section4.2,sinceFiSTusesstackingfile systems,it benefitsfrom theseaddedfeatures.

Notethatstackablefile systemscanonly call thefile systemsmountedimmediatelybelow it. They cannot directly
call file systemsfurther down below. That is, a file systemat level % cancall thefile systemsat level %YXZ( , but not the
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file systemsat level %'X�[ . Furthermore,stackablefile systemscannotcall file systemsabove it; in fact,they donotknow
which or how many file systemsarestackedabove it. Theserestrictionsarenecessaryto maintainmodular independence
andtransparency amonglayers.

$1

$0 $0

$1 $2

X

Y Y Z

X

Fan-OutFan-In

Figure2.8: Fanning in stackable file systems. A fan-in file system allows direct access to upper and lower layers.
A fan-out file system can access two or more file systems directly. The “$” references are explained in Chapter
4.

A fan-in allows a processto accesslower-level mounts directly, ascanalsobe seenin Figure2.9. This canbe
usefulwhenfastaccessto the lower-level datais needed. For example, in anencryption file system,a backup utility can
backup thedatafaster(andmoresecurely)by accessingtheciphertext files in the lower-level file system.If fan-inis not
used,themounted file systemwill overlay themounteddirectorywith themount point. An overlaymount hidesthelower
level file system.This canbeusefulfor somesecurityapplications. For example, ourACL file system(Section8.2) hides
certainimportantfiles from normal view andis ableto control whocanmanipulate thosefiles andhow.
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Figure2.9: Stackable file-system mounts can keep the mounted directory exposed (fan-in allowed) or overlay
the mounted directory (fan-in disallowed).

2.1.4.3 Inter position and Composition

A few yearslater, Rosenthal,Skinner, andWongestablishednew terminologyfor thefield [63, 69]. They expandedtheterm
stacking in to interpositionandcomposition. Theterm“stacking” wasconsideredat onceto have too many implications,
to betoovague,andto imply only a linearLIFO structure with no fan-inor fan-out.

Interpositionwascoinedasthenew termfor stacking.Thedefining papers[63, 69] explain aparticular implemen-
tationof interpositionbasedonanew definitionof vnodes.Thenew vnodecontainsonly thepublicfieldsof theold vnode.
A new datastructurecalleda pvnode containstheprivatefieldsof the old vnode. A vnode chain now becomesa single
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vnode (providing a uniqueidentity for thefile) plusa chain2 of linkedpvnodes.Interposedfunctionality is representedby
onepvnodeperopen file.

Pvnodesmaycontainpointersto othervnodes,with theeffect thatall thelinkedvnodesmayneedto beregarded
asa singleobject. This effect is calledcomposition. Composition, in particular, requiresthe following two capabilities
[63]:

1. Theability to lock a complete interposition chainwith oneoperation.

2. Treating aninterpositionchainasanatomicunit. An operationthatfailedmidwayshouldresultin undoing anything
thatwasdone whentheoperationbegan at theheadof thechain.

Figure2.10shows this structurefor a compressing,encrypting file systemthatusesUFSasits persistentstorage.
For eachof the threefile-systemlayersin thestack,thereis onepvnode. Eachpvnodecontainsa pointerbackto thefile
systemthat it represents,sothat thecorrectoperationsvector is used.Thethreepvnodesarelinkedtogetherin theorder
of thestackfrom thetop to thebottom. Theheadof thestackis referencedfrom a singlevnode structure. Thepurposeof
this restructuring thatSkinner& Wonghadproposedwassothatthethreepvnodescouldbeusedasonecomposedentity
(shown hereasadashedenclosingbox) thatcouldbelockedusinga singlelock variablein thenew vnode structure.

Gzipfs

Cryptfs

UFS pvnode

pvnode

pvnode

vnode

Figure2.10: Vnode composition using private vnodes, pvnodes. Pvnodes can refer to any file system, while a
single vnode handles a chain of pvnodes, allowing a single lock to operate on a complete chain of stacked file
systems.

Thelinkeddatastructurescreatedby interpositionandthecorresponding complex semanticsarisingfrom compo-
sition complicateconcurrency controlandfailurerecovery. Oneconcurrency control problem is how to lock anarbitrarily
long interposition chainascheaplyaspossible.Another, harder, problem is how to lock more thanonechainfor multi-
vnode operations.

2Actually a DAG, to provide fan-inandfan-out.
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The failure recovery problem arisesfrom composition. If a multi-vnodeoperation fails midway, it is vital to
rollbacktheoperationsthathave succeeded. Both RosenthalandSkinnerdiscussadaptingthedatabaseconceptof atomic
transactions. Specifically, eachpvnodewould containroutinesto abort, commit, andprepare3 the effectsof operations
on it. However, probably becauseof the complexity involved, no onehasyet implementedtransactions in support of
composition. Consequently, stacksof interposedfile systemsmayhave failurebehavior that is different from singlefile
systems.

2.1.4.4 4.4BSD’s Nullfs

4.4BSD includesa file systemcalledNullfs, which wasdirectly derived from Heidemann’s work at UCLA [30]. BSD’s
Nullfs doesnot createany new infrastructurefor stacking;all it doesis allow mounting onepart of the file systemin a
different location. It proved useful asa templatefrom which 4.4 BSD’s Union file systemwaswritten [52]. The latter
wasdevelopedby extending Nullfs to merge themount-point file systemandthemountedone,ratherthanblindly forward
vnode andVFS operationsto thenew mountpoint.

The main contribution of 4.4 BSD to stackingis that it usedan existing vnode interfacein a mannersimilar to
SunMicrosystems’s Lofs. In fact,theway to write stackablefile systemsin 4.4BSD is to take thetemplatecodefor their
Nullfs, andadaptit to one’sneeds.Thistemplateapproachsimplifiesdevelopmentsomewhat,but still, difficult kernel code
mustbewritten in C, andno high-level functionality is available.Furthermore,this codeis not portableto othersystems.
File systemsbasedonNullfs, however, suffer only asmallperformance degradationsincethey execute in thekernel.

2.1.4.5 Programmed Logic Corp.’sStackFS

ProgrammedLogic Corp. is a company specializingin storageproducts. Among their offerings area compressionfile
system,a 64-bit file system,a high-throughput file systemutilizing transactions, and a stackablefile system. PLC’s
StackFS[56] is verysimilar to BSD 4.4’s Nullfs.

StackFSallows for different modules to be insertedin a varietyof waysto provide new functionality. Modules
offering 64-bit access,mirroring, union, hierarchicalstoragemanagement(HSM), FTP, caching, andothers areavailable.
Severalmodulescanbe loadedin a stackfashioninto StackFS.Theonly organizationavailableis a singlestack;that is,
eachfile systemperformsits taskandthenpassesonthevnodeoperation to theoneit is stackedon topof, until thelowest
stackedfile systemaccessesthenativefile system(UFSor NFS).

Thereis nosupport for fan-inor fan-out. StackFSdoesnothavefacilitiesfor high-level functionality. Thereis no
languageavailablefor producingmodulesthatwill workwithin StackFS.PLC’swork is notportableto othersystems.Still,
PLC’s productsaretheonly known commercially availablestackablefile systemswritten on top of an existing stacking
infrastructure.

2.1.5 HURD

TheHerd of Unix-Replacing Daemons (HURD) from theFreeSoftwareFoundation(FSF)is a setof servers running on
theMach3.0microkernel thatcollectively provide a Unix-like environment [12]. HURD file systemsareimplementedat
userlevel, muchthesameasin Mach[2] andCHORUS [1].

Thenovel conceptintroducedby HURD is thatof thetranslator. A translatoris a programthatcanbeattachedto
a pathnameandperformspecializedserviceswhenthatpathnameis accessed.

For example, in HURD thereis no needfor theftp program. Instead, a translatorfor ftp serviceis attached
to a pathname,for example, /ftp. To access,say, the latestsources for HURD itself, onecouldcd to the directory:
/ftp/prep.ai.mit.edu/pub/gnu andcopy thefile hurd-0.1.tar.gz. Common Unix commandssuchasls,

3In transaction terminology, “prepare” meansto stopprocessing andprepare to either commitor abort.
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cp, andrm work normally whenappliedto remote ftp-accessedfiles. The ftp translatortakescareof logging into the
remoteserver, translatingFTPprotocol commandsto file systemcommands,andreturning resultcodesbackto theuser.

Originally, a translator-like ideawasusedby the“Alex” work andallowedfor example transparentftp accessvia
a file-systeminterface [14].

2.1.5.1 How to Write a Translator

HURD definesa common interfacefor translators.Theoperationsin this interfacearemuchcloserto theuser’s view of a
file thanthekernel’s, in many casesresembling Unix commands:

\ file chown to change owner andor group.
\ file chflags to changefile flags.
\ file utimes to changeaccessandmodify times.
\ file lock to applyor manipulateadvisory locks.
\ dir lookup to translatea pathname.
\ dir mkdir to createa new directory.

HURD alsoincludesa few operationsnotavailablein thevnodeinterface,but whichhaveoftenbeenwishedfor:

\ file notice changes to sendnotificationwhenafile changes.
\ dir notice changes to sendnotificationwhena directory changes.
\ file getlinknode to gettheothernamesof a hard-linkedfile.
\ dir mkfile to createa new file without linking it into the file system. This is useful for temporary files, for

preventingprematureaccessto partiallywrittenfiles,andalsofor securityreasons.
\ file set translator to attacha translatorto apoint in thenamespace.

We havelistedonly someof HURD’sfile anddirectory operations,but evenanexhaustive list is notaslongasthe
VFS andvnodeinterfaceslistedin Appendix sectionsC.2andC.4.

HURD comeswith library implementationsfor disk-basedandnetwork-basedtranslators. Userswishingto write
new translatorscanlink with libdiskfs.a orlibnetfs.a respectively. If differentsemanticsaredesired, only those
necessaryfunctions mustbemodified andrelinked. HURD alsocomeswith libtrivfs.a, a trivial templatelibrary for
file systemtranslators,useful whenoneneedsto write a completetranslatorfrom scratch.

The ideaof translatorsis akin to stackinga specialfile systemon top of a singledirectory: the new file system
canperform similar functionsto thatof a translator. However, theAPI for writing translatorswasdesigned especiallyfor
extensibility , while the vnode interfacewasnot. Therefore,writing translators is simpler thanwriting new file systems
usingthe vnode interface. While writing translatorsin HURD is relatively simple,developersmuststill write lots of C
code,implementing every function in theAPI. Furthermore,this codeis notportable to othersystems.

HURD is unlikely ever to includea “standard” vnode interface. For political andcopyright reasons,HURD was
designedandbuilt usingfree softwareandstandards,with the emphasison changing anything that could be improved.
This undoubtedly will limit its popularity. That,coupled with the very different programminginterfaceit offers, means
thatthereis lessof achance thatHURD will providevnode-likecodetranslationlikeFiST. Nevertheless,HURD offers an
interfacethatis comparableto thevnode oneandmore.

Onefinal problemwith HURD is that it wasbasedon Mach,a message-passingmicro-kerneloperatingsystem
thatsuffersfrom poorperformancedueto thehighcostsof passingmessages[2].
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2.1.6 Plan 9

Plan9 wasdevelopedat Bell Labsin thelate1980’s [54, 55, 57]. ThePlan9 approachto file-systemextensionis similar
to thatof Unix.

ThePlan9 mount systemcall providesa file descriptor thatcanbea userprocessor remote file server. After a
successfulmount, operationsbelow themount point aresentto thefile server. Plan9’s equivalentof thevnode interface
(called9P)comprisesthefollowing operations:

nop TheNULL (“ping”) call. It could beusedto synchronizea file descriptor betweentwo entities.

sessionInitialize a connectionbetweena clientanda server. This is similar to theVFS mount operation.

attach Connect auserto afile server. Returnsanew file descriptorfor therootof thefile system.Similar to the“get root”
vnodeoperation.

auth Authenticatea 9Pconnection.

clone Duplicatean existing file descriptor betweena useranda file server so that a new copy could be operated upon
separatelyto provideuser-specificnamespace.

walk Traverseafile server (similar to lookup).

clwalk Performa cloneoperation followedby a walk operation. This oneis anoptimizationof this common sequence of
operations,for usewith low-speednetwork connections.

create Createa new file.

open Prepareafile descriptor before reador write operations.

read Readfrom a file descriptor.

write Write to a file representedby afile descriptor.

clunk Closeafile descriptor(without affectingthefile).

remove Deleteanexistingfile.

stat Readtheattributesof a file

wstat Write attributesto afile.

flush Abort amessageanddiscardall remaining repliesto it from a server.

error Returnanerrorcode.

Theseoperation messagesaresentto a file server by the Plan9 kernel in responseto client requests,muchthe
sameway asuser-level NFSservers behave.

Plan9 and9Pprovide little benefitover whatcanbedone with thevnode interfaceanda user-level NFSserver.
Certainly, thereis nomajornovelty in Plan9 like thetranslationconceptof HURD. Support for writing Plan9 file servers
is limited, andthefunctionality they canprovide is not aswell thought out asHURD’s. HURD therefore providesa more
flexible file-service–extension mechanism.

Plan9 doesnot provide a library of high-level functionality andrequire writing codeusinga slightly-modifiedC
compiler. File systemswritten in Plan9 code arenotportable to othersystems.
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2.1.6.1 Infer no

Inferno is Lucent Technologies’s (a.k.a. Bell Labs) successorto Plan 9. The Inferno network operating systemwas
designedto befully functional yetfit in a smallamount of memory. It is designedto runondevicessuchasset-topboxes,
PDAs, andotherembeddedsystems[40].

In Inferno, everything is representedby files. Therefore,file systemsareindistinguishablefrom otherservices;
they areall partof theInferno namespace.Evendevicesappear assmalldirectorieswith a few files named“data,” “ctl,”
“status,” etc. To control anentity representedby sucha directory, you write stringsinto the “ctl” file; to getstatus,read
the“status”file; andto write data,openthe“data” file andwrite to it. This model is simpleandpowerful: operationscan
bedone usingsimpleopen, read, write, andclosesequences—allwithout theneedfor differentAPIs for networking, file
systems,or otherdaemons[9].

Inferno allows namespacesto becustomizedby a client,server, or any application. Themount operationimports
aremotenamespaceontoa localpoint,similar to theUnix file-systemmount operation.Thebindoperation makesaname
spacein onedirectory appear in another. This is similar to creating symbolic links andhardlinks in traditional Unix file
systems,with theexception thatInfernocanalsounify thecontentsof two directories.

For Inferno to offer a new file-systemfunctionality that might otherwise be achieved via vnode stacking,an
application hasto mountandbindtherightnamespaces,addits ownnamesasrequired,andthenofferthemfor importation
(similar to exporting in Unix). All theseactionscanbedonesecurely. Inferno codeis written in theLimbo programming
language[35], a new general-purposelanguage. Infernocodeis notportable to othersystems.

Inferno’smaindisadvantageis afamiliarone.It is abrand new operating system,andemploysanew programming
languageandmodel.Inferno is not likely to beasportableor in wideuseasUnix.

2.1.7 Spring

Springis anobject-orientedresearchoperating systembuilt by SunMicrosystemsLaboratories[44]. It wasdesignedasa
setof cooperatingservers ontopof amicrokernel.SpringusesamodifiedInterfaceDefinitionLanguage(IDL) [74, 77] as
outlinedin theCORBA specifications[50] to definetheinterfacesbetweenthedifferentservers.

Springincludesseveralgenericmodulesthatprovideservicesthatareuseful for file systems:

Caching A modulethatprovidesattributecaching of objects.

Coherency A layer thatguaranteesobjectstatesin differentservers areidentical. It is implementedat thepagelevel, so
thatevery object inheritedfrom it couldbecoherentby default.

I/O A layerthatsupports streaming-basedoperationsonobjects similarly to theUnix read andwrite systemcalls.

Memory Mapper A module that providespage-basedcaching, sharing, andaccess(similar to the Unix mmap system
call).

Naming A module thatmaintains namesof objects.

Security A module thatprovidessecureaccessandcredentials verificationof objects.

Springfile systemsinherit from many of theabove modules. Thenaming module providesnamingof otherwise
anonymousfile objects,giving thempersistence.TheI/O layeris usedwhentheread orwrite systemcallsareinvoked.
The memory pageris usedwhena pageneeds to be sharedor whensystemcalls equivalent to mmap areinvoked. The
securitylayerensuresthatonly permitted userscanaccessfiles locally or remotely, andsoon.

Springfile servers canresideanywhere—not just on thelocal machineor remotely, but alsoin kernel modeor in
user-level. File serverscanreplace,overload,andaugmentoperationsthey inherit from oneor morefile servers.This form
of object-orientedcomposition makesfile systemssimplerto write.
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It is easyto extend file systemsin Spring.Theimplementationof thenew file systemchooseswhich file-system
modulesto inherit operationsfrom, thenchangesonly thosethatneedmodification. Sinceeachfile objectis named, Spring
stackablefile systemscanperform operations on a per-file basis;they can,for example, decideto alter the behavior of
somefiles,while lettingotherspassthrough unchanged.

Springis a researchoperatingsystemusedby Sunto develop new technology thatcouldsubsequently be incor-
porated into its commercial operating systemproducts. As such,performanceis a majorconcern in Spring.Performance
hadalwaysbeenaproblemin microkernelarchitecturesdueto thenumerousmessagesthatmustbesentbetweenthemany
serversthatcouldbedistributedoverdistinctmachinesandevenwide-areanetworks. Spring’s mainsolutionto this prob-
lem is theabundantuseof caching.Everything thatcanbecachedis cached:pages, names,data,attributes,credentials,
etc.—onbothclientsandservers.

Without caching,performancedegradationfor a file systemcontaining a single-stacklayerrangedfrom 23–39%
in Spring,andpeakedat69–101%for a two-layerstack(for thefstat andopen operations).With cachingit wasbarely
noticeable. However, even with cachingextensively employed, basicfile-systemoperations(without stacking)still tookon
average 2-7 timeslongerthanthehighly optimizedSunOS4.1.3[36]. Sowhile it is clearthatcachinghelpedto alleviate
someoverheads,many more remain.

To implement anew stackablefile systemin Spring, onehasto writeonly thoseoperationsthatneedto bechanged.
The rest inherit their implementation from otherfile-systemmodules. This is a flexible and incrementaldevelopment
process.

Thework done in theSpringprojectprovidesaninterestingandflexible object-orientedprogrammingmodelfor
file systems.Spring, however, still usesa different file-systeminterfaceandasa researchoperatingsystemis not likely to
become popularany timesoon,if ever.

Onework thatresultedfrom Springis theSolarisMC (Multi-Computer)File System[41]. It borrowedtheobject-
orientedinterfacesfrom Spring and integratedthem with the existing Solarisvnode interfaceto provide a distributed
file-systeminfrastructure through a specialProxy File System(pxfs). SolarisMC providesall of the benefitsthat come
with Spring, while requiring little or no changeto existing file systems;thosecanbegradually portedover time. Solaris
MC wasdesignedto perform well in a closelycoupledclusterenvironment(not a general network) andrequireshigh
performancenetworks andnodes.

2.1.8 Windows NT

Microsoft’s Windows NT 4.0 comes with a flexible driver hierarchy that includeshigh-level I/O managers,file-system
drivers suchasNTFS or FAT, anddevice driversfor disksandnetworks [49]. Windows NT allows developersto write
filter drivers—stacked modules that canbe insertedanywhere in the drivers’ calling hierarchy, intercepting file-system
operations.Filter driversthatareinsertedabovefile systemdriverscaninterceptusercallsbeforethefile systemseesthem;
filter drivers insertedbelow file systemscaninterceptcallsafterthefile systemhasseenthemandbefore they aresentto
devicedrivers.

The act of insertinga filter driver is calledattaching andis similar to mounting a file systemin Unix. Files in
Windows NT have a specialkernelhandle similar to vnodesin Unix. Also, eachfilter driver canhave a dispatchlist of
file-systemoperations,similar to vnode operationvectors in Unix.

Filter driverscanregistertheir requeststo intercept certainfile systemoperationssuchasopening afile, readingor
writing files, listing directories,andsoon. In otherwords,they canselectively intercept thosefile-systemoperationsthey
wishto see.This is moreflexible thangeneralvnodeinterfacesunderUnix: there,all vnodeoperationsmustbeintercepted
andhandled.

In addition,filter drivers candefineinitialization andcompletionfunctionsto execute before andaftercertainfile
systemoperations execute. This allows developersthe flexibility to execute arbitrary codeaspre-conditionsandpost-
conditions to file systemoperations.
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TheWindows NT I/O manager treatsits various componentsasclientsandservers. File systemandI/O opera-
tionsareusuallyencapsulatedin an I/O RequestPacket (IRP). A module suchasfilter driver canreceive andsendIRPs,
modifying themasit seesfit. This ability allows for stacking-like behavior, sincea list of filter drivers canregistertheir
requeststo handletheIRPsfor, say, reading files; eachfilter driver canmanipulatetheIRP asit seesfit, thenpassit on to
thenext filter driver in thelist.

Oneexample of an NT filter driver is its virus signature detector. This filter driver runsabove the file system,
and thus teststhe integrity of databefore it is committed to disk through the file system. Anotherexampleof a filter
driver is third-party Hierarchical StorageManagement(HSM) drivers,which run betweenfile-systemdrivers anddisk
device drivers. HSM modulesdetermineif thedatashouldberetrievedfrom a local hard-disk or, for example, a remote
network-attachedbackuptapearray.

2.1.9 Other ExtensibleFile-SystemEfforts

TheExokernelis anextensibleoperatingsystemthatcomeswith XN, a low-level in-kernel stablestoragesystem[33]. XN
allows usersto describetheon-disk datastructuresandthemethods to implement them(alongwith file-systemlibraries
calledlibFSes).TheExokernelrequiressignificantportingwork to eachnew platform,but thenit canrunmany unmodified
applications. Currently theExokernel supports only NetBSDandFreeBSD,therefore it is not availableon othersystems.
While thelibFSesprovidesomehigh-level functionality, muchwork still hasto bedoneto write a new file system.

Balzer’s MediatingConnectorsis systemandlibrary call wrappers for WindowsNT [5]. They allow usersto trap
all API calls,not justfile-systemones.Mediating Connectors is noteasilyportableto Unix platforms,andstill require that
developerswrite C/C++codedirectly.

2.1.9.1 CompressionSupport

Compressionfile systemsarenot a new idea. Windows NT supports compressionin NTFS [49]. E2compr is a setof
patchesto Linux’s Ext2 file systemthat addblock-level compression[4]. Compressionextensionsto log-structuredfile
systemsresultedin halving of thestorageneededwhile degradingperformanceby nomorethan60%[11]. Thebenefitof
block-level compressionfile systemsis primarily speed.Theirmaindisadvantageis thatthey arespecificto oneoperating
systemandonefile system,makingthemdifficult to port to othersystemsandresultingin code that is hardto maintain.
Ourapproachis moreportablebecausewe useexistingstackinginfrastructure,wedonotchange file systemsor operating
systems,andwe runourcodein thekernel to achievegoodperformance.

TheATTIC systemdemonstratedtheusefulnessof automaticcompressionof least-recently-usedfiles [15]. It was
implementedasamodifieduser-level NFSserver. While it providedportablecode,in-kernelfile systemstypically perform
better. In addition, theATTIC systemdecompresseswholefiles while oursystemdecompressesonly theneededdata.

HURD [12] andPlan9 [54] have an extensiblefile systeminterfaceandhave suggestedthe ideaof stackable
compressionfile systems.Their primary focuswason thebasicminimal extensibility infrastructure; they did not produce
any workingexamplesof size-changing file systems.

Spring[36, 45] andFicus[29] discusseda similar idea for implementing a stackablecompressionfile system.
Both suggesteda unifiedcachemanager thatcanautomaticallymapcompressedanduncompressedpagesto eachother.
Heidemann’s Ficus work provided additional detailson mapping cachedpagesof different sizes.4 Unfortunately, no
demonstrationof theseideasfor compressionfile systemswas available from either of theseworks. In addition, no
considerationwasgiven to arbitrarySCAsandhow to efficiently handle common file operationssuchasappends, looking
upfile attributes,etc.

4Heidemann’searlier work [31] mentioneda “prototypecompression layer” built duringaclassproject. In personal communicationswith theauthor,
we weretold that this prototypewasimplementedasa block-level compression file system,not a stackableone.
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2.1.10 Domain Specific Languages

High-level languageshave seldombeenusedto generatecodefor operating systemcomponents. FiST is thefirst major
languageto describea large componentof theoperatingsystem,thefile system.

Oneof themostpopular domain-specificlanguagesis YACC (Yet Another CompilerCompiler)[32]. YACC has
beenusedto produce parsersfor numerouslanguages,many of thosefor specificdomains. YACC, however, is most
suitablefor producingcodethat is intendedto work aspartof a user-level application, not insidethekernel. While FiST
usesaYACC-like model for its input file, FiST wasdesigned to producecodethatrunsin kernels.

Previouswork in theareaof operating-system–componentlanguagesincludea language to describe videodevice
drivers [76] calledGAL (Graphics Adaptor Language). GAL canspecifyvarious parametersof the two mainpartsof a
videoadaptor: the framebuffer memoryandthegraphicscontroller. Thecontroller handlesaccessto thevideomemory
andproducesthe video signal. In GAL, onecanspecifyallowed rangesfor common video adapter parameters:sizeof
videomemory, allowedresolutions andpixel depths,horizontal andverticalsynchronizationclock speeds,controlports,
registers,I/O memory ranges,etc.

The GAL codegenerator producescodethat canrun asan X11 video server, making all the necessarycalls to
initialize andresetthe video adapter, changemodes,displaygraphics, andsupport functions that arenative to the card
itself (suchas2D graphics drawing commands).

While theauthorsclaimthattheirframework cansupport differentgraphicalwindowingsystems(suchasWindows
95),this work wasonly implementedfor theX11 serveron Intel architectures.

2.2 File SystemsDevelopmentTaxonomy

In this sectionwe summarizethetaxonomy of file-systemdevelopment.We have coveredsomeof thesetopicsearlierin
thechapter, while discussingtheevolutionof file-systemdevelopmentandrelatedworks.In therestof thisdissertationwe
will illustratehow FiST worksbetterthanthealternatives listedin eachof thecategories of this taxonomy.

\ Abstraction Level: File systemscanwork in userlevel or in thekernel.If in userlevel, file systemsusuallyusethe
NFSinterface,andactasauser-level NFSserver; examplesincludeautomounterssuchasAmd [53, 73].

If thefile systemworksin thekernel,it canuseoneof two possibleinterfaces:

– Device Level: Thesefile systemsinteract directly with device drivers, andarespecificto themediathey use:
harddisks(UFS),CD ROMs (ISO9660),floppies(DOS),andnetworks (NFS).

– Stackable Vnode Level: Thesefile systemsinteractwith other file systemsthrough a specialfile-system
interfacecalledthevnodeinterface(describedin Section2.1.3).

\ Programming Model: Dependingonwherethefile systemruns,differentprogramming modelsmaybeused:

– If thefile systemrunin userlevel, theprogrammingmodelis thatof anNFSserver, implementing theoperations
specifiedin theNFSprotocol.

– If thefile systemrun in thekernel, it canuseoneof severalmodels.Thebasicmodelis thatof implementing
everyfile-systemoperation definedby thevnodeinterface,thewaymostlow-level file systemsdo.

– Stackablefile systemsusuallyhave to implement only thevnodeoperations that they wish to change. Other
operations areautomatically passedthrough betweenstacked layers. This option is similar to thatof object-
orientedprogramming models,whereasubclasscanusethemethods of thesuperclass.
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\ High-Level Functionality : To easethe developmentof file systems,somesystemscomewith a setof available
commonfunctionsthatcanbeusedasbuilding blocks for thenew file system.Thesefunctionsform ausefulcollec-
tion of additional, high-level operations,muchthesameway theC run-time library (libc.a) providesadditional
functionsbuilt usingplainsystemcalls.

\ Development Process: Thedevelopmentof file systemsdependson how muchof a foundationis available. This
affectstheamount of effort involved.

– Low-level file systemsarewritten from scratch,mostcommonly in C. Thesefile systemsrequire a lot of effort
to write becausethey interactwith specificdevicedriversandspecialservicesin theoperating system.

– Using templates, a file-systemdeveloperusesa basefile systemsource, copiesit, andmakeschangesto the
copy. This is oftenthedevelopmentprocesswith stackablefile systemssuchasBSD-4.4’sNullfs [52] andSun
Microsystems’sLofs [71].

– Object-orientedoperatingsystemssuchasSpring[44] require thefile-systemprogrammer to defineandwrite
only codefor thoseoperationsthat needto be changed. Operations that do not changeare automatically
inheritedfrom theparentobjectsandclasses.

\ Performance: Theperformanceof thefile systemis oftena factorrelatingto where it runs.

– User-level file systemsaretheslowestbecauseeachexchangeof informationbetweenthekernel andthefile-
systemservercausesa context switch.

– Low-level file systemsarethe fastestbecausethey run in thekernelandinteractdirectly with device drivers.
That is alsobecausevery little code—representing overhead—run betweenthesefile systemsandthe media
they write to andreadfrom.

– Stackablefile systemsaregenerally fastbecausethey run in thekernel—muchfasterthanuser-level file sys-
tems.However, they areusuallyslower thanlow-level file systemsbecausethey interactwith otherin-kernel
file systemsthroughastackablevnode interface, anAPI thatdefineshow onefile systemmaycall another.

\ Portability : This factoris defined astheeasewith whichcodewritten for onefile systemcanbeportedto another.

– User-level codeis theeasiestto port, becauseit is writtenjust likeany otheruser-level C program.Forexample,
theAmd automounter[53] hasbeeneasilyportedto dozensof different Unix platformsandoperating-system
versions.

– Low-level in-kernel file systemsare the hardestto port because they depend on many kernelspecificsand
detailsof device-driver implementations. Rarelydo thesefile systemsgetportedto otherplatforms; oftenthe
effort is largeenough thata completerewrite is easierthanporting.

– Stackablefile systemsrun in the kernelandassuchalsodepend on kernel internals. However, they do not
depend on device-driver details,makingthema little easierto port. If stackablefile systemsusea stackable
vnode interface,thenporting themto otherplatforms requires thoseplatforms to support the samestacking
API.

Table2.1 shows a comparisonof featuresrelatingto file-systemdevelopment for all systemsthatprovide some
form of extensibility. Thelastrow of Table2.1showshow FiST comparesfavorablyto othersystems:

\ FiST’s abstractionlevel is thatof stacking,anAPI thatmany systemdevelopersarealreadyfamiliarwith.
\ Theprogrammingmodelis incremental,thusrequiring theleastamount of work to implement new features.
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System Abstraction Programming High-Level Development Performance Portable
Level Model Functionality Process Overhead Code

Native file
systems

device driver,
blockdevice

device-driver
operations

no C from
scratch

none no

User-level file
systems

NFSinterface NFS opera-
tions

no C from
scratch

very high yes

Vnode file
systems

Vnode inter-
face

vnode opera-
tions

no C from
scratch

very small no

StackableFile
Systems

Stackable
VFS

Stacking op-
erations

no template or
incremental

small no

HURD HURD API HURD opera-
tions

some template significant no

Plan9 9PAPI 9Pcalls no from scratch (unreported) no
Inferno files manipulate

control files
no Limbo com-

piler
(unreported) no

Spring object-
oriented

object-
oriented

no object-
oriented

small to sig-
nificant

no

Nullfs stacking stackingoper-
ations

no template, in-
cremental

small no

Exokernel XN API XN API some development
process

(unreported) significant ef-
fort

WindowsNT Win32API Win32 file-
system
operations

no C++ from
scratch

(unreported) no

FiST stacking incremental yes high-level
language

small yes

Table2.1: A comparison of the taxonomy for extensible file systems and FiST.

\ We providea high-level library of commonfunctionsusefulwhendevelopingfile systems.
\ FiSTis ahigh-level languagethatspeedsupdevelopmentover traditional programming languagessuchasC or C++.
\ File systemsgeneratedfrom FiST incuraverysmallperformanceoverhead,makingthemverysuitablefor practical

use.
\ Oursystemis portable to severalsystems,saving significantlyonporting efforts to otherplatforms.
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Chapter 3

DesignOverview

TheFiST systemis comprisedof threecomponents: theFiST language,theFiST code generator, fistgen,andthebasic
stackingtemplates.This chapterintroducesthe basicdesignof the FiST system:wherethe languageandthe templates
resideandhow they fit together, whatis atypicalfile-systemdevelopment process,andwhatis theprogrammingmodel for
developingfile systemsusingFiST. Following, Chapter4 describesin moredetailthedesignfor theFiST language;since
fistgenimplementsthelanguagecodegeneration,wedescribeit in detailat theendof thelanguagedescription, in Section
4.5.Finally, Chapter5 describesthethird andlastcomponent,thestackingtemplates.

3.1 Layersof Abstraction

FiST is a high-level languageproviding a file-systemabstractionat a higher level thanpreviousfile-systemabstractions.
Figure3.1shows thehierarchy for differentfile systemabstractions:

1. Thelowest-level file systemsusedevice-driverAPIs andarespecificto theoperating systemandthedevice.

2. Stackable file systemsofferanAPI thatworkswith any file systemonagiven operating system,but they arespecific
to oneoperatingsystem.

3. FiST file systemsaremoreabstractthanthe previous two levels. FiST file systemsarenot specificto either the
operatingsystemor thefile system.

Basefs templates

FiST Language

Low-Level File Systems (UFS, NFS, etc.)

(lofs, cryptfs, aclfs, unionfs, etc.)
Stackable (VFS) File Systems

Figure3.1: FiST Structural Diagram. Stackable file systems, including Basefs, are at the VFS level, and are
above low-level file systems. FiST descriptions provide a higher abstraction than that provided by the VFS.
Basefs templates are the stackable file systems templates used in FiST, which we describe in Chapter 5.
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At the lowestlevel residefile systemsnative to theoperatingsystem,suchasdisk-basedandnetwork-basedfile
systems.They areat the lowestlevel becausethey interactdirectly with device drivers. They therefore depend on many
specificdetailsof thedevicedriverandtheoperatingsystem.

Low-level file systemsrun in thekernelandarevery fast,but aredifficult to develop andport to othersystems.
Sincethey interactwith device drivers, thesefile systemshave full control over thedatastructuresandplacementof data
on thedevice.

Above native file systemsarestackablefile systemssuchastheexamplesin Chapters 2 and8, aswell asBasefs
(whichwedescribein Chapter5). Thesefile systemsprovideahigherabstractionthannativefile systemsbecausestackable
file systemsinteractwith otherfile systemsonly through a well-definedvirtual file systeminterface(VFS) [38]. TheVFS
providesvirtual nodes(vnodes),anabstractionof files acrossdifferentfile systems.Theabstractionat this level is thatof
thefile-systeminterface:stackablefile systemsarespecificto theoperatingsystem,but not to thefile systemthey stack
on.

Stackablefile systemsareeasierto develop thannative file systemsbecauseyou write codeto a specificwell-
definedAPI, the stackablevnode interface. Stackable file systemsresidein the kernel, and while they add a certain
overheadover native file systems,they still perform very well. However, they arestill difficult to port to otherplatforms
becausethey mustbewrittentospecificvnodeinterfacesthataredifferentfromsystemtosystem.Furthermore,thestacking
abstractiondoesnotpermitastackablefile systemto accesslow-level devicedetailssuchasthestructureof inodesandthe
placement of blocks ona harddisk.

At thehighestlevel, we definetheFiST language. FiST abstractsthedifferentvnode interfacesacrossdifferent
operating systemsinto a single common descriptionlanguage, becauseit is easierto write file systemsthis way. We
found that,while vnodeinterfacesdiffer from systemto system,they sharemany similar features.Our experienceshows
that similar file-systemconcepts exist in othernon-Unix systems,andour stackingwork canbe generalizedto include
them.Therefore,we designedtheFiST languageto beasgeneral aspossible:we mirror existing platform-specificvnode
interfaces,andextendthemthrough theFiST language in a platform independent way. This allows us to modify vnode
operationsandtheargumentsthey passin anarbitraryway, providing greatdesignflexibility .

Thereare several benefits to the FiST abstraction. You write file systemsonly once, and run them on many
platforms;this improvesportability considerably. In addition, this improvesdevelopment time: not just becauseyouwrite
codeonce,but youwrite lesscode,sinceit is written in ahigh-level language.In addition, youwrite codeincrementally—
only changing thatwhich needsto change. TheFiST systemtakescareof everything else:proper error andreturncodes.
FiST alsoprovidesdefault values andimplementationsfor all file-systemoperationsso the developer doesnot have to
write them.

FiSTfile systemsbuild ontheideasof stackablefile-systeminterfaces.Thereforethey sharesomelimitationswith
otherstackablefile systems:they arenotableto accessor changelow-level file-systemdatastructuressuchasinodes,nor
to control theplacementof datablocksondiskdevices. However, FiST is ableto compensatefor someof theselimitations
by allowing developersto extendtheattributesof files; this is describedin Section4.2.

3.2 FiST Templatesand CodeGenerator

The FiST systemis composedof threeparts: the language specification,a codegenerator, and stackablefile-system
templates.This separationis similar to thatshown in Figure3.1: the templatesimplement APIs thatareat a lower level
thanthelanguageitself.

The templatesprovide a fully functional null-layer stackablefile system. They addstackingfunctionality that
maybemissingfrom somesystems,providedefault implementationsfor various operating systems,providesuitableerror
or return codesfor all operations,handleoperationsthatarespecificto someoperating systems,andalsoprovide hooks
for theFiST codegenerator. Thesehooks allow thecodegenerator to find the right placesto generate(insert,delete,or
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replace)somecode.
The overall function of the templatesis to handlemany low-level systemdetails,freeingthe codegenerator to

concentrateon FiST language issues:input file parsingandcodegeneration. Thatway, all low-level detailsareleft in the
templates,andhigher-level detailsareleft to thecodegenerator. Thisseparationmakesit easyto maintaintheFiSTsystem
andport its templatesto new platforms.

fistgen

Stackable File System Sources

Basefs Templates

FiST Input File

Figure3.2: FiST Operational Diagram. Fistgen reads a FiST input file, and with the Basefs templates, produces
sources for a new file system.

The overall operation of the FiST systemis shown in Figure3.2. The figure illustrateshow the threepartsof
FiST work together: theFiST language,fistgen,andtheBasefstemplates.File systemdeveloperswrite FiST inputfiles to
implement file systemsusingtheFiST language.Fistgen, theFiST languagecodeparserandfile-systemcodegenerator,
readsFiST input files thatdescribethenew file system’s functionality. Fistgenthenusesadditional input files, theBasefs
templates.Thesetemplatescontainthestackingsupport codefor eachoperatingsystemandhooksto insertdevelopercode.
Fistgencombinesthefunctionality describedin theFiST input file with theBasefstemplates,andproducesnew kernelC
sourcesasoutput. Thelatterimplementthefunctionality of thenew file system.Developerscan,for example, write simple
FiSTcodeto manipulatefile dataandfile names.Fistgen,in turn,translatesthatFiSTcodeinto C codeandinsertsit at the
right placein thetemplates,alongwith any additional support codethatmayberequired. Developerscanalsoturn on or
off certainfile-systemfeatures,andfistgenwill conditionally includecodethatimplements thosefeatures.

3.3 The DevelopmentProcess

To illustratetheFiST developmentprocess,we contrastit with two traditional file-system–developmentmethods: writing
codefrom scratchandwriting codeusinganexistingstackableinterface.

We usea simpleexample similar to Watchdogs[6]. Supposea file-systemdeveloperwantsto write a file system
thatwill warnof any possibleunauthorizedaccessto users’files. Themain ideais thatonly thefiles’ owners or theroot
userareallowedaccessto thosefiles. Any otheruserwho might beattemptingto find files that belongto another user,
wouldnormally geta“permissiondenied” error code.However, thesystemdoesnotproduceanalertwhensuchanattempt
is made. This new snooping file system(Snoopfs) will log thesefailedattempts.Loggedfailedattemptscanbeprocessed
off-line to producereports of failures or alerts.Theoneplacewheresucha checkshouldbemadeis in thelookup routine
thatis usedto find afile in a directory.

3.3.1 DevelopingFrom Scratch

To implement Snoopfs from scratch,thedeveloperhasto dothefollowing:

1. locateanoperatingsystemwith availablesourcesfor any onefile system

2. readandunderstandthecodefor thatfile systemandany associatedkernel code
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3. write a new file systemthatincludesthedesiredfunctionality, looselybasingtheoverall implementationonanother
file systemthatwasalreadywritten

4. compile thesourcesinto anew file system,possiblyrebuilding a new kernel andrebooting thesystem

5. mount thenew file system,test,anddebugasneeded

After completing this, thedeveloperis left with onemodified file systemfor oneoperatingsystem.Theamount
of codethat hasto be written is in the rangeof thousandsof lines (Table1.1). The processhasto be repeated for each
new port to a new platform. In addition, changesto native file systemsareunlikely to be acceptedby operatingsystem
maintainers; suchafile systemwill haveto bemaintainedindependently. Eachtimeachangeis madeto thefile systemon
whichthis implementationof Snoopfswasbased,thosechangeswill haveto beportedto this implementation.This is true
whetherthenew file systemis implementedasa loadable kernel module or not.

3.3.2 DevelopingUsing Existing Stacking

To implement Snoopfs with existing stackingfile systemssuchas BSD-4.4’s Nullfs [52], the developer hasto do the
following:

1. locateanoperatingsystemwith availablesourcesfor onestackablefile system

2. readandunderstandthecodefor thatstackablefile systemandany associatedkernelcode

3. makeacopy of thesourcesfor thatstackablefile system,andcarefully modify themto includethenew functionality

4. compile thesourcesinto anew file system,possiblyrebuilding a new kernel andrebooting thesystem

5. mount thenew file system,test,anddebugasneeded

After completing theabove steps,thedeveloperusuallyhasoneloadablekernel module for a new stackablefile
system.Theamount of codethathasto bereadandunderstoodis in therangeof thousandsof lines(Table1.1); theamount
of codethathasto bewrittenusuallyrangesin thehundredsof lines(seeSection9.1).

The processof writing a new stackablefile systemhasto be repeatedfor eachnew port to a new platform.
Traditionally, suchstackablefile systemshave to be maintained independently, as operating-systemmaintainers resist
adding new featuresinto thecodeof theiroperatingsystems.

Nevertheless,it is easierto write new stackablefile systemsusinga stackabletemplatethanfrom scratch.

3.3.3 DevelopingUsing FiST

In contrast, thenormalprocedurefor developingcodewith FiST is

1. write thecodein FiST once

2. runfistgenon theinputfile

3. compile theproducedsources into a loadable kernelmodule, andloadit into a runningsystem

4. mount thenew file system,test,anddebugasneeded

Debugging code canbeturnedon in FiST to assistin thedevelopmentof thenew file system.Thereis no need
to have kernel sources or be familiar with them and thereis no needto write or port lots of codefor eachplatform.
Furthermore,thesamedevelopercanwrite Snoopfs usingasmallnumberof linesof FiST code:
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%op:lookup:postcall ]
if ((fistLastErr() == EPERM ||

fistLastErr() == ENOENT) &&
$0.owner != %uid && %uid != 0)

fistPrintf("snoopfs detected access by uid %d, ^
pid %d, to file %s ^ n", %uid, %pid, $name);_

This shortFiST example of codeinsertsan“if ” statementafter thenormal call to the lookuproutine. Thecode
checksif the previous lookup call failed with oneof two particular errors (who the owner of the directory is, who the
effective running useris) andthendecides whetherto print thewarningmessage.(This messageis printedby thekernel,
which in turncanbeloggedvia syslogd to any log file.)

This singleFiST descriptionis portable,andcanbecompiled oneachplatform thatwe haveportedour templates
to (currently Linux, Solaris,andFreeBSD).In Chapter4 we describe theFiST languagein muchgreaterdetail.

3.4 The FiST Programming Model

Themostbasicoperation of theFiST programmingmodel is in theactionthatstackingoperations take. Stackingworks
by passinga file-systemoperationto a file systemthat is stackedbelow, asseenin Figure3.3. Theoperation executeson
thelower-level file system,andthenpasseson to thenext onebelow. Whentheoperationreaches thelowestlevel, return
valuesbegin propagatingupwardsall theway to the upper-moststackedfile system:statusconditions,errorcodes,and
returnedcomputedvalues.In otherwords,stackingworks by passingthesamefile systemoperationto thelower-level file
system.

FiST is easierto work with thanpreviousstackingsystems.In previoussystems,developershadto locateby hand
all of theplaceswherethey wantedto inserttheircodeor modify existingcode.FiST, ontheotherhand,allowsyouto add
or modify code moreaccurately. FiSTfile systemscaninsertpre-call, post-call, andcall actions asfollows:

pre-call Beforecalling the lower-level file system,you canexecute arbitrary code. This canbe used,for example, to
performcertainsecuritychecks(suchaswith ACLs) before allowing theactionto proceed.

post-call After returning from thecall to lower-level file system,you canalsoexecute arbitrary code.This canbeused,
for example, to decrypt afile namebuffer thatwasreturnedfrom a lower level (encrypted)file system.

call You canalsoreplacetheactualcall to thelower level file systemwith any othercall. You canusethis, for example,
to producea versioningfile systemthatwould rename a file insteadof removing it by replacing thevnodeunlink
operationwith a suitablerename operation.

This modelis powerful andvery useful for developers.Together, theabove threecalling forms allow developers
full control over stacked operations. Developerscanchange any part of an operation, but they do not have to change
anything by default. They needonly declaretheir intentions to run code before or after a normal file-systemoperation
executes,thuscontrolling theoperationfrom before it begins to afterit ends.Furthermore,developerscanalsoreplacethe
actualcall to thefile-systemoperationwith another, or none, if they sochoose.Thisprogramming modelprovidesmaximal
programming flexibility: simplefile systemsareeasyto createby changing codein only a small numberof places,and
at thesametime it is possibleto construct complex file systemsby insertinglots of additional codein asmany placesas
needed. We show how to control thesecallingconventions in FiST in Section4.3.

To change oneof theseparts,youdeclareit with its associatedcodein theFiST inputfile. Fistgen,theFiST code
generator, readstheFiST input file andtheappropriatetemplates.It parsesthetemplates,replacing, removing, andadding
codeasa resultof various declarations in theFiST input file.



3.5. THE FILE-SYSTEMMODEL 29

You caninsertasmuchcodeasyou would like in thepre-call andpost-callparts. TheFiST language(Chapter
4) allows severaldirectivesto affect thesamevnode operation. In thatcase,additional pre-callcodeis insertedin front of
existingpre-call code,andadditional post-callcodeis insertedafterexistingpost-callcode.This is done in arecursive-like
manner to provide propernestingof codecontext, thesameway thatenclosingblocksof codein C programsencapsulate
smallerblocksof code.

For example, if you designa file systemthat encrypts dataandthencompressesit, you want to ensurethat the
orderof pre-callandpost-call operations preserves dataintegrity. Whenwriting data,it shouldfirst be encryptedand
thencompressed.However, whenreading data,theorder shouldbereversed:datashouldfirst bedecompressedandthen
decrypted.Theinsertionrulesfor pre-call andpost-call ensurethis.

You canreplacethecall partonly once,becausestackablefile systemshave only onetypeof call they make. If
additional callsareneeded, they canbe insertedin thepre-call or post-call parts. In thecaseof fan-out file systems,the
default actionfor thecall part is to call thefirst stackedfile system(left branch in Figure2.8). If developerswant to call
otherbrancheswith thesameor otheroperations,they caninsertpost-call codeasshown in theUnionfsexamplein Section
8.3.

3.5 The File-SystemModel

FiST-producedfile systemsrun in thekernel, asseenin Figure3.3.They run in thekernelto providethebestperformance
possible.FiSTfile systemsmirror thevnode interfacebothaboveandbelow. Theinterfaceto userprocessesis thesystem-
call interface. FiST does not change either the system-callinterfaceor the vnode interface. Instead,FiST canchange
informationpassedandreturned through thesetwo interfaces.Thebasicmotivationis to allow FiST to changeeverything
possible,but without changing operating-systemAPIs. This providesthehighestfunctionality to file-systemdevelopers
thatcanbeachievedwithout requiring customkernels.

A userprocessgenerally accessesafile systemby executingasystemcall, whichtrapsinto thekernel.Thekernel
VFS thentranslatesthesystemcall to a vnode operation,andcalls thecorresponding file system.If the latter is a FiST-
producedfile system,it maycall another stackedfile systembelow. Oncetheexecutionflow hasreachedthe lowestfile
system,errorcodesandreturn values begin flowing upwards,all theway to theuserprocess.

In FiST, wemodela file systemasacollectionof mounts,files,anduserprocesses,all running underonesystem.
Several mounts, mounted instancesof file systems,canexist at any time. A FiST-producedfile systemcanaccessand
manipulatevarious mountsandfiles, dataassociatedwith them,andtheir attributes—aswell asaccessthefunctions that
operateonthem.Furthermore,thefile systemcanaccessattributesthatcorrespondto therun-timeexecution environment:
theoperating systemandtheuserprocesscurrentlyexecuting.

Information(bothdataandcontrol) generally flows betweenuserprocessesandthemountedfile systemthrough
the system-callinterface. For example, file dataflows betweenuserprocessesandthe kernel via theread andwrite
systemcalls. Processescanpassspecificfile-systemdatausingthemount systemcall. In addition, mountedfile systems
mayreturn arbitrary (evennew) error codesbackto userprocesses.

Sincea FiST-producedstackablefile systemis the caller of otherfile systems,it hasa lot of control over what
transpires, betweenit andtheonesbelow, through thevnode interface. FiST allows accessto multiple mountsandfiles.
Eachmount or file may have multiple attributesthat FiST canaccess.Also, FiST candetermine how to apply vnode
functionson eachfile. For maximum flexibility , FiST allows thedeveloper full control over mountsandfiles, their data,
theirattributes,andthefunctionsthatoperateonthem;they maybecreatedor removed,dataandattributescanbechanged,
andfunctionsmaybeaugmented,replaced, reordered,or evenignored.

Ioctls (I/O Controls)havebeenusedasanoperating-systemextensionmechanism asthey canexchangearbitrary
informationbetweenuserprocessesandthekernel, aswell asin betweenfile-systemlayers,without changing interfaces.
FiST allows developersto definenew ioctls anddefinetheactionsto take whenthey areused;this canbeusedto create
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System Call

Interface

user process

Vnode

Interface

Vnode

Interface

system calls
mount() data
ioctl() data

file system data,
operations, and
error codes.

Kernel
and error codes.
file system data

Usererror codes

Lower File System

Virtual File System (VFS)

FiST−produced file system

Figure3.3: Information and execution flow in a stackable system. FiST does not change the system call or vnode
interfaces, but allows for arbitrary data and control operations to flow in both directions.

application-specificfile systems.FiST alsoprovidesfunctionsfor portablecopying of ioctl databetweenuserandkernel
spaces.For example, ourencryptionfile system(Section8.1) usesanioctl to setcipherkeys.
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Chapter 4

The FiST Language

TheFiST languageis thefirst of thethreemaincomponentsof theFiSTsystem,aslistedin Section3.2. In thischapterwe
discussthestructure of theFiST inputfile andthevariouspartsof theFiSTsyntax:primitives,declarations,andrules.We
alsodiscussthesecondmaincomponentof theFiST system,fistgen—theFiST language codegenerator, whichcombines
the language with stackingtemplatesto producea new file system.We discussthis third main componentof the FiST
system—thestackingtemplates—inChapter5.

4.1 Overview of the FiST Input File

TheFiSTlanguageis ahigh-level languagethatusesfile-systemfeaturescommonto severaloperating systems.It provides
file-system–specific language constructs for simplifying file-systemdevelopment. In addition, FiST languageconstructs
canbeusedin conjunctionwith additional C codeto offer thefull flexibility of a systemprogramming languagefamiliar
to file-systemdevelopers.Theability to integrateC andFiST codeis reflectedin thegeneral structureof FiST input files.
Figure4.1shows thefour mainsectionsof aFiST inputfile.

% ]
1 C Declarations

%
_

2 FiSTDeclarations
%%

3 FiSTRules
%%

4 Additional C Code

Figure4.1: FiST Grammar Outline. FiST input file’s format resembles that of YACC. It has four sections with
similar meaning for each corresponding section.

TheFiST grammarwasmodeledafterYACC [32] input files, because(1) YACC is familiar to programmers and
(2) the purposeandmeaningof eachof its four sectionsin YACC (alsodelimitedby “%%”) matchesthe purposeand
meaning of thefour differentsubdivisionsof desiredfile systemcode:raw includedheader declarations,declarationsthat
globally affect theproducedcode,actionsto perform whenmatching vnodeoperations,andadditional code.
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C Declarations (enclosedin “ ] % %
_
”) areusedto include additional C headers,definemacros or typedefs, list forward

functionprototypes,etc.Thesedeclarations areusedthroughouttherestof thecode,justasin YACC input files.

FiST Declarations defineglobal file-systempropertiesthataffect theoverall semanticsof theproducedcodeandhow a
mountedfile systemwill behave. Thesepropertiesareusefulbecausethey allow developersto makecommonglobal
changesin a simplemanner. In this sectionwe declareif thefile systemwill beread-only or not,whether or not to
include debuggingcode,if fan-inis allowedor not,andwhatlevel (if any) of fan-out is used.

FiST Declarationscanalsodefinespecialdatastructuresusedby the restof thecodefor this file system.We can
definemount-timedatathatcanbepassedwith themount(2)systemcall. A versioning file system,for example,can
bepasseda number indicating themaximum number of versions to allow perfile. FiST canalsodefinenew error
codesthatcanbe returnedto userprocesses,in orderfor the latter to understandadditional modes of failure. For
example, an encryption file systemcanreturna new error codeindicatingthat the cipher key in usehasexpired.
Doing so,however, mayrequire updatingof potentially many legacy programsto understandthenew error codes;
otherwise,suchprogramscouldfail unexpectedly.

This sectionis also similar in meaningto YACC’s secondsection—declarationsthat globally affect the overall
behavior of thecodeproduced.

FiST Rules defineactions thatgenerally determine thebehavior for individual files. A FiST rule is a pieceof codethat
executesfor aselectedsetof vnodeoperations,for oneoperation,or even aportionof avnodeoperation.Rulesallow
developersto control thebehavior of oneor morefile-systemfunctionsin aportable manner. TheFiSTrulessection
is theprimarysection,wheremostof theactionsfor theproducedcodearewritten. In this section,for example,we
canchooseto changethebehavior of unlink to renamethe target file, so it might berestoredlater. We separate
thedeclarationsandrulessectionsfor programming ease:developersknow thatglobaldeclarationsgoin theformer,
andactionsthataffectvnode operationsgo in thelatter.

This sectionis only looselyrelatedto YACC. In YACC, the rulessectionperforms an arbitrary actionwhena se-
quenceof tokensmatches.In FiST, eachrule includesarbitrary codeto run whenthe operation listed in the rule
“matches” thecurrent operation thatthefile systemis executing.

Additional C Code includesadditional C functionsthatmight bereferencedby code in therestof thefile system,alsoas
in a YACC inputfile’s lastsection.We separatedthis sectionfrom therulessectionfor codemodularity: FiST rules
areactionsto take for a givenvnode function, while theadditional C codemaycontainarbitrary codethatcouldbe
calledfrom anywhere. This sectionprovidesa flexible extensionmechanism for FiST-basedfile systems.Codein
thissectionmayuseany basicFiSTprimitives(discussedin Section4.2)whicharehelpful in writing portablecode.
We alsoallow developersto write codethat takesadvantageof system-specificfeatures;this flexibility, however,
mayresultin non-portable code.

The sectionsof theFiST input file relateto theprogrammingmodelasfollows. TheFiST Declarations section
definesdatastructuresusedby theFiST Rulessection.Thelattersectionis whereper-vnodeactionsaredefined: pre-call,
call, andpost-callasdescribedin Section3.4. It is in this sectionthat you declarewhat actionsto take for eachvnode
operation, setsof vnode operations,or portions of vnode operations.

The FiST input file also relatesto the file-systemmodel described in Section3.5. In the last threesectionsof
the input file, you can freely refer to mounts, files, and their attributes. We describethis syntaxshortly below. The
FiST Declarations sectionis whereyou definenew ioctls; you usethesenew ioctls in the FiST RulesandAdditional C
Codesections.Also, you declarefan-in andfan-out in the FiST Declarationssection,anduserefer to multiple objects
accordingly in therestof theFiST inputfile.

The remainder of this chapter discussesthe FiST languageprimitives, the various participants in a file system
(suchasfiles, mounts,andprocesses),their attributesandhow to extendthemandstorethempersistently, andhow to
control theexecution flow in afile system.Theexamplesin Chapter8 furtherillustratetheFiST language.
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4.2 FiST Syntax

FiST syntaxallows referencingmountedfile systemsandfiles, accessingattributes,andcalling FiST functions. Mount
referencesbegin with $vfs, while file referencesuseashorter“$” syntaxbecauseweexpect themto appearoftenin FiST
code.Referencesmaybefollowedby a nameor numberthatdistinguishes among multiple instances(e.g.,$1, $2, etc.)
This is especiallyusefulwhenfan-out is used(Figure2.8). Attributesof mounts andfiles arespecifiedby appendinga
dot andtheattributenameto thereference (e.g., $vfs.blocksize, $1.name, $2.owner, etc.) Thescopeof these
referencesis thecurrent vnode function in which they areexecuting.

Thereis only oneinstanceof a running operating system.Similarly, thereis only oneprocesscontext that the
file systemhasto beconcerned with. Therefore FiST needonly refer to theseattributes. Theseread-only attributesare
summarizedin Table4.1.Thescopeof all read-only “%” attributesis global.

Global Meaning
%blocksize nativedisk blocksize
%gid effective group ID
%pagesize nativepagesize
%pid processID
%time current time(secondssinceepoch)
%uid effective userID

Table4.1: Global read-only FiST variables provide information about the current state of processes and users.

FiST codecancall FiST functionsfrom anywherein thefile system.Someof thesefunctionsareshown in Table
4.2. Thescopeof FiST functions is global in themountedfile system.Thesefunctions form a comprehensive library of
portable routinesusefulin writing file systems.Thenamesof thesefunctionsbegin with “fist” andthey havethefollowing
features:

\ FiST functionscantakeavariablenumberof arguments.For example,thelookup function canbegivenanoptional
fifth argumentto useastheeffectiveUID to performthelookup with.

\ FiST functionscan omit someargumentswheresuitabledefaultsexist. For example, the unlink function’s first
argumentis thedirectory in which to deletethefile. If thefirst argumentis omitted, FiST will assumethat that the
directory is thecurrent directory.

\ FiST functionscanusedifferent typesfor eachargument.For example, therename functioncanbegivenanobject
referenceor a stringnameof thefile to rename.

\ FiST functions canbenestedandmayreturn any singlevalue.

Eachmountandfile hasattributesassociatedwith it. FiST recognizescommonattributesof mountedfile systems
andfiles thataredefinedby thesystem,suchasthename,owner, lastmodification time, or protection modes.FiST also
allowsdevelopersto definenew attributesandoptionallystorethempersistently. Attributesareaccessedby appending the
nameof theattributeto themount or file reference,with a singledot in between,muchthesameway thatC dereferences
structurefield names.For example, thenativeblocksizeof a mountedfile systemis accessedas$vfs.blocksize and
thenameof afile is $0.name.

FiST allows usersto createnew file attributes.For example, anACL file systemmaywish to addtimedaccessto
certainfiles. Thefollowing FiST Declarationdefinesthenew file attributesin sucha file system:

per_vnode ]
int user; /* extra user*/
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Function Meaning
fistPrintf print messages
fistStrEq stringcomparison
fistMemCpy buffer copying similar
fistLastErr getthelasterrorcode
fistSetErr setthereturnerrorcode
fistReturnErr return anerror codeimmediately
fistSetIoctlData setioctl valueto passto a userprocess
fistGetIoctlData getioctl valuefrom a userprocess
fistSetFileData write arbitrary datato a file
fistGetFileData readarbitrarydatafrom a file
fistLookup find afile in a directory
fistReaddir reada directory
fistSkipName hidea nameof afile in a directory
fistOp executeanarbitraryvnode operation

Table4.2: A sample of FiST functions. The full list appears in Appendix A.

int group; /* extra group*/
time_t expire; /* accessexpiration time*/_

;

With theabove definitionin place,a FiST file systemmayreferto theadditional userandgroup whoareallowed
to accessthefile as$0.user and$0.group, respectively. Theexpirationtime is accessedas$0.expire.

Theper vnode declaration definesnew attributesfor files, but thoseattributesareonly kept in memory. FiST
also provides different methods to define,store,and accessadditional attributespersistently. This way, a file-system
developerhastheflexibility of deciding if new attributesneedonly remainin memory orshouldbesavedmorepermanently.

For example,anencrypting file systemmaywant to storeanencryption key, cipher ID, andInitialization Vector
(IV) for eachfile. Thiscanbedeclaredin FiST Declaredsectionusing:

fileformat SECDAT ]
char key[16]; /* cipherkey */
int cipher; /* cipherID */
char iv[16]; /* initialization vector*/_

;

Two FiST functionsexist for handling file formats: fistSetFileDataandfistGetFileData.Thesetwo routinescan
storepersistentlyandretrieve (respectively) additional file systemandfile attributes,aswell asany otherarbitrary data.
For example, to save thecipherID in a file called.key, you canput thefollowing codeaspartof anioctl to processthe
key:

int cid;

/* setcipherID */
fistSetFileData(".key", SECDAT, cipher, cid);

TheaboveFiST functionwill producekernelcodeto openthefile named“.key” andwrite thevalueof the“cid”
variable into the“cipher” field of the“SECDAT” file format,asif thelatterhadbeenadatastructurestoredin the“.key”
file.
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Finally, the mechanismfor addingnew attributesto mounts is similar. For files, the declaration is per vnode

whereas,for mounts, it is per vfs. TheroutinesfistSetFileDataandfistGetFileDatacanbeusedto accessany arbitrary
persistentdata,for bothmountsandfiles.

4.3 Rulesfor Controlling Executionand Inf ormation Flow

In theprevioussectionswe consideredhow FiST cancontrol theflow of informationbetweenthevarious layers. In this
sectionwe describe how FiSTcancontroltheexecutionflow of variousoperationsusingFiST rules.

FiSTdoesnotchangetheinterfacesthatcall it, becausesuchchangeswill notbeportableacrossoperatingsystems
andmay require changing many userapplications. FiST therefore only exchangesinformationwith applications using
existingAPIs (e.g.,ioctls) andthosespecificapplicationscanthenaffectchange.

The most control FiST file systemshave is over the file system(vnode) operations that execute in a normal
stackablesetting.Figure4.2highlightswhatatypicalstackablevnodeoperation does:(1) find thevnodeof thelower-level
mount, and(2) repeatthesameoperation on thelowervnode.

int fsname_getattr(vnode_t *vp, args...)
]
int error;
vnode_t *lower_vp = get_lower(vp);

/* (1) pre-call codegoeshere*/
/* (2) call sameoperation on lower file system*/
error = VOP_GETATTR(lower_vp, args...);
/* (3) post-callcode goeshere*/
return error;_

Figure4.2: A skeleton of typical kernel C code for stackable vnode functions. FiST can control all three sections
of every vnode function: pre-call, post-call, and the call itself.

In this example, a vnode function receives a pointer to the vnode on which to apply the operation, andother
arguments.First, the functionfinds the corresponding vnode at the lower-level mount. Next, the function actuallycalls
the lower-level mounted file systemthrough a standardVOP * macrothat appliesthe sameoperation, but on the file
systemcorrespondingto thetypeof thelowervnode. Themacrousesthelower-level vnode,andtherestof thearguments
unchanged.Finally, thefunction returns to thecallerthestatuscodewhichthelower level mount passedto thefunction.

Therearethreekey partsin any stackablefunction that FiST cancontrol: the codethat may run before calling
thelower-level mount (pre-call), theactualcall to thelower-level mount, andthecode thatmayrunafterwards(post-call).
FiST caninsertarbitrary codein thepre-call andpost-call sections,aswell asreplacethecall partitself with any function
youdescribe.

By default, thepre-call andpost-callsectionsareempty, andthecall sectioncontainscodeto passtheoperation to
thelower-level file system.Thesedefaults producea file systemthatstackson another but doesnot changebehavior, and
wasdesignedsodevelopersdonothave to worry aboutthebasicstackingbehavior—only abouttheir changes.

For example, a usefulpre-call codein anencryption file systemwould beto verify thevalidity of cipherkeys. A
replicationfile systemmay insertpost-callcodeto repeatthesamevnode operationon otherreplicas.A versioningfile
systemcouldreplacetheactualcall to removeafile with a call to renameit; anexample FiSTcodefor thelattermightbe:
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%op:unlink:call ]
fistRename($name, fistStrAdd($name, ".unrm"));_

Thegeneralform for a FiST rule is:

`badc9efehgIiIjBk7lnmojqpGm>irksm>cHtGj ] adlvuHi7_ (4.1)

Theformat for eachFiST rule wasdesignedsothata singlestatementcanidentify theexactlocationor locations
wherecodeshouldbe inserted,andtheactual

adlvuHi
to insert. The identification sectionof eachFiST rule contains three

components,separatedby colons. Thesethreecomponents were designedsuchthat eachone continually refinesthe
selectionof the locationto insertcode.Thefirst component,callset, selectsoperationsbasedon their type(all, reading,
or writing operations). Thesecondcomponent,optype, furtherrefinestheselectionto a singlevnodeoperationor a setof
operationsbasedonthedatathey manipulate.Thelastcomponent,part, furtherrefinestheselectionto aportionof asingle
vnode operation(pre-call, call, or post-call).

Call Sets
op to referto asingleoperation
ops to referto all operations
readops to referto nonstatechangingoperations
writeops to referto statechanging operations

Operation Types
all all operations
data operationsthatmanipulatefile data
name operationsthatmanipulatefile names
Therestof theoperation typesspecifyoneof the
following vnode operations:create,getattr, l/stat,
link, lookup, mkdir, read,readdir, readlink, rename,
rmdir, setattr, statfs,symlink,unlink, andwrite.

Call Part
precall partbefore calling thelowerfile system
call theactualcall to thelowerfile system
postcall partaftercalling thelowerfile system
ioctl nameof a newly definedioctl

Table4.3: Possible values in FiST rules’ callsets, optypes, and parts include all individual file-system operations,
sets of those, as well as parts of those operations.

Table4.3summarizesthepossiblevaluesthata FiST rule canhave. Callsetdefinesa collection of operationsto
operate on. This allows developersto pick oneor moreoperations basedon their functionality—for example, all those
operationsthatmodify thefile-systemstate(writeops).This is usefulbecausefile-systemdevelopersdevelopinganew file
systemoftenhave to modify a subsetof file systemoperationsthatwork similarly in a consistentmanner. For example,a
read-only file systemcaninsertspecialcodefor all of thewriteops operationsto disabletheoperation.

Optypefurtherdefinesthecall setto a subsetof operationsbasedon thedatathat they operateon or to a single
operation. This is usefulbecausefile-systemdevelopersoftenwantto modify a subsetof file systemoperationsthatacton
similar data.For example, a file systemthatwantsto prevent a certainfile namefrom beingaccessedcando so in all of
thefile-systemoperationswhoseoptype is name.
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Part definesthepartof thecall that thefollowing code refersto: pre-call,call, post-call,or thenameof a newly
definedI/O control(ioctl) systemfunction. Thisallowsdeveloperstheflexibility to insertor changeany actionthatasingle
file-systemoperation mayexecute,aswedescribedin Section3.4.

Finally, codecontainsany C codeenclosedin braces.This allows developersthepower to includeany codethey
wish,andtherefore letsthemcreatenew functionality in FiST.

4.4 Filter Declarationsand Filter Functions

FiST file systemscanperform arbitrary manipulationsof thedatathey exchangebetweenlayers.Themostusefulandat
thesametime mostcomplex datamanipulationsin a stackablefile systeminvolve file dataandfile names.To manipulate
themconsistentlywithoutFiST or Basefs,developersmustmakecarefulchangesin many places.For example, file datais
manipulatedin read,write, andall of theMMAP functions;file namesalsoappearin many places:lookup, create,unlink,
readdir, mkdir, etc.

While it would be possibleto manipulate file dataandfile namesin FiST usingFiST rules, it would take too
long to write andit increasesthe chancesof humanerrors: developerswould have to manipulate all relatedoperations
consistently, ensure thatdatapagesandotherobjectsarelockedandunlockedcorrectly, insertandremovedatapagesfrom
the pagecacheat the right times,update object referencecounts, updateerrorcodes, updatepagemodebits, andmore.
Therefore, for manipulating file dataandfile namesconsistently, FiST providesa bettermechanism that requiressimple
changesin oneplaceonly.

FiST simplifiesthe taskof manipulating file dataor file namesusingtwo typesof filters. A filter is a function
similar to aUnix shellfilter suchassed or sort: it takessomeinput, andproducepossiblymodifiedoutput.

If developersdeclarefilter data in their FiST files,fistgenlooksfor two datacodingfunctionsin theAddi-
tionalC Codesectionof theFiSTFile: encode data anddecode data. Thesefunctionstakeaninputdatapage,and
anallocatedoutput pageof thesamesize.Developersareexpectedto implementthesecodingfunctionsin theAdditional
C Codesectionof theFiST file. Thetwo functionsmustfill in theoutput pageby encoding or decoding it appropriately
andreturn asuccessor failurestatuscode. Ourencryption file systemusesadatafilter to encrypt anddecrypt data(Section
8.1).

A variationof thisdeclarationis filter sca. In additionto theencoding of datapages,thisalsoincludescode
to support size-changingfile systems,aswe discussin Chapter6. This is a separatedeclaration becausethesize-changing
file-systemsupport includessubstantiallymorecodeandcarriesa performanceoverheadthat is not necessaryfor all file
systemsthatmanipulatedatapages.

With theFiSTdeclarationfilter name, fistgeninsertscodeandcallsto encodeor decodestringsrepresenting
file names.The file namecodingfunctions(encode name anddecode name) take an input file namestring andits
length. They mustallocatea new stringandencode or decode thefile nameappropriately. Finally, thecoding functions
returnthenumber of bytesin thenewly allocatedstring,or a negative errorcode.Fistgeninsertscodeat thecaller’s level
to freethememoryallocatedby file namecodingfunctions.

Using FiST filters, developerscan easilyproduce file systemsthat perform complex manipulationsof dataor
namesexchangedbetweenfile-systemlayers.

4.5 Fistgen: The FiST LanguageCodeGenerator

Fistgenis theFiST language codegenerator. Fistgenreadsin an input FiST file, andusingthecorrectBasefstemplates,
producesall thefiles necessaryto build a new file systemdescribedin theFiST inputfile. Theseoutput files include C file
systemsourcefiles,headers,sources for user-level utilities, andaMakefile to compile themonthegiven platform.
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Fistgenimplementsa subsetof theC language parseranda subsetof theC preprocessor. It handlesconditional
macros (suchas #ifdef and#endif). It recognizes the beginning of functions after the first setof declarations and the
ending of functions. It parsesFiST tagsinsertedin Basefs(explained in thenext section)usedto markspecialplacesin
thetemplates.Finally, fistgenhandlesFiSTvariables(beginningwith $ or %) andFiSTfunctions(suchasfistLookup) and
theirarguments.

After parsingan input file, fistgenbuilds internaldatastructuresandsymbol tablesfor all the keywords it must
handle. Fistgenthenreadsthetemplates,andgeneratesoutput filesfor eachfile in thetemplatedirectory. Foreachsuchfile,
fistgeninsertsneededcode, excludesunusedcode,or replacesexisting code. In particular, fistgenconditionally includes
largeportions of codethatsupport FiST filters: codeto manipulatefile dataor file names.It alsoproducesseveralnew
files (including comments)usefulin thecompilation for thenew file system:aheaderfile for common definitions,andtwo
sourcefiles containingauxiliary code.

Thecodegeneratedby fistgenmaycontainautomaticallygeneratedfunctionsthatarenecessaryto support proper
FiST function semantics.EachFiST function is replacedwith onetrueC function—rather thana macro,inlined code,a
block of codestatements,or any featurethatmaynot beportable acrossoperating systemsandcompilers. While it might
havebeenpossibleto useothermechanismssuchasC macrosto handlesomeof theFiST language,it wouldhaveresulted
in unmaintainableandunreadablecode. Oneof theadvantagesof theFiSTsystemis thatit produceshighly readable code.
Developerscaneven edit thatcodeandaddmorefeaturesby hand, if they sochoose.

Fistgenalso producesreal C functions for specializedFiST syntaxthat cannot be trivially handled in C. For
example, thefistGetIoctlDatafunction takesargumentsthatrepresentnamesof datastructuresandnamesof fieldswithin.
A C function cannot passsucharguments;C++ templateswould beneeded, but we optedagainst C++ to avoid requiring
developersto know another language,becausemodern Unix kernelsarestill written in C, andto avoid interoperability
problemsbetweenC++ producedcodeandC producedcodein a running kernel. Preprocessormacroscanhandledata
structurenamesandnamesof fields,but they do not have exactor portableC function semantics.To solve this problem,
fistgenreplacescalls to functionssuchasfistGetIoctlDatawith automaticallygeneratedspeciallynamedC functionsthat
hard-codethenamesof thedatastructuresandfieldsto manipulate. Fistgengenerates thesefunctionsonly if needed and
only once.
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Chapter 5

StackableTemplates

Basefsis thetemplatefile systemusedin FiST, andis thethird andlastof thethreemaincomponentsof theFiST system
(the othertwo beingthe FiST language andthe fistgencodegenerator). In this chapter we discussthe most important
issuesin designingthe stackingtemplatesand with an emphasison how we achieved the most important goal of the
templates—filesystemportabilityacrossdifferent operatingsystems.

We begin by introducing the templates. Then we describethe two most important aspectsthat file systems
manipulate—file dataandfile names—andthe APIs that the templatesuseto manipulate these. The next two sections
detail thedesignof the templateswith respectto file dataandfile names.Finally, we discusserrorhandling in our tem-
plates.

5.1 Overview of the Basefs Templates

Basefsprovidesbasicstackingfunctionality withoutchanging otherfile systemsor thekernel.This functionality is useful
becauseit improvesportability of thesystem.To achievethis functionality, thekernelmustsupport threefeatures:

1. In eachof theVFSdatastructures,Basefsrequiresafield to storepointersto datastructures at thelayerbelow. This
is needed to link datastructuresin onelayer to the correspondingdatastructuresin the layer immediately below.
This linkageof upper to lowerobjectsis whatenablesstacking:codein onelayercanfollow a pointer andthencall
code in a lower layer, passingit acorrespondingobject,asseenin Figure4.2.

2. New file systemsshouldbe able to call VFS functions. This is needed so that newly addedkernelcodecancall
functionsthatalreadyexist in therestof thekernel.For dynamically-linkedmodules,a kernelfile systemmayhave
to bepartially linkedandreferto symbolsthatcanberesolvedonly afterthefile systemis loadedinto thekernel.

3. Thekernel shouldexport all symbols thatmaybeneededby a new file systemmodule. This is neededsothatnew
in-kernelfile systemcodeis allowedto execute functionsthatexist in therestof thekernel.

Therearetwo key points thatallow FiST to support portable stacking.First, we wereableto abstractseemingly
differentvnodeinterfacesandfind acommon setof functionality thatis useful to usersandthatall of theoperating systems
canuse. This common functionality formed the basisfor our templates.Second, we wereable to fill in any missing
functionality or onedeemedusefulto developers,by adding codeto thetemplates;thiswasdonewithout changingthecore
operating systemcode.In contrast,all paststackingworksattemptedto makesignificantchanges to operating systemsand
file systems,andcreatednew interfacesthatwereincompatiblewith interfacesof othersystemsor evenpreviousinterfaces
on thesameoperating system.
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Figure5.1: Where Basefs fits inside the kernel: it behaves as both an upper virtual file system and as a lower-
level file system.

Basefshandlesmany of theinternaldetailsof operating systems,thusfreeingdevelopersfrom dealingwith kernel
specifics. Basefsprovidesa stackinglayer that is independentfrom the layersabove andbelow it, asshown in Figure
5.1. Basefsappearsto theupper VFS asa lower-level file system.Basefsalsoappears to file systemsbelow it asa VFS.
Initially, Basefssimplycallsthesamevnode operation on thelower level file system.

Basefsperformsdatareadingandwriting on wholepages.This simplifiesmixing regular readsandwriteswith
memory-mappedoperations,andgivesdevelopersa singlepaged-basedinterfaceto work with. Additional codecanin
included in Basefsthatsupports file systemsthatchangedatasize,suchasfor compression.SeeChapter6.

To improveperformance,Basefscopiesandcachesdatapagesin its layer;Basefswill alsocachepagesof thelay-
ersbelow it, in casethelower-level file systemdoesnotdosodirectly (onsomeoperating systems,theVFS is responsible
for insertingpagesinto thecache,not theactualfile system).Basefssavesmemoryby cachingat the lower layeronly if
file datais manipulatedandfan-inwasused;thesearetheusualconditions thatrequire caching ateachlayer.

Basefsincludesonly theminimal codethat it needsto function asa null-layer stackablefile system.Substantial
portions of extra codeare included conditionally. Codeto manipulate file dataand file names, as well as debugging
codeis not included in Basefsby default. This codeis includedonly if the file systemneeds it. By including only
codethat is necessarywe generateoutput codethat is more readablethan code with multi-nested#ifdef/#endif
pairs. Conditionally including this codetypically resultsin improved performancecomparedto systemthat include all
functionality and turn on or off what they needat run time. We report our performance in Section9.3. Matchingor
exceeding theperformanceof otherlayeredfile systemswasoneof thedesigngoalsfor FiST.

Basefsaddssupport for fan-out file systemsnatively. This codeis alsoincludedconditionally, becauseit is more
complex thansingle-stackfile systems,addsmore performanceoverhead,andconsumesmorememory. To improve per-
formance,developersmustdefinethemaximum fan-out level usedin their FiST input file. This allows fistgento generate
faster-running code.Thatcoderefersto objectsof thefile systemsmountedimmediately below usingby dereferencing a
singlepointerfrom a fixed-sizearrayof pointers.Compilingfixedoffsetreferencesavoidshaving to computethemat run
timeandspeedsup fan-out processing.

Basefsincludes(conditionally compiled) support for many otherfeatures. This addedsupport canbethought of
asa library of common functions: opening, readingor writing, andthenclosingarbitrary files; storingextended attributes
persistently;user-level utilities to mount andunmountfile systems,aswell asmanipulateioctls; inspecting andmodifying
file attributes,andmore.SeeAppendix A for a full listing of thesefunctions.

Finally, Basefsincludesspecialtags that help fistgenlocatethe proper placesto insertcertaincode. Inserting
codeat thebeginning (pre-call) or theend(post-call)of functionsis simple,but in somecasesthecodeto addhasto go
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elsewhere.For example, handling newly definedioctls is done (in thebasefs ioctl vnodefunction) at theendof a C
“switch” statement,right before the“default:” case.

In therestof thischapterwedetailsomeof themorecomplex designissuesof theBasefstemplates. In particular,
we discussthe codethat getsincluded conditionally to manipulatefile dataandfile names.This code,while complex,
allows the manipulation of fixed-sizedatapages.In the next chapter, Chapter6, we discussin muchgreater detail the
additional templatesupport for SCAs—filesystemsthatcandynamicallychangethesizeof datathey manipulate.

5.2 Manipul ating Files

Therearethreepartsof afile systemthatdeveloperswishto manipulatemostoften:file data,file names,andfile attributes.
It is therefore important that the FiST systembe ableto handle thesecommon casesefficiently andflexibly. Of those,
dataandnamesarethemostimportantandalsothehardestto handle.File datais difficult to manipulatebecausethereare
many differentfunctionsthatusethemsuchasreadandwrite, andthememory-mapping(MMAP) ones;various functions
manipulatefiles of differentsizesat differentoffsets.File namesarecomplex to usenot just becausemany functionsuse
them,but alsobecausethe directory reading function, readdir, is a restartablefunction: it processesonly part of the
total datain a directory, andthusneeds to record theoffsetwhereit shouldcontinueto processdatawhenthefunction is
invokedagain.

Whenyou declarein your FiST input file thatyour file systemwantsto manipulate file datapages andfile data
names,fistgenincludesadditionalcodeinto theBasefstemplate.Thiscodeexportsfour functionsthatdeveloperscanuse.
Thesefour functionsaddressthemanipulationof file dataandfile names:

1. encodedata takesa buffer whosesizeis thesameasthenative pagesizeandreturns anotherbuffer. Thereturned
bufferhastheencodeddataof theincoming buffer. For example,anencryptionfile systemcanencrypt theincoming
datainto theoutgoing databuffer. Thisfunction alsoreturnsastatuscode indicatingpossibleerror(negativeinteger)
or thenumberof bytessuccessfullyencoded.

2. decodedata is the inverse function of encode data andotherwise hasthe samebehavior. An encryption file
system,for example, canusethis to decrypt a blockof data.

3. encodefilename: takesafile namestringasinputandreturnsanewly allocatedandencoded file nameof any length.
It alsoreturnsastatuscodeindicatingeitheranerror(negative integer)or thenumber of bytesin thenew string.For
example, a file systemthat convertsbetweenUnix andMS-DOSfile namescanusethis function to encodelong
mixed-caseUnix file namesinto short8.3-formatupper-casenames asusedin MS-DOS.

4. decodefilename: is theinversefunctionof encode filename andotherwisehasthesamebehavior.

With theabove functions available,file-systemdevelopersthatuseFiST canimplement mostof thedesiredfunc-
tionality of their file systemin a few placesandnothave to worry about therest.

5.3 Encoding and Decoding File Data Pages

File systemsaredesignedto manipulatewholepages.This improvesperformanceandsimplifiestheinteractionwith the
VM systemandthepagecache.Our templatesthereforealsomanipulatefiles onepageat a time. This sectiondiscusses
reading, writing, andappending to files in wholepage units,theinterfacingwith theVM system,andpagecachingissues.
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5.3.1 PagedReadingand Writing

We perform readingandwriting on wholeblocks of a sizematchingthenative pagesize.Whenever a readfor a range of
bytesis requested,we compute theextendedrangeof bytesup to thenext page boundary, andapply theoperation to the
lowerfile systemusingtheextendedrange. Uponsuccessfulcompletion, theexact numberof bytesrequestedarereturned
to thecallerof thevnodeoperation.

Writing a rangeof bytesis morecomplicatedthanreading. Within onepage, bytesmaydepend onpreviousbytes
(e.g.,encryption),sowehave to readanddecodepartsof pagesbeforewriting otherpartsof them.

Throughout therestof this sectionwe will referto theuppervnode as � , andto thelowervnodeas �Z� ; � and ���
referto memory mappedpages at thesetwo levels,respectively. Theexample1 depictedin Figure 5.2showswhathappens
whena processasksto write bytesof an existing file from byte 9000 until byte 25000. Let us assumethat the file in
questionhasa total of 4 pages (32768) worthof bytesin it.

0 8K 16K 24K 32K

Page 0 Page 1 Page 2 Page 3

Read 1 and decode

9000 25000

Original bytes to write

Read 2 and decode

Final pages to encode

Actual bytes to write

Bytes discarded

Figure5.2: Writing Bytes in Basefs is done in terms of whole pages

1. Compute theextendedpageboundaryfor thewrite rangeas8192–32767 andallocatethreeemptypages.(Page0 of
� is untouched.)

2. Readbytes8192–8999 (page1) from ��� , decode them,andplacethemin thefirst allocatedpage. Wedonotneedto
reador decode thebytesfrom 9000 onwards in page1 becausethey will beoverwrittenby thedatawewish to write
anyway.

3. Skip intermediatedatapagesthatwill beoverwrittenby theoverallwrite operation(page2).

4. Readbytes24576–32767(page 3) from ��� , decodethem,andplacethemin thethird allocatedpage.This time we
readanddecode thewholepagebecausewe needthelast32767� 25000� 7767 bytesandthesebytesdepend on the
first 8192� 7767� 426bytesof thatpage.

5. Copy thebytesthatwerepassedto usinto theappropriateoffsetin thethreeallocatedpages.

6. Finally, we encodethethreedatapagesandcall thewrite operation on ��� for thesamestartingoffset(9000). This
time we write thebytesall theway to thelastbyteof thelastpageprocessed(byte32767), to ensurevalidity of the
datapastfile offset25000.

1Theexampleis simplifiedbecauseit doesnot take into account sparsefiles or appending to files.
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5.3.1.1 Appending to Files

Whenfilesareopenedfor appendingonly, theVFSdoesnotprovidethevnodewrite function therealsizeof thefile and
wherewriting begins. If thesizeof thefile before anappend is notanexact multipleof thepagesize,datacorruption may
occur, sincewe will not begin a new encoding sequenceon a page boundary. We thereforeneedto handleappendedfiles
alsoonpageboundaries.

We solvethisproblemby detectingwhenafile is opened with anappend flagon,turnoff thatflagbefore theopen
operation is passedon to ��� , andreplaceit with flagsthat indicateto ��� that thefile wasopened for normal readingand
writing. We save the initial flagsof the opened file, so that otheroperations on � could tell that the file wasoriginally
openedfor appending. Wheneverwe write bytesto a file thatwasopened in append-only mode,we first find its size,and
addthatto thefile offsetsof thewrite request. In essencewe convert append requeststo regularwrite requestsstartingat
theendof thefile.

5.3.2 Memory Mapping

To support MMAP operationsandexecutablebinaryfiles, we have to support memory-mapping vnodefunctions. As per
Section5.3.3, Basefscachesdecodedpages,while thelowerfile systemkeepscachedencodedpages.

Whena pagefault occurs,the kernelcalls the vnode operationgetpage. This function retrievesoneor more
pagesfrom a file andis designedto call repeatedly a functionthatretrievesa singlepage—getapage. Thegetapage
function worksasfollows:

1. Checkif thepageis cached; if so,returnit.

2. If thepageis notcached,createa new page� .

3. Find ��� from � andcall thegetpage operation on ��� , returning page��� .
4. Copy the(encoded)datafrom ��� to � .

5. Map � into kernelvirtual memory anddecode thebytesby callingbasefs decode.

6. Unmap � from kernelVM, insertit into � ’s cache,andreturnit.

The designof putpage wassimilar to getpage. In practicewe alsohadto carefully handletwo additional
details,to avoid deadlocksanddatacorruption. First, pagescontainseveral typesof locks,andtheselocksmustbeheld
andreleasedin the right order andat the right time. Second, the MMU keepsmodebits indicatingstatusof pagesin
hardware,especiallythe referencedandmodifiedbits. We hadto update andsynchronizethehardwareversionof these
bitswith their softwareversionkeptin thepages’flags.For afile systemto haveto know andhandleall of theselow-level
detailsblurs thedistinctionbetweenthefile systemandtheVM system.

5.3.3 Interaction BetweenCaches

WhenBasefsis usedon top of a native file system,both layerscachetheir pages;this improvesperformance.However,
cacheincoherency could resultif pagesat different layersaremodifiedindependently. A mechanism for keepingcaches
synchronizedthroughacentralizedcachemanagerwasproposedby Heidemann[29]. Unfortunately, thatsolutioninvolved
modifying therestof theoperatingsystemandotherfile systems.

Basefsperformsits own caching, anddoesnotexplicitly touch thecachesof lower layers.ThiskeepsBasefssim-
plerandmoreindependentof otherfile systems.Also, sincepagescanbeservedoff of their respectivelayers,performance
is improved. We decidedthat the higher a layer is, the more authoritative it is: whenwriting to disk, cachedpagesfor
thesamefile in Basefsoverwritetheir counterpartsat thelayersbelow. This policy correlateswith themostcommon case
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of cacheaccess,throughtheuppermostlayer. Finally, notethata userprocesscanaccesscachedpagesof a lower level
file systemonly if it wasmountedasa regular mount (Figure2.9), meaning thatfan-inwasturnedon; this is unavoidable
andcould leadto cacheincoherency. If, however, Basefsis overlaymounted(fan-in turnedoff), userprocessescouldnot
accesslower level files directly, andcacheincoherency for thosefiles is lesslikely to occur.

5.4 Encoding and Decoding File Names

Encoding anddecoding file namesis done similarly to datapages.With file names,we do not have theaddedcomplexity
of memory-mappedoperations;mostoperationsthatmanipulatefile namesaresimple,suchasmkdir, unlink, andsymlink.
Oneexception is thedirectory readingoperationandwetherefore describehow wehandlethis complex operationhere.

Readdiris implemented in the kernelasa restartablefunction. A userprocesscalls the readdirC library call,
which is translatedinto repeatedcalls to thegetdents(2) systemcall, passingit a buffer of a givensize. Thekernel
fills thebuffer with asmany directory entriesaswill fit in thecaller’s buffer. If thedirectory wasnot readcompletely, the
kernelsetsaspecialEOFflag to false.As longastheflag is false,theC library function callsgetdents(2) again.

The important issuewith respectto directoryreading is how to continue readingthe directory from the offset
wherethepreviousreadfinished.This is accomplished by recording thelastpositionandensuringthatit is returned to us
uponthenext invocation. Assumethata readdir vnodeoperation is calledonvnode � for � bytesworthof directory data.
We designedthefunctionality of ourstackedreaddir asfollows:

1. Call thesamevnode operationon ��� andreadback � bytes.

2. Createa new temporarybufferof a sizethatis aslargeas � .

3. Loop over thebytesreadfrom ��� , breaking theminto individual records representing onedirectory entryat a time
(struct dirent). Foreachsuch,wecalldecode filename to find theoriginal file name.Weconstructanew
directory entryrecordcontaining thedecodedfile nameandaddthenew record to theallocatedtemporarybuffer.

4. Recordtheoffsetto readfrom on thenext call to readdir; this is thepositionpastthelastfile name we just read
anddecoded. This offset is storedin oneof thefieldsof thestruct uio (representingdatamovementbetween
userandkernel space)that is returnedto the caller. A new structure is passedto us uponthe next invocation of
readdir with theoffsetfield untouched.This is how weareableto restartthecall from thecorrect offset.

5. Returnthetemporary buffer to thecallerof thevnodeoperation. If thereis more datato readfrom �)� , thenwe set
theEOFflag to falsebefore returning from this function.

Thecallerof readdir asksto readat most � bytes. Whenwe decode or encode file names,theresultcanbea
longer or shorterfile name.We ensurethatwefill in theuserbuffer with nomorestruct dirent entriesthancouldfit
(but fewer is acceptable). Regardlessof how many directory entrieswerereadandprocessed,we setthefile offsetof the
directory beingreadsuchthat thenext invocationof thereaddir vnode operationwill resumereading file namesfrom
exactlywhereit left off thelasttime.

5.5 Err or Codes

FiSTcreatesstackable,modular file systemsthataredesignedto standalone.Thatis, they aresymmetricaboveandbelow
them:they do not know which file systemmaybeaboveor below them.This is animportantfeature of themodularity of
stackablelayers.With stacking,eachlayerhandlesits own errorcodes,but they mustbepropagatedsotheright error code
reachesuserprocesses.
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By default,FiSTfile systemsreturntheerrorcodesthey receivefrom thelower-level file systemto thecaller. If the
file systemhasto perform multipleoperations,eachof whichmaysucceedor fail, it returns thefirst failurecodeandaborts
theremaining operations.This wayyoucancomposea longstackof file systems,andtheoperationsin thestackcontinue
to propagatedownward aslong asthey aresuccessful.At thesametime,any seriousfailureis propagatedupwards in the
stackuntil it reachestheuserprocessthatmadetheinitial systemcall.

Becauseeachstackablefile systemis independent, it does not automatically know what irreversibleor non-
idempotentactionsanotherstackablefile systemhasmade.Therefore,sucha stackablefile systemcannotautomatically
undotheactions of another. It is possiblefor severalfile systemsto cooperatetogetherandagreeonthesemanticsof (pos-
sibly new) errorcodessuchthatby thetimeanerroris propagatedbackto auser, all intermediateactionscouldbereversed.
Suchprogrammingstyle,however, is morecomplex andbegins to violatetheniceindependencebetweenstackinglayers
becausenow file systemsdohave to know about theinternalbehavior of others.

Thecasefor fan-out is similar. If your file systemperformsoneor moreoperationson several file systemsthat it
is stackedon,andsomeerroroccurs, it is up to theFiST file-systemdeveloper to determine thecorrecterror behavior of
suchpartialfailures. FiST’s default errorbehavior for fan-out file systemsis to returnany errorassoonasit occurs. FiST
doesnot imposeany othererrorbehavior becausethecorrectbehavior depends on theapplicability of thefile systemthat
thedeveloperis writing. For example, in a replicated writablefile system,it is reasonable to assumethatany errorshould
bereportedimmediately andthat intermediatechanges beundone;thatway thevarious replicascanremainin sync. In a
Unionfile system(Section8.3), on theotherhand, anerror in onefile systemneednot befatal: thefile systemcantry the
next onein thejoinedlist of file systems,until onesucceeds.

Much of thecomplexity of intermediateerrorsemanticsin stackablefile systemscanbealleviatedwith in-kernel
transactions,but thatis beyondthescopeof thisdissertation.SeeSection10.1for more discussiononfuturedirections.
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Chapter 6

Support for Size-ChangingFile Systems

Basefsprovidesbasicstackingfunctionality without changing otherfile systemsor thekernel. Basefsallows developers
to definedataencoding functionsthatapplyto wholepagesof file data,makingit easyto produce,for example,a limited
subsetof encryption file systems.Like otherstackingsystems,however, Basefsasdescribedin Chapter5 did not support
encodingdatapagessuchthattheresultisof adifferentsize.In thischapterwediscussthedesignfor ouradditionstoBasefs
thatsupport size-changing file systemssuchascompression.We describea new algorithm for handling size-changing file
systemsin anflexible andefficientmanner thatprovidesgood performance.

6.1 Size-Changing Algorithms

Size-changingalgorithms(SCAs)arethosethattakeasinput astreamof databitsandproduceoutputof adifferent number
of bits. TheseSCAsshareonequalityin common: they aregenerally intendedto workonwholestreamsof inputdata,from
thebeginning to theendof thestream.Someof theapplicationsof suchalgorithmsfall into severalpossiblecategories:

Compression: Algorithms that reducetheoverall datasizeto save on storagespaceor transmissionbandwidths. In this
casewe consider non-lossycompression.

Encoding: Algorithmsthatencode thedatasuchthat it hasa betterchanceof beingtransferred,oftenvia email, to their
intendedrecipients. For example, Uuencodeis analgorithm thatusesonly thesimplestprintableASCII characters
andnomorethan72charactersperline. This is to ensurethatuuencodedemailor binariescantraversetheInternet
even if they go through legacy emailor networking systemsthatmaynotsupport thefull ASCII setof characters or
text lineslongerthan72characters.

In this category wealsoconsidertransformations to support internationalizationof text, aswell asUnicoding.

Encryption: Thesearealgorithmsthat transform thedatasoit is moredifficult to decodeit without anauthorization—a
decryptionkey. Encryptionalgorithmswork in differentmodes.Thesimplestmodeis CipherFeedback(CFB)mode
[67]. This modedoesnot changethesizeof thedata.As such,it is not thestrongest algorithm becauseit provides
potential attackersonemore pieceof information:theoriginal input datasize.

Stronger encryption modes includeCipherBlock Chaining(CBC), a modethat typically increasesthe sizeof the
output [67]. This algorithm is often strongerbecause it doesnot reveal what the original input datasize was.
Furthermore,by encoding theinput into moreoutput bits, the input datacanbecomemore randomized, increasing
thebrute-forcesearchspace.
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Notethattheabove arejust someof thepossibleSCAs.Nevertheless,theseSCAsshareonequality in common:
they areintendedto work onwholestreamsof input data,from thebeginning to theendof thestream.For example,when
you encrypt or decompressa datafile, youwill oftendo soon thecompletefile. Evenif you wish to accessjust a portion
of thefile, youstill have to encodeor decode all of it until youreachtheportion of interest.

This quality of thesealgorithms makesthemsuitablefor email systems,for example, wherea whole message
needsto be encoded. Thesealgorithms aremoredifficult to work with in a random accessenvironment suchasa file
system.In a file system,usersperform variousactionssuchasreadingor writing smallportionsof files in themiddleof
thosefiles, or appending datato files. If you useSCAswith a file system,you mayhave to encodeor decode wholefiles
from beginning to end—beforeyoucanaccessthedatayouwish.

For example, considera large compressedtext file. You wish to inserta line of text, say, several linesbefore the
endof theoriginal file. Fromlooking at thecompresseddata,youdo notknow whereto insertthedata,andhow it should
becompressed:SCAsdo not provide that information. You will have to decompresstheentirefile, seekto theposition
of interest,insertyour text line, andthencompressthe entirenew file. This is a very expensive operation,especiallyif
performedrepeatedly. Next, we begin to describeoursolutionto this problem,andhow it wasdesignedto perform well.

6.2 Overview of Support for Size-ChangingStackableFile Systems

Size-changing algorithms (SCAs)maychangedataoffsetsarbitrarily: eithershrinkingor enlarging data.A file encoded
with anSCAwill haveoffsetsthatdonotcorrespondto thesameoffsetsin thedecodedfile. In astackingenvironment, the
lower-level file systemcontainstheencodedfiles,while thedecodedfiles areaccessedvia theupper layer. To find where
specificdataresidesin thelower layer, anefficientmapping is neededthatcantell wherethestartingoffsetof theencoded
datais for agivenoffsetin theoriginal file.

Unfortunately, general-purposeSCAshave never beenimplemented in stackable file systems.Several workswe
describein Chapter2.1.9.1 suggestedthe ideaof stackablecompressionfile systems,but only oneshowed promise—
Heidemann’s unifiedcachemanager [29]. In that work, Heidemann showedhow his cachemanager couldmapuncom-
pressedcacheddatapagesto compressedpages.However, a prototypewasnotmadeavailableandno furtherdetailswere
given. Furthermore,noneof thepaststackingworksshowedupto support general-purposeSCAsin any file systemframe-
work. Theproblem we setout to solve washow to support general-purposeSCAsin a way that is easyto use,performs
well, andis availablefor many file systems.

Weproposeanefficientmapping for SCAstackablefile systemsbasedonanindex file. Theindex file is aseparate
file containing metadatathatservesasa fastindex into anencodedfile. Many file systemsseparatedataandmetadata:
this is donefor efficiency andreliability. Meta-datais consideredmoreimportant andsoit getscached,stored,andupdated
differently thanregular data. The index file is separatefrom the encodedfile datafor the samereasons. The index file
storesmeta-datainformation identifying offsetsin an associatedencoded file. For efficiency reasons, we canreadthe
generally smallerindex file quickly, andhencefind out theexactoffsetsin thelarger datafile to readfrom. This improves
performance.For reliability reasons,wedesigned theindex file soit couldberecoveredfrom thedatafile in casetheindex
file is lost or damaged. This, in fact,offerssomeimprovement over usualUnix file systems:if their metadata(inodes,
super-blocks, directorydatablocks) is lost, it rarely canbe recovered. The alternative to our designwould have been
to include the index datainto themainencoded file, but this would have (1) hurt performanceaswe would have hadto
perform many seeksin thefile to locatethedataneeded, and(2) complicatedthe restof the designandimplementation
considerably.

As shown in Figure6.1,thebasicideais thatanupper level file systemcanefficiently accessthedecoded version
of anencodedfile in a lower-level file systemby usingthemeta-data informationin anassociatedindex file thatresideson
thelower-level file system.

Thecostof SCAscanbehigh. Thereforeit is importantto ensurethatweminimizethenumberof timesweinvoke
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Figure6.1: Each original data file is encoded into a lower data file. Additional meta-data index information is
stored in an index file. Both the index file and the encoded data files reside in the lower-level file system.

thesealgorithmsandthenumberof bytesthey haveto processeachtime. Thewaydatachunksarestoredandaccessedcan
affect thisperformance,depending on thetypesandfrequenciesof file operations.File accessesfollow severalpatterns:

� Themostpopular file-systemoperation is stat(),which resultsin a file lookup. Lookupsaccount for 40–50% of all
file-systemoperations[47, 61].

� Mostfilesareread,notwritten. Theratioof readsto writesis often4–6[47, 61]. For example,compilersandeditors
readin many header andconfigurationfiles,but only write outa handful of files.

� Filesthatarewritten areoftenwritten from beginning to end. Compilers, usertoolssuchas“cp”, andeditorssuch
asemacswrite wholefiles in this way. Furthermore,theunit of writing is usuallysetto matchthesystempagesize.
We haveverifiedthisby running asetof common editandbuild toolsonLinux andrecording thewrite startoffsets,
thesizeof write buffers,andthecurrentsizeof thefile.

� Filesthatarenotwrittenfrom beginningto endareoftenappendedto. Thenumberof appendedbytesis oftensmall.
This is truefor variouslog files thatresidein /var/log, suchasWebserveraccesslogs.

� Very few files arewritten in themiddle. This happensin two cases.First,whentheGNU ld createslargebinaries,
it writesa sparsefile of thetargetsizeandthenseeksandwrites therestof thefile in a non-sequentialmanner. To
estimatethe frequency of writes in the middle, we instrumenteda null-layer file systemwith a few counters. We
thenmeasuredthenumberandtypeof writesfor our large compile benchmark(Section9.4.3.1). We counted9193
writes,of which58(0.6%)werewritesbefore theendof afile.

Second, data-basefiles arealsowritten in the middle. We surveyed our own site’s file servers andworkstations
(several hundredhoststotalingover 1TB of storage)andfound that thesefiles represented lessthan0.015%of all
storage. Of those,only 2.4%weremodifiedin thepast30days,andonly 3%werelargerthan100MB.

� All otheroperations(together) account for a smallfractionof file operations[47, 61].

Given the above accesspatterns,we designed our systemto optimizeperformance for the morecommon and
important cases,while not harming performanceunduly when the seldom-executedcasesoccur. We discusshow we
support theseoperationsin Section6.3.1.

Throughout the restof this chapter, we will usethe following threeterms. An original file is the complete un-
encodedfile that theuseraccessingour stackablefile systemsees;thedatafile is theSCA-encodedrepresentationof the
original file, which encodeswhole pages of theoriginal file; the index file mapsoffsetsof encodedpagesbetweentheir
locations in theoriginal file andthedatafile.
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6.3 The Index File

Our systemencodesanddecodeswholepages,which fits well with file systemoperations. Theindex tableassumesthis
andstoresoffsetsof encodedpagesasthey appearin theencodedfile.

To illustratehow this works, consideranexample of a file in a compressionfile systemasshown in Figure6.2.
Thefigureshows themappingof offsetsbetweentheupper (original) file, andthe lower (encoded)datafile. To find out
thebytesin page2 of theoriginal file, wereadthedatabytes3000–7200 in theencoded datafile, decodethem,andreturn
to theVFS thatdatain page2.
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Figure6.2: An example of a 32-bit file system that shrinks data size (compression). Each upper page is repre-
sented by an encoded lower “chunk.” The mapping of offsets is shown in Table 6.1.

To find outwhichencoded bytesweneedto readfrom thelowerfile, weconsulttheindex file, shown in Table6.1.
Theindex file tellsusthattheoriginal file has6 pages,thatits original sizeis 21500bytes,andthenit lists theending offsets
of theencodeddatafor eachupper page.Finding thelower offsetfor theupperpage 2 is a simplelineardereferencingof
thedatain the index file; we do not have to searchthe index file linearly. Note thatour designof the index file supports
both32-bitand64-bit file systems,but theexampleswe provideherearefor 32-bit file systems.

Theindex informationis storedin aseparatesmallfile, thususinguponemoreinode. Wemeasuredtheeffect that
theconsumption of anadditional inodewould have on typical file systemsin our environment. We found thatdisk data
block usageis often6–8 timesgreaterthaninode utilization on disk-basedfile systems,leaving plentyof free inodesto
use.

For a givendatafile � , we createan index file called � .idx. We decidedto storethe index tablein a separate
file for threereasons:

1. Theindex file is small. We storeoneword (4 byteson a 32-bit file system)for eachdatapage(usually4096 bytes).
Onaverage,theindex tablesizeis about 1024timessmallerthantheoriginal datafile.

2. Theindex contains metadata—original file sizeandpageoffsets—whicharemorelogically storedoutsidethedata
itself, asis thecasewith many file systems.Thatallowsusto manage thedatafile andtheindex file separately.
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Word Representing Regular With Fast
(32/64bits) IDX File Tail (ft)
1 (12bits) flags ls=0,ft=0,... ls=0,ft=1,...
1 (20–52bits) # pages 6 5
2 orig. file size 21500 21500
3 page0 1100 1100
4 page1 3000 3000
5 page2 7200 7200
6 page3 7700 7700
7 page4 10000 10000
8 page5 10120

Table6.1: Format of the index file for Figures 6.2 and 6.3. Fast tails are described in Section 6.3.1.1. The first
word encodes both flags and the number of pages in the index file. The “ls” (large size) flag is the very first bit
in the index file and indicates if the index file encodes a 32-bit (0) or 64-bit (1) file system.

3. Sincethe index file is relatively small,we canreadit completely into kernel memoryandmanipulate it there. To
improve performance,we write thefinal modified index tableonly aftertheoriginal file is closedandall of its data
flushedto stablemedia.(Section6.3.2.2discusseshow to recover from a lost index file.)

We readthe index file into memory assoonasthemainfile is open.Thatway we have fastaccessto the index
datain memory. Theindex informationfor all pagesis storedlinearly, andeachindex entrytypically takes4 bytes.That
waywecancompute theneededindex informationverysimply, andfind it from theindex tableusingasingledereference
into anarrayof 4-byte words(integers). We write any modifiedindex informationout afterthemainfile is closedandits
dataflushedto stablemedia.

The index file startswith a word that encodestwo things: flagsandthe number of pages in the corresponding
original datafile. We reserve thelower 12 bits for specialflagssuchaswhethertheindex file encodesa file in a 32-bit or
a 64-bit file system,whetherfasttails wereencodedin this file (seeSection6.3.1.1),etc. Thevery first bit of theseflags,
andtherefore thefirst bit in theindex file, determinesif thefile encodedis partof a32-bit or a64-bit file system.Thisway,
just by reading thefirst bit we candeterminehow to interpret therestof the index file: 4 bytesto encodepageoffsetson
32-bit file systemsor 8 bytesto encode pageoffsetson64-bitfile systems.

We usetheremaining 20bits (ona32-bit file system)for thenumberof pagesbecause ���L� 4KB pages(thetypical
pagesizeon i386andSPARCv8systems)wouldgiveustheexactmaximum file sizewecanencodein 4 bytesona 32-bit
file system,asexplainednext; similarly �¡  � 4KB pagesis theexactmaximumfile sizeona64-bitfile system.

The index file alsocontains theoriginal file’s size(second word). We storethis informationin the index file so
thatcommandslike “ls –l” andothersusingstat(2)would work correctly. That is, if a processlooksat thesizeof thefile
through theupper-level file system,it would get theoriginal number of bytesandblocks. Theoriginal file’s sizecanbe
computedfrom thestartingoffsetof thelastdatachunk in theencodedfile, but it wouldrequiredecoding thelast(possibly
incomplete)chunk(bytes10000–10120in theencodedfile in Figure6.2)which canbeanexpensive operationdepending
ontheSCA.Storingtheoriginalfile sizein theindex file is aspeedoptimization thatonly consumes onemoreword—in a
physicaldatablock thatmostlikely wasalreadyallocated.

6.3.1 File Operations

As we discussedin Section6.2, we designedour systemto optimizeperformancefor the mostcommon file operations.
In this sectionwe detail thoseoptimizations. Notethatmostof this designrelatesto performanceoptimizations,while a
smallpart(Section6.3.1.3) addressescorrectness.
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To handlefile lookupsfast,we storetheoriginal file’s sizein theindex table.Theindex file is usually1024 times
smallerthantheoriginal file. Dueto locality in thecreation of theindex file, we assumethatits namewill befound in the
samedirectory blockastheoriginalfile name,andthattheinode for theindex file will befound in thesameinodeblockas
theencodeddatafile. Thereforereading theindex file requiresreadingoneadditional inodeandoftenonly onedatablock.
After the index file is readinto memory, returning the file sizeis done by copying the informationfrom the index table
into the“size” field in thecurrent inodestructure.All otherattributesof theoriginal file comefrom theinodeof theactual
encodedfile. Oncewereadtheindex tableinto memory, weallow thesystemto cacheits datafor aslongaspossible.That
way, subsequentlookupswill find files’ attributesin theattributecache.

Sincemostfile systemsarestructuredandimplementedinternally for accessandcachingof wholepages(usually
4KB or 8KB), we decidedto encodetheoriginal datafile in wholepages. In this way we improvedperformancebecause
our encoding unit is the sameasthat usedby the pagingsystem,andespeciallythe pagecache(seeSection9.4). This
alsohelpedsimplify our codebecauseinterfacingwith theVFS andthepagecachewasmorenatural. For file reads,the
costof reading in a datapageis fixed:a fixedoffsetlookup into theindex tablegivesustheoffsetsof encodeddataon the
lower-level datafile; wereadthisencoded sequenceof bytes,decode it into exactlyonepage,andreturn thatdecodedpage
to theuser.

Sinceourstackablesystemis page-based,it waseasierfor usto write wholefiles,especiallyif thewrite unit was
onepagesize.In thecaseof wholefile writes,wesimplyencodeeachpagesizeunit, addit to thelower level encodedfile,
andaddonemoreentryto theindex table.Wediscussthecasesof file appendsandwritesin themiddlein Sections6.3.1.1
and6.3.1.2,respectively.

We did not have to designanything specialfor handling all otherfile operations. We simply treattheindex file at
thesametimewemanipulatethecorresponding encodeddatafile. An index file is createdonly for regular files; wedonot
have to worry about symboliclinks, becausetheVFS will only call our file systemto open a regular file. Whena file is
hard-linked,wealsohard-link theindex file, usingthenameof thenew link with a the“.idx” extensionadded. Whenafile
is removedfrom a directory or renamed,we applythesameoperationto thecorresponding index file. We candosoin the
context of thesamefile-systemoperation,becausethedirectoryin which theoperation occursis alreadylocked.

6.3.1.1 FastTails

Onecommonactiononfiles is to appendto them.Often,asmallnumberof bytesis appendedto anexistingfile. Encoding
algorithms suchascompressionandencryption aremoreefficient whenthey encode larger chunks of data. Therefore
it is betterto encode a larger number of bytestogether. Our designcalls for encoding whole pages whenever possible.
Table6.1andFigure6.2show thatonly thelastpagein theoriginal file maybeincomplete,andthatincompletepagegets
encodedtoo. If we append, say, 10 morebytesto theoriginal (upper)file of Figure6.2,we have to keepit andtheindex
file consistent:we mustreadthe1020bytesfrom 20480 (20K) until 21500, decodethem,addthe10 new bytes,encode
thenew 1030sequenceof bytes,andwrite it out in placeof theolder1020 bytes in thelower file. We alsohave to update
theindex tablefor two things: thetotal sizeof theoriginal file is now 21510, andword number8 in theindex file maybe
in a differentlocationthan10120 (dependingon theencoding algorithm, it maybegreater, smaller, or eventhesame).

The number of times that we needto read,decode, append, and re-encodea chunkof bytesfor eachappend
increasesasthenumber of bytesto append grows smallerandthenumber of encodedbytesgrows closerto onefull page.
In theworstcase,this methodyieldsa complexity of ¢�£f¤��I¥ in thenumberof bytesthathave to bedecodedandencoded,
multiplied by the costof the encoding anddecoding of the SCA. To solve this problem, we added a fast tails run-time
mount optionthatallowsfor upto apagesizeworthof unencodeddatato beaddedto anotherwiseencoded datafile. This
is shown in theexample in Figure6.3.

In this example, thelast full pagethatwasencodedis page4. Its databytesendon theencodeddatafile at offset
10000 (page2). Thelastpageof theoriginal upperfile contains1020 bytes(21500less20K).Sowestorethese1020bytes
directly at theendof theencodedfile, afteroffset10000. To aid in computing thesizeof the fasttail, we addtwo more
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Figure6.3: Fast tails. A file system similar to Figure 6.2, only here we store up to one page full of un-encoded
raw data. When enough raw data is collected to fill a whole fast-tail page, that page is encoded.

bytesto theendof thefile pastthefasttail itself, listing thelength of thefasttail. (Two bytesis enoughto list this length,
sincetypicalpagesizesarelessthan �¡¦U§ byteslong.) Thefinal sizeof theencodedfile is now 11022 byteslong.

With fasttails, theindex file doesnot record theoffsetof thelast tail, ascanbeseenfrom theright-mostcolumn
of Table6.1.Theindex file, however, doesrecordin its flagsfield (first 12bitsof thefirst word)thatafasttail is in use.We
put thatflag in theindex tableto speedup thecomputationsthatdepend on thepresenceof fasttails. We put thelengthof
thefasttail in theencodeddatafile to aid in reconstructionof a potentially lost index file, asdescribedin Section6.3.2.2.

Whenfasttails arein use,appending a smallnumber of bytesto anexistingfile doesnot require dataencodingor
decoding, whichcanspeeduptheappendoperationconsiderably. Whenthesizeof thefasttail exceeds onepage,we then
encode thefirst pageworthof bytes,andstarta new fasttail.

Fasttails, however, maynot bedesirableall the time exactly becausethey storeunencodedbytesin theencoded
file. If theSCA usedis anencryption one, it is insecureto exposeplaintext bytesat theendof theciphertext file. For this
reason,fasttails is a run-time globalmount optionthataffectsthewhole file systemmountedwith it. Theoptionis global
becausetypically userswish to change theoverall behavior of thefile systemwith respectto this feature,not on a per-file
basis.

6.3.1.2 Write in the Middle

Userprocessescanwrite any numberof bytesin themiddle of anexisting file. A key point with our systemis thatwhole
pagesareencodedandstoredin a lower level file asindividual encodedchunks. A new setof byteswritten in themiddle
of thefile mayencodeto a different number of bytesin thelower level file. If thenumberof new encodedbytesis greater
thantheold number, wehaveto shift theremaining encoded file outwardto makeroomfor thenew bytes.If thenumberof
bytesis smaller, we have to shift theremaining encoded file inwardto cover unusedspace.In addition, we have to adjust
theindex tablefor eachencodeddatachunkwhichwasshifted.
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To improve performance, we shift datapagesin memory andkeepthemin the cacheaslong aspossible.That
way, subsequent write-in-the-middle operationsthat may result in additional inward or outward shifts will only have to
manipulatedatapagesalreadycachedandin memory. Of course,any datapageshiftedis markedasdirty, andwe let the
paging systemflushit to diskwhenit seesfit.

Notethatdatathat is shiftedin thelower-level file doesnot have to bere-encoded.This is becausethatdatastill
represents theactualencodedchunks thatdecodeinto their respective pagesin theupperfile. Theonly thing remainingis
to changetheendoffsetsfor eachshiftedencodedchunk in theindex file.

Weexaminedseveralperformanceoptimizationalternativesthatwouldhaveencodedtheinformationaboutinward
or outwardshiftsin theindex table,andevenpossiblysomeof theshifteddata.Werejectedtheseideasfor severalreasons:
(1) they would have complicatedthecode considerably, (2) they would havemaderecovery of anindex file verydifficult,
and(3) they would have resultedin fragmenteddatafiles that would have required a defragmentation procedure. Since
thenumber of writes in themiddlewe measuredwassosmall (0.6% of all writes),we do considerour simplifieddesign
to be a goodcostvs. performance balance. Note that evenwith our simplified solution, our file systemswork perfectly
correctly. Section9.4shows thebenchmarksweranto testwritesin themiddle andprovesthatoursolutionproducesvery
goodperformance overall.

6.3.1.3 Truncate

Oneinterestingdesignissuewe facedwaswith thetruncate(2) systemcall. Althoughthis call occurs lessthan0.02%of
thetime [47, 61], westill hadto ensurethatit behaved correctly. Truncatecanbeusedto shrinka file aswell asenlarge it,
potentially making it sparsewith new “holes.” We hadfour casesto dealwith:

1. Truncatingonapageboundary. In thiscase,we truncatetheencodedfile exactlyaftertheendof thechunk thatnow
representsthelastpageof theupper file. We updatetheindex tableaccordingly: it hasfewerpages in it.

2. Truncatingin themiddle of anexisting page.In this case,which resultsin a partialpage,we readanddecode the
wholepage,andre-encodethebyteswithin representing thepartbeforethe truncationpoint. We update the index
tableaccordingly: it now hasfewerpagesin it.

3. Truncatingin themiddleof afasttail. In thatcasewejusttruncatethelowerfile wherethefasttail is actuallylocated.
We thenupdate thesizeof thefasttail at its end,andupdatetheindex file to indicatethe(now) smallersizeof the
original file.

4. Truncatingpasttheendof thefile is akin to extending thesizeof thefile andpossiblycreatingzero-filledholes.We
readandre-encodeany partiallyfilled pageor fasttail thatusedto beat theendof thefile before thetruncation; we
have to do thatbecausethatpage now contains a mix of non-zerodataandzeroeddata.We encode all subsequent
zero-filled pages.This is important for someapplicationssuchasencryption, whereevery bit of data—zeros or
otherwise—mustbeencrypted.

6.3.2 Additional Benefitsof the Index File

So far we have concentratedon performance concerns in our system,sincethey are an important part of our design.
However, theindex file designprovidestwo additional benefits:

1. Low ResourceUsage: withoutharmingperformance,oursystemuseslittle diskspacefor storingtheindex file. The
index file is asmallfraction of thesizeof theoriginal file.

2. Consistency: the index file can be recovered completely, sinceit representsimportant metadatathat is stored
separately.
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6.3.2.1 Low ResourceUsage

We designedour systemto usefew additional resourcesoverwhatwould beconsumednormally. However, whenconsid-
eringresourceconsumption, wegaveahigherpriority to performanceconcerns.

Theindex file wasdesigned to besmall,asseenin Table6.1. It usuallyincludesfour bytesfor thesizeof thefull
original file, four bytesindicating thenumberof pageentries(including flags),andthenthatmany index entries,four bytes
each.For eachpageof 4096byteswe store4 bytesin the index file. This resultsin a reduction sizefactorof over 1000
betweenthesizeof theoriginal file andtheindex file. Specifically, anindex file that is exactly 4096byteslong (onedisk
block on anEXT2 file systemformattedwith 4KB blocks) candescribe anoriginal file sizeof 1022 pages,or 4,186,112
bytes(almost4MB).

By keeping theindex file small,we ensurethatthecontentsof mostindex files canbereadandstoredin memory
in underonepage,andcanthenbemanipulatedin fastmemory. Sincewe createindex files alongwith theencodeddata
files,webenefitfrom locality: thedirectory datablockandinodeblocksfor thetwo filesarealreadylikely to bein memory,
andthephysicaldatablocks for thetwo files arelikely to residein closeproximity to eachotheron thephysicalmedia.

Thesizeof theindex file is lessimportant for SCAswhich increasethedatasize,suchasunicoding, uuencoding,
andmost forms of encryption. The morethe SCA increasesthe datasize, the lesssignificantthe sizeof the index file
becomes.Evenin thecaseof SCAsthatdecreaseddatasize,suchascompression,thesizeof theindex file maynot beas
importantgiven thesavingsalreadygained from compression.

To save resourcesevenfurther, we efficiently support zero-length files. A zero-lengthoriginal datafile is repre-
sentedby a zero-lengthindex file. Whentheencodedfile existsbut the index file doesnot, it indicatesthat the index file
waslost,andcanberecoveredasdescribedin Section6.3.2.2.

6.3.2.2 Index File Consistency

With theintroductionof a separateindex file to storetheindex table,we now have to maintaintwo files consistently.
Normally, whena write or createoperation occurs on a file, the directory of that file is locked. We keepthe

directory lockedalsowhentheweupdatetheindex file, sothatboththeencodeddatafile andtheindex file areguaranteed
to bewrittencorrectly.

We assumethatencoded datafiles andindex files will not becomecorrupt internallydueto mediafailures.This
situationis noworsethannormal file systemswherearandom datacorruptionmaynotbepossibleto fix. However, wedo
concern ourselveswith two potentialproblems:partiallywrittenor lost index files.

An index file couldbe partially written if the file systemis full or the userran out of quota. In the casewhere
we wereunable to write thecomplete index file, we simply remove it andprint a warningmessageon theconsole. The
absenceof theindex file onsubsequent file accesseswill trigger anin-kernel mechanismto recover theindex file.

An index file couldbelost if it wasremovedintentionally, say, afterapartialwrite. It couldbelostunintentionally
by a userwho removed it directly from the lower file system.If the index file is lost or doesnot exist, we canno longer
easilytell whereencodedbyteswerestored.In theworstcase,without anindex file, we have to decodethecompletefile
to locateany arbitrary bytewithin. However, sincethecostof decoding a completefile andregeneratingandindex table
arenearlyidentical(seeSection9.4.6), we choseto regeneratethe index tableimmediately if it doesnot exist, andthen
proceedasusualastheindex file now exists.

We verify thevalidity of theindex file whenwe usetheindex table.We checkthatall index entriesaremonoton-
ically increasing, that it hasthecorrectnumber of entries,file sizematchesthelastentry, flagsusedareknown, etc. The
index file is regeneratedif aninconsistency is detected. Thishelpsoursystemto survivecertainmeta-datacorruptions that
couldoccurasa resultof softwarebugsor directeditingof theindex file.

We designed our systemso that the index file canbe recoveredreliably in all cases.Four important piecesof
informationareneededto recover an index file given an encoded datafile. Thesefour areavailablein the kernel to the
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running file system:

1. theSCA used,

2. thepagesizeof thesystemonwhich theencoded datafile wascreated,

3. whether thefile systemusedis 32-bit or 64-bit, and

4. whether fasttails wereused.

To recover anindex file we readaninput encodeddatafile anddecodethebytesuntil we fill out onewholepage
of output data.We rely on thefactthattheoriginaldatafile wasencodedin unitsof pagesize.Theoffsetof theinputdata
wherewe finisheddecoding ontoonefull pagebecomesthefirst entryin theindex table.We continue reading input bytes
andproducemorefull pagesandmoreindex tableentries.If fasttails wereused,thenwereadthesizeof thefasttail from
thelasttwo bytesof theencodedfile, anddonot try to decodeit (sinceit waswrittenun-encoded).

If fasttails werenot usedandwe reachedtheendof the input file, that last chunkof bytesmaynot decode to a
wholeoutputpage.In thatcase,weknow thatwastheendof theoriginal file, andwemarkthelastpagein theindex table
asa partialpage. While we aredecoding pages,we sumup thenumber of decodedbytesandfasttails, if any. Thetotal is
theoriginal sizeof thedatafile, which we record in theindex table. We now have all the informationnecessaryto write
thecorrectindex file andwedoso.

6.4 Summary

SCAsareusefultools in themanipulationsof datafiles, but werenot designedfor usewith file systems.If usedtrivially
with file systems,SCAscouldperform sopoorly astooutweightheirbenefits.WehavedesignedasystemthatallowsSCAs
to beusedwith file systemsefficiently. Usinganindex file, weencodespecialmetadataseparatelyfrom theencodeddata
file itself. Oursystemusestheindex file to speedupcommon file operationsmany-fold. Weevaluateoursystemin Section
9.4.
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Chapter 7

Implementation

We implemented theFiST systemfor Solaris,Linux, andFreeBSDbecausethesethreeoperating systemsspanthemost
popular modernUnix platformsandtheir internal designsaresufficientlydifferent fromeachother. Thisforcedusto under-
standthegeneric problemsin additionto thesystem-specificproblems.Also, we hadaccessto kernel sourcesfor all three
platforms,which provedvaluable during thedevelopmentof our templates. Finally, all threeplatforms support loadable
kernelmodules,which spedup thedevelopment anddebuggingprocess.Loadablekernelmodulesarea conveniencein
implementing FiST; they arenot required. In thischapterwe discusssomeof theimportant aspectsof our implementation
of theFiST system.

7.1 Templates

In orderto achieve portability at the FiST languagelevel, the templateshadto export a fixed API to fistgen,the FiST
languagecodegenerator. This API includesthe four encoding anddecoding functions(Section5.2). Also needed were
hooks for fistgento insertcertaincode(Section3.2), andfinally, theability to link objectsbetweenlayers.

Linking objectsbetweenlayersis thekey to stacking.A stackablefile systemfollowstheselinks,oftenC pointers,
to find thecorrespondingobjectsin thelayerbelow. Thenthestackablefile systemcallsthelayerbelow but usingthelower
object,ascanbeseenin Figure4.2.

7.1.1 Stacking

Without stackablefile-systemsupport, thedivisions betweenfile-system–specificcodeandthemoregeneral(upper) code
arerelatively clear, asdepictedin Figure7.1.

NFS EXT2FS ¨7©>ªn«O¬® ¬ «#¯ ° ±>²Tªn³U´¶µh·

¸ ªn¹>ªn³�¬ «#¯�ºn©»©¼ªn³¶´Uµh·½�¾À¿ÂÁÄÃ�Å�ÆÄÇ

Figure7.1: Normal file-system boundaries. Most kernels implement a common set of file-system functionality in
a generic component called the VFS. Actual file systems are called from the VFS, and may also call functions
in the VFS.



7.1. TEMPLATES 57

Whena stackablefile systemsuchasBasefsis added to the kernel, theseboundariesareobscured, asseenin
Figure7.2.
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Figure7.2: File-system boundaries with Basefs. Basefs must appear to the VFS as a lower-level file system.
At the same time Basefs must treat lower-level file systems as if it is the VFS that is calling the lower-level file
system

Basefsassumesadualresponsibility: it mustappearto thelayeraboveit (upper-1)asanativefile system(lower-2),
andat thesametime it musttreatthelower-level nativefile system(lower-1) asagenericvnode layer(upper-2).

This dualrolepresentsaseriouschallenge to theimplementationof Basefs.Thefile systemboundaryasdepicted
in Figure7.1 does not divide thefile-systemcodeinto two completelyindependentsections.A lot of stateis exchanged
andassumedby boththegeneric (upper)codeandnative(lower) file systems.Thesetwo partsmustagreeonwhoallocates
andfreesmemory buffers,whocreatesandreleaseslocks,whoincreasesanddecreasesreferencecountsof variousobjects,
andsoon. This coordinatedeffort betweentheupper andlower halvesof thefile systemmustbeperfectly maintainedby
Basefsin its interaction with them.

Theimplementationof thetemplatesfor Solarisproceededasdescribedin Chapter5, wherewegavedetailsusing
Solaristerminology. In thenext two sectionswe describe thedifferencesin theimplementationsof thetemplatesbetween
SolarisandFreeBSD,andSolarisandLinux, respectively.

7.1.2 FreeBSD

FreeBSD3.Í is basedonBSD-4.4Lite.Wechoseit asthesecondportbecauseit representsanother majorsegment of Unix
operating systems.FreeBSD’s vnodeinterfaceis similar to Solaris’s andtheportwasstraightforward.FreeBSD’s version
of the loopback file systemis callednullfs [52], which is a templatefor writing stackablefile systems.Unfortunately,
ever sincethemerging of theVM andBuffer Cachein FreeBSD3.0,stackablefile systemsstoppedworking becauseof
the inability of the VFS to correctlymapdatapagesof stackablefile systemsto their on-disk locations. To solve this,
we workedaround two deficienciesin nullfs. First, writing largefiles resultedin somedatapagesgettingzero-filled on
disk; this forcedus to perform all writes synchronously. Second, memorymapping through nullfs panicked the kernel,
sowe implemented MMAP functionsourselves.We implementedgetpages andputpages usingread andwrite,
respectively, becausecalling thelower-level’s page functionsresultedin aUFSpagererror.

Thanksin part to theefforts of this work, theFreeBSDcommunity hasbegun fixing theseproblemsin FreeBSD
5.1,which is currently underdevelopment. WhenFreeBSD5 is releasedwith all of thenecessaryfixes,we wouldbeable
to port ourexistingFreeBSDBasefstemplatesto version5.Í withoutmucheffort, sincetheFreeBSDcommunity choseto
change very little in theVFS’s APIs to accommodatetheneededfixes.Nevertheless,no changesto theFiST language or
fistgenwouldbeneeded, just anupdateto theFreeBSDtemplates(largely to remove ourworkarounds).
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7.1.3 Linux

Linux supports many moredifferent file systemsthaneitherSolarisor FreeBSD.Becausedifferent file systemsrequire
differentservicesfrom therestof thekernel, theLinux VFS is morecomplex thanSolarisandFreeBSD.Thiscomplexity,
however, resultsin moreflexibility for file systemdesigners, astheVFS offloadsmuchof the functionality traditionally
implementedby file-systemdevelopers. In therestof this sectionwe describetheoperationsandthedatastructuresthat
makeup theLinux VFS,andoutlinewherethey differ from SolarisandFreeBSD.

7.1.3.1 Call Sequenceand Existence

TheLinux vnodeinterfacecontains severalclassesof functions:

mandatory: thesearefunctionsthatmustbeimplementedbyeachfile system.Forexample, theread inode superblock
operation,which is usedto initialize a newly createdinode, readsits fieldsfrom themountedfile system.Notethat
in SolarisandFreeBSD,all vnode operationsaremandatoryandmustbeimplemented by all file systems.

semi-optional: functions thatmusteitherbe implementedspecificallyby thefile system,or setto usea generic version
offeredfor all common file systems.For example, the read file operation canbe implemented by the specific
file system,or it canbe set to a generalpurposereadfunction calledgeneric file read which offers read
functionality for file systemsthatusethepagecache.

optional: functionsthatcanbesafelyleft unimplemented. For example, theinodereadlink function is necessaryonly
for file systemsthatsupport symbolic links.

dependent: thesearefunctions whoseimplementationor existencedepends on otherfunctions. For example, if thefile
operationread is implementedusinggeneric file read, thenthe inode operationreadpage mustalsobe
implemented.In this case,all readingin thatfile systemis performedusingtheMMAP interface.

Basefswas designed to accuratelyreproducethe aforementionedcall sequence andexistencechecking of the
various classesof file-systemfunctions.

7.1.3.2 Data Structur es

Whenwe beganourwork in Linux, we usedLinux version2.0. We have sinceusedall versionsof Linux up to 2.4. In the
process,we updatedour templatesto accommodatechanges to theLinux VFS.

Therearethreeprimary datastructures thatareusedin all Linux virtual file systems.We usedthesefirst in our
Linux 2.0port.

super block: represents aninstanceof a mountedfile system(alsoknown asstruct vfs in BSD).

inode: representsa file objectin memory (alsoknown asstruct vnode in BSD).

file: represents anopenfile or directoryobjectthat is in useby a process.A file is anabstractionthat is onelevel higher
thanthedentry. Thefile structurecontains a valid pointerto adirectoryentry(dentry).

Later, Linux 2.1and2.2added two moredatastructuresthatwe support:

dentry: representsan inode that is cachedin the Directory Cache(dcache) andalso includesits name. A native form
of this datastructure existedin 2.0, but we did not have to useit. This structure wasextendedin Linux 2.1, and
combinesseveralolder facilities thatexistedin Linux 2.0. A dentryis anabstractionthat is higherthanan inode.
A negative dentryis onewhich doesnot (yet) containa valid inode; otherwise,thedentrycontainsa pointerto its
corresponding inode.
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vm area struct: representscustomper-processvirtual memorymanager page-fault handlers. Multiple suchpage-fault
handlerscanexist for different pagesof thesamefile.

More recently, Linux 2.3and2.4addedtwo moredatastructureswhichwe alsosupport:

vfsmount: is to asuperblockwhatadentry is toaninode,ahigher-levelabstraction.Thevfsmount datastructurecontains
fields,data,andoperationsthatarecommon to all superblockdatastructures.Thelattercontainfile-system–specific
dataandoperations.With thevfsmountdatastructure,for example,asinglemount pointcancontainalist of physical
file systemsmountedat thatpoint,opening thedoorto device-level file-systemfeaturessuchasunificationandfail-
over.

addressspace: is adatastructurethatcontainspagingoperationsrelatedtovm areastruct.Oneaddressspacecancontain
a list of vm areastructstructures(custompage-fault handlers). This datastructurecontainssomeoperationsthat
usedto bein otherdatastructures,but alsoneweroperationsintendedto support a transaction-like interfaceto page
datasynchronization.

Thekey point thatenablesstackingis thateachof themajordatastructuresusedin thefile systemcontainsafield
into which file systemspecificdatacanbe stored. Basefsusesthat privatefield to storeseveral piecesof information,
especiallyapointerto thecorresponding lower-level file system’s object.

Whenwe beganour work in Linux, thevm areastructdatastructure wasmissingthis field. Oneof thecontribu-
tionswe have made to Linux in thepastfew yearsis theadditionof sucha field to this datastructure andtheassociated
codethatusesit. Many of ourcontributionsarenow partof themainline Linux kernel.

Figure7.3showstheconnectionsbetweensomeobjectsin Basefsandthecorresponding objectsin thestacked-on
file system,aswell astheregularconnectionsbetweentheobjectswithin thesamelayer. Whena file-systemoperation in
Basefsis called,it findsthecorresponding lower-level’sobjectfrom thecurrent one,andrepeatsthesameoperation onthe
lowerobject.

file dentry inode

file dentry inode
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Figure7.3: Connections between Basefs and the stacked-on file system. Each data structure that has multiple
references to it, also contains an increased reference count.

Figure 7.3 also suggestsone additional complication that Basefsmust deal with carefully—referencecounts.
Whenever more than one file-systemobject refersto a single instanceof another object, Linux employs a traditional
referencecounter in thereferred-toobject (possiblywith acorrespondingmutex lock variable to guaranteeatomicupdates
to the reference counter). Within a singlefile-systemlayer, eachof the file, dentry, andinodeobjectsfor the samefile
will have a referencecount of one. With Basefsin place,however, the dentryandinodeobjectsof the lower-level file
systemmusthavea referencecount of two, sincetherearetwo distinctobjectsreferring to each.Theseadditional pointers
betweenobjectsareironicallynecessaryto keepBasefsasindependent fromotherlayersaspossible.Thehorizontal arrows
in Figure7.3 representlinks that arepart of the Linux file systeminterfaceandcannot be avoided. The verticalarrows
represent thosethatarenecessaryfor stacking. Thehigherreferencecounts ensurethatthelower-level file systemandits
objectscouldnotdisappearandleaveBasefs’s objectspointing to invalid objects.
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7.2 Size-Changing Algorithms

Our size-changing extensionsarebasedon our original Basefstemplates.The ideaof templatesfits with this work quite
well: all of thecomplexity of thehandling of theindex file canbehiddenfrom developer’seyes.Wechanged thetemplates
to support SCAswithout changing theencoding anddecoding routines’ prototypes:developersnow mayreturnarbitrary
lengthbuffers ratherthanbeing required to fill in exactlyoneoutput page.

Our SCA work is done entirely in the templates.Theonly changewe introducedin theFiST languageis to add
another high-level directive that tells thecodegenerator to includeSCA support. We decidedto make this codeoptional
becauseit addsoverheadandis notneeded for file systemsthatdonotchange datasize.UsingFiST, it is possibleto write
stackablefile systemsthatdonotpaytheoverheadof SCA support if they donot require changing thesizeof data.

Currently, SCA support is availablefor Linux 2.3only. We concentratedon a singleport in order to explore and
designall of thealgorithmic issuesrelatedto the index file, before embarking on SCA support for otherplatforms. Our
primary goalin extending ourBasefstemplatesto support SCA wasto prove thatsize-changingstackablefile systemscan
bedesignedto perform well. Whenwe port our SCA support to theothertemplates,we wouldstill beableto describean
SCA file systemoncein theFiST language.Fromthis singledescription, however, we would thenproducea numberof
working file-systemmoduleswith size-changing support.

7.3 Fistgen

The remainder of this sectiondescribesthe implementation of fistgen. FistgentranslatesFiST codeinto C code which
implements thefile systemdescribed in theFiST input file. Thecodecanbecompiled asa dynamically loadablekernel
module or staticallylinkedwith a kernel. In this sectionwe describe theimplementationof key featuresof FiST thatspan
its full rangeof capabilities.

We implemented read-only executionenvironment variables (Section4.2) suchas%uid by looking for themin
oneof the fields from struct cred in Solarisor struct ucred in FreeBSD.The VFS passesthesestructuresto
vnode functions. TheLinux VFS simplifiesaccessto credentials by readingthatinformationfrom thedisk inodeandinto
thein-memory vnode structure,struct inode. Soon Linux we find UID andothercredentialsby referencinga field
directly in theinodewhich theVFS passesto us.

Most of the vnode attributeslisted Section4.2 aresimple to find. On Linux they arepart of the main vnode
structure. On SolarisandFreeBSD,however, we first perform a VOP GETATTR vnodeoperation to find them,andthen
returntheappropriatefield from thestructure thatthegetattrfunctionfills.

Thevnodeattribute“name” wasmorecomplex to implement, becausemostkernelsdo not storefile namesafter
the initial namelookup routine translatesthe nameto a vnode. On Linux, implementingthe vnode nameattribute was
simple,becauseit is partof a standarddirectory entrystructure,dentry. On SolarisandFreeBSD,however, we added
codeto thelookupvnodefunctionthatstorestheinitial file namein theprivatedataof thevnode.Thatwaywecanaccess
it asany othervnodeattribute,or any otherper-vnodeattributeaddedusingtheper vnode declaration.

We implementedall otherfieldsdefinedusingtheper vfs FiST declarationin a similar fashion.

The FiST declarations describedin Chapter4 affect the overall behavior of the generatedfile system. We im-
plemented the read-only accessmode by replacing thecall partof every file-systemfunction thatmodifiesstate(suchas
unlink andmkdir) to returntheerrorcode“read-only file system.” We implemented the fan-inmount styleby excluding
codethatusesthemounteddirectory’s vnodealsoasthemount point.

Theonly difficult partof implementing theioctl declarationandits associatedfunctions,fistGetIoctlDataand
fistSetIoctlData(Section3.5 andTable4.2),wasfinding how to copy databetweenuserspaceandkernelspace.Solaris
andFreeBSDusetheroutinescopyin andcopyout; Linux 2.3usescopy from user andcopy to user.
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Thelastcomplex featureweimplementedwasthefileformat FiSTdeclaration andthefunctionsusedwith it:
fistGetFileDataandfistSetFileData(Section4.2). Considerthis smallcodeexcerpt:

fileformat fmt â datastructure; ã
fistGetFileData( file, fmt, field, out);

First, we generatea C datastructurenamed fmt. To implement fistGetFileData,we openfile, readasmany bytes
from it asthesizeof thedatastructure, mapthesebytesontoa temporary variableof thesamedatastructure type,copy
thedesiredfield within thatdatastructureinto out, closethefile, andfinally returna error/successstatusvaluefrom the
function. To improveperformance, if fileformatrelatedfunctionsarecalledseveraltimesinsideavnodefunction, wekeep
thefile they referto openuntil thelastcall thatusesit.

Fistgenitself (excluding the templates)is highly portable, andcanbe compiled on any Unix system.The total
numberof source linesfor fistgenis 4813. Fistgencanprocesseach1KB of templatedatain under0.25seconds(measured
on thesameplatformusedin Section9.3).
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Chapter 8

File SystemsDevelopedUsing FiST

This chapter describesthedesignandimplementationof several file systemswe wroteusingFiST. We generally progress
from thosewith a simpleFiST designto thosewith a morecomplex design.Eachfile system’s designintroducesa few
moreFiST features.

1. Snoopfs: is a file systemthatdetectssimpleunauthorizedattemptsto accessfiles. We describedthis file systemin
detailin Section3.3.

2. Cryptf s: is anencryptionfile system.

3. Aclfs: addssimpleaccesscontrol lists.

4. Unionfs: joins thecontentsof two file systems.

Sincewealsoimprovedourtemplatesbyaddingsupport for SCAs,weareincludingafew examplesof file systems
built usingthis specialsupport. ThemostsignificantFiST input file requirementfor file systemsthatchangesizeis the
additionof asingledeclarationin theFiST Declarationssection:filter sca.

1. Copyfs: a baselinefile systemthatcopiesthedatawithout changing it or its size.

2. Uuencodefs: afile systemthatincreasesdatasizes.

3. Gzipfs: a compressionfile systemwhichgenerally shrinks datasizes.

Thesefile systemsareexperimentalandintended to illustratethekinds of file systemsthatcanbewritten using
FiST. Weillustrateanddiscussonly themoreimportantpartsof thesefile-systemexamples—thosethatdepictkey features
of FiST. Whenever possible,we mentionpotential enhancementsto our examples. We hopeto convince readersof the
flexibility andsimplicityof writing new file systemsusingFiST. An additional file systemexample,Snoopfs,wasdescribed
earlierin Section3.3.

8.1 Cryptfs

Cryptfsis a strongencryptionfile system.It usestheBlowfish [68] encryptionalgorithmin CipherFeedback(CFB) mode
[67]. Thisalgorithm doesnotchangethedatasizeof theinput.WeusedonefixedInitialization Vector(IV) andone128-bit
key permountedinstanceof Cryptfs. Cryptfsencryptsbothfile dataandfile names. After encrypting file names,Cryptfs
alsouuencodesthemto avoid charactersthatareillegal in file names.Additional designandimportantdetailsareavailable
elsewhere[83].
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TheFiST implementationof Cryptfsshows threeadditional features:file dataencoding, ioctl calls,andper-VFS
data.Cryptfs’sFiST codeusesall four sectionsof a FiST file. Someof themoreimportantcodefor Cryptfsis:

% â
#include <blowfish.h>

% ã
filter data;

filter name;
ioctl:fromuser SETKEY â char ukey[16]; ã ;
per_vfs â char key[16]; ã ;
%%
%op:ioctl:SETKEY â

char temp_buf[16];
if (fistGetIoctlData(SETKEY, ukey, temp_buf)<0)

fistSetErr(EFAULT);

else
BF_set_key(&$vfs.key, 16, temp_buf);

ã
%%

unsigned char global_iv[8] = â
0xfe,0xdc,0xba,0x98,0x76,0x54,0x32,0x10 ã ;

int cryptfs_encode_data(const page_t *in,

page_t *out)
â
int n = 0; /* blowfishvariables*/
unsigned char iv[8];

fistMemCpy(iv, global_iv, 8);
BF_cfb64_encrypt(in, out, %pagesize,

&($vfs.key), iv, &n,
BF_ENCRYPT);

return %pagesize;

ã
...

Theabove example omits thecall to decodedataandthecalls to encode anddecodefile namesbecausethey are
similar in behavior to dataencoding. For thefull codeto Cryptfs, referto Appendix B.1.

Cryptfsdefinesan ioctl namedSETKEY, usedto set128-bit encryption keys. We wrotea simpleuser-level tool
which promptstheuserfor a passphraseandsendsanMD5-hashof it to thekernel usingthis ioctl. WhentheSETKEY
ioctl is called,Cryptfsstoresthe(cipher)key in theprivateVFS datafield “key”, to beusedlater.

Thereareseveralpossibleextensions to Cryptfs:

� Storingper-file or per-directorykeys in auxiliary files thatwould otherwiseremainhiddenfrom users’view, much
thesameasAclfs does (Section8.2).

� Usingseveral typesof encryption algorithms.
� Definingmount flagsto selectamong them.
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8.2 Aclfs

Aclfs allowsanadditional UID andGID to shareaccessto adirectory asif they weretheownerandgroup of thatdirectory.
Aclfs shows threeadditional featuresof FiST: disallowing fan-in (more secure),usingspecialpurposeauxiliary files,and
hidingfiles from users’view. TheFiSTcodefor Aclfs usestheFiST Declarations andFiST Rulessections:

fanin no;
ioctl:fromuser SETACL â int u; int g; ã ;
fileformat ACLDATA â int us; int gr; ã ;
%%
%op:ioctl:SETACL â

if ($0.owner == %uid) â
int u2, g2;

if (fistGetIoctlData(SETACL, u, &u2) < 0 ||
fistGetIoctlData(SETACL, g, &g2) < 0)

fistSetErr(EFAULT);

else â
fistSetFileData(".acl", ACLDATA, us, u2);

fistSetFileData(".acl", ACLDATA, gr, g2);
ã

ã else

fistSetErr(EPERM);
ã
%op:lookup:postcall â

int u2, g2;

if (fistLastErr() == EPERM

&&
fistGetFileData(".acl", ACLDATA, us, u2)>=0

&&
fistGetFileData(".acl", ACLDATA, gr, g2)>=0

&&

(%uid == u2 || %gid == g2))
fistLookup($dir:1, $name, $1,

$dir:1.owner, $dir:1.group);
ã
%op:lookup:precall â

if (fistStrEq($name, ".acl") &&

$dir.owner != %uid)

fistReturnErr(ENOENT);
ã
%op:readdir:call â

if (fistStrEq($name, ".acl"))

fistSkipName($name);

ã
When looking up a file in a directory, Aclfs first performs the normal accesschecks (in lookup). We insert

postcallcode after the normal lookup that checksif accessto the file wasdeniedandif an additional file named.acl
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exists in thatdirectory. We thenreadoneUID andGID from the.acl file. If theeffective UID andGID of thecurrent
processmatchthoselisted in the.acl file, we repeatthelookup operationon theoriginally looked-up file, but usingthe
ownershipandgroup credentialsof theactual ownerof thedirectory. We mustusetheowner’s credentials, or the lower
file systemwill deny our request.

The.acl file itself is modifiable only by the directory’s owner. We accomplish this by usinga specialioctl.
Finally, we hide.acl files from anyone but their owner. We insertcodein thebeginning of lookup thatreturns theerror
“no suchfile” if anyoneotherthanthedirectory’sownerattemptedto lookup theACL file. To completethehidingof ACL
files,weskip listing .acl files whenreading directories.

Aclfs shows thefull setof argumentsto thefistLookup routine. In order, thefive argumentsare: thedirectory to
lookup in, thenameto lookup,thevnodeto storethenewly lookedupentry, andthecredentials to perform thelookupwith
(UID andGID, respectively).

Thereareseveralpossibleextensions to this implementationof Aclfs. Insteadof usingtheUID andGID listedin
the.acl file, it cancontainanarbitrarilylonglist of userandgroup IDs toallow accessto. The.acl file mayalsoinclude
setsof permissionsto deny accessfrom, perhaps usingnegative integersto distinguishthemfrom accesspermissions. The
granularity of Aclfs’s control canbemadefiner, say, on a per-file basis;for eachfile � , accesspermissions canberead
from a file . � .acl, if oneexists.

8.3 Unionfs

Unionfs joins thecontentsof two file systemssimilar to theunionmountsin BSD-4.4[52] andPlan9 [54]. Thetwo lower
file systemscanbeconsideredtwo branchesof a stackable file systemtree. Unionfs shows how to merge thecontentsof
directoriesin FiST, andhow to definebehavior onasetof file-systemoperations.TheFiSTcodefor UnionfsusestheFiST
Declarations andFiST Rulessections:

fanout 2;
%%

%op:lookup:postcall â
if (fistLastErr() == ENOENT)

fistSetErr(fistLookup($dir:2, $name));

ã
%op:readdir:postcall â

fistSetErr(fistReaddir($dir:2, NODUPS));
ã
%delops:all:postcall â

fistSetErr(fistOp($2));

ã
%writeops:all:call â

fistSetErr(fistOp($1));

ã
Normal lookupwill try thefirst lower file-systembranch($1). We addcodeto lookup in thesecondbranch($2)

if the first lookup did not find the file. If a file exists in both lower file systems,Unionfs will usetheonefrom the first
branch. Normaldirectory readingis augmentedto include thecontentsof thesecondbranch, but settingaflagto eliminate
duplicates;thatway files thatexist in bothlower file systemsarelistedonly once. Sincefiles mayexist in bothbranches,
they mustberemoved(unlink, rmdir, andrename)from all branches.Finally we declare thatall writing operationsshould
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perform their respectiveoperations only on thefirst branch; this meansthatnew files arecreatedin thefirst branch where
they will befoundfirst by subsequentlookups.

Thereareseveral other issuesinvolving file-systemsemanticsandespeciallyconcerning error propagation and
partial failures,but thesearebeyond the scopeof this dissertation.Extensions to our Unionfs includelarger fan-outs,
maskingtheexistenceof a file in $2 if it wasremovedfrom $1,andioctls or mount options to decidetheorder of lookups
andwriting operationson theindividualfile-systembranches.

8.4 Copyfs

Copyfs this file systemsimply copiesits input bytesto its output, without changing datasizes.We wrotethis simplefile
systemto serve asa basefile systemto compareto gzipfs anduuencodefs.Copyfs exercisesall of theindex management
algorithmsandotherSCA support without thecostsof encoding or decoding pages.

The full FiST codefor Copyfs is listed in Appendix B.4. This FiST file shows how simple it is to declarean
SCA file systemandhow to write codethatsimply copiesits input to its output. Most of thecodeis in theencoding and
decoding functions.A brief excerpt of thecodeis shown below:

filter sca;

filter data;
%%

%%

int
copyfs_encode_data(char *hidden_pages_data,

char *page_data,
unsigned to,

inode_t *inode,

vfs_t *vfs,
void **opaque)

â
fistMemCpy(hidden_pages_data, page_data, to);

return(to);

ã
Here,we declarethefile systemto manipulatedatapagesandfurther to turn on SCA support. Our data-pages–

encoding functionsimplycopiestheinputdatapagesto theiroutputandreturnsthenumberof bytesencoded. Thedecoding
function proceeds similarly to theencoding function.

8.5 UUencodefs

Uuencodefsthisfile systemis intendedto illustrateanalgorithm thatincreasedthedatasize.Thissimplealgorithmconverts
every3-bytesequenceinto a4-bytesequence.Uuencodeproduces4 bytesthatcanhaveatmost64valueseach,startingat
theASCI I characterfor space(20ä ). We chosethis algorithmover encryption algorithmsthatrun in Electronic Codebook
mode(ECB) or CipherBlock Chainingmodebecausethey do not increasethedatasizeby much[67]. With uuencodefs
we wereableto increasethedatasizeof theoutput by one-third.

Thefull FiST codefor UUencodefs is listed in Appendix B.3. This FiST file alsoshows how to declareanSCA
file system,but alsohow to write codethatexpandstheinput streamsizeinto its output buffer. An excerpt of thecodeis
shown below:
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filter sca;

filter data;

%%
%%

int
uuencodefs_encode_data(char *hidden_pages_data,

char *page_data,

int *need_to_call,
unsigned to,

inode_t *inode,
vfs_t *vfs,

void **opaque)

â
int in_bytes_left;

int out_bytes_left = PAGE_CACHE_SIZE;
int startpt;

unsigned char A, B, C;
int bytes_written = 0;

startpt = (int)*opaque;
in_bytes_left = to - startpt;

while ((in_bytes_left > 0) && (out_bytes_left >= 4)) â
A = page_data[startpt];

switch(in_bytes_left) â
case 1:

B = 0;

C = 0;

in_bytes_left--;
startpt += 1;

break;
case 2:

B = page_data[startpt + 1];

C = 0;
startpt += 2;

in_bytes_left -= 2;
break;

default:
B = page_data[startpt + 1];

C = page_data[startpt + 2];

startpt += 3;
in_bytes_left -= 3;

break;
ã
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hidden_pages_data[bytes_written] = 0x20 + (( A >> 2 ) & 0x3F);

out_bytes_left--; bytes_written++;
hidden_pages_data[bytes_written] = 0x20 +

((( A << 4 ) | ((B >> 4) & 0xF)) & 0x3F);
out_bytes_left--; bytes_written++;

hidden_pages_data[bytes_written] = 0x20 +

((( B << 2 ) | ((C >> 6) & 0x3)) & 0x3F);
out_bytes_left--; bytes_written++;

hidden_pages_data[bytes_written] = 0x20 + ((C) & 0x3F);
out_bytes_left--; bytes_written++;

ã
if (in_bytes_left > 0)

*opaque = (void *)startpt;
else

*need_to_call = 0;

return bytes_written;

ã
Here,we declarethefile systemto manipulatedatapagesandfurther to turn on SCA support. Our data-pages–

encoding functionspendsmostof its timeperformingtheuuencodefunction: converting every3-bytesequenceof charac-
tersto four bytes.Thefunction returns thenumber of bytesit actuallyproduced.Sincethis function expandsdatasize,it
maynothaveenoughspaceleft in theoutput buffer (page data) to processall of theinputdata.If thatis thecase,thenit
setsanopaque pointer to thebyteindex within theinputdatawhere it stoppedencoding. Thecallerin themainSCA code
will recognizethis andwill usetheremaining bytesin thenext invocationof theencode function.

8.6 Gzipfs

Gzipfsis a compressionfile systemusingtheDeflatealgorithm [18] from thezlib-1.1.3 package[20, 24], thesamealgo-
rithm usedby GNU zip (gzip)) [19, 23]. This file systemis intendedto demonstrateanalgorithm that (usually)reduces
datasize.

The full FiST code for Gzipfs is listed in Appendix B.2. This FiST file againshows how simpleit is to declare
anSCA file system.Here,however, we show how to write codethatcompressesits input into its output buffer. A brief
excerpt of thecodeis shown below:

filter sca;

filter data;
%%

%%
int

gzipfs_encode_data(char *hidden_pages_data,

char *page_data,
int *need_to_call,

unsigned to,
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inode_t *inode,

vfs_t *vfs,

void **opaque)
â

z_stream *zptr;
int rc, err;

if (*opaque != NULL) â
zptr = (z_stream *) *opaque;

zptr->next_out = hidden_pages_data;
zptr->avail_out = PAGE_CACHE_SIZE;

zptr->total_out = 0;

ã else â
zptr = kmalloc(sizeof(z_stream), GFP_KERNEL);

if (zptr == NULL) â
err = -ENOMEM;

goto out;
ã
zptr->zalloc = (alloc_func)0;

zptr->zfree = (free_func)0;
zptr->opaque = (voidpf)0;

zptr->next_in = page_data;
zptr->avail_in = to;

zptr->next_out = hidden_pages_data;

zptr->avail_out = PAGE_CACHE_SIZE;

/*
* First arg is a stream object

* Second arg is compression level (0-9)

*/
rc = deflateInit(zptr, GZIPFS_DEFLATE_LEVEL);

if (rc != Z_OK ) â
printk("inflateInit error %d: Abort",rc);

/* This is bad. Lack of memory is the usual cause */

err = -ENOMEM;
goto out;

ã
while ((zptr->avail_out > 0) &&

(zptr->avail_in > 0)) â /* While we’re not finished */

rc = deflate(zptr, Z_FULL_FLUSH); /* Do a deflate */

if ((rc != Z_OK) && (rc != Z_STREAM_END)) â
printk("Compression error! rc=%d",rc);

err = -EIO;
goto out;



70 CHAPTER8. FILE SYSTEMSDEVELOPEDUSINGFIST

ã
ã

ã
rc = deflate(zptr, Z_FINISH);

if (rc == Z_STREAM_END) â
deflateEnd(zptr);
kfree(zptr);

*need_to_call = 0;
ã else if (rc == Z_BUF_ERROR || rc == Z_OK) â

*opaque = zptr;

ã else
printk("encode_buffers error: rc=%d", rc);

err = zptr->total_out; /* Return encoded bytes */

out:

return(err);

ã
Similarly to Uuencodefs, we declare the useof SCA support. The encode function is morecomplex for two

reasons.First, it hasto handle themorecomplex API to thezlib function whencalling theDeflatealgorithm’s functions.
This is seenin thecallsto thedeflate() anddeflatInit() functionswith variouszlib-specificarguments.Second,
compressiontypically resultsin smallerdatastreams,but couldalsoresultin largerones(whentrying to compressalready-
compresseddata). So this encoding function musthandle thecaseswhentheoutput buffer maynot be large enough, as
well aswhentheinputbuffer wascompletelyconsumedandunusedspacemaybeleft in theoutputbuffer.
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Chapter 9

Evaluation

FiST is anew high-level programminglanguage.As such,we areinterestedin typicalevaluation of languages:how much
codeonehasto write in thehigh-level languageto createrealisticapplications,andhow muchdevelopmenttimeonesaves
by usingthenew high-level language.To evaluatethesetwo criteria,wecomparetheprocessof writing several file systems
usingFiST, usingotherstackingmechanisms,andwriting themfrom scratchin a low-level language (C). We show that
codesizesanddevelopmenttimesareimprovedsignificantly.

The primary focus of the FiST work wasnot performance, but ratherthe simplicity that the languageprovides
andthe time savings it affords to developers.Nevertheless,performanceis still an importantcriteria. We ranlargescale
realisticbenchmarksaswell asmicro-benchmarkson all of thefile systemswe developedusingFiST: Snoopfs, Cryptfs,
Aclfs, Unionfs, Wrapfs,Copyfs, Uuencodefs,andGzipfs. We show that the basicperformanceoverheadof FiST file
systemsis very low.

Sinceourexample file systemsarebasedonourtemplates,wealsocomparedthesefile systemsto thebasestacking
templates.Thisallowedusto identify thedifferencesandoverheadsthateachcomponentor layerbrings.

FiST is portedto threedifferent platforms: Linux 2.3, Solaris2.6, andFreeBSD3.3. We evaluateeachof the
threecriteria(codesize,development time,andperformance),for eachfile systemwedeveloped,andoneachof thethree
platforms.

Later in this chapter, we evaluateseparatelytheperformanceof our SCAsin detail. This support wasaddedto
FiSTspecificallyto handlesize-changingfile systemsin amanner thatperformswell. Therefore,mostof ourevaluation of
SCAscentersaround theperformanceoverheadsthatthey add,illustratedthrough many experiments.We show thatthese
performanceoverheadsaresmall.

9.1 CodeSize

Codesizeis onemeasureof thedevelopment effort necessaryfor a file system.To demonstratethesavings in codesize
achieved usingFiST, we comparethenumber of linesof codethatneedto bewritten to implement the four example file
systemsin FiST versusthreeother implementation approaches:writing C codeusinga stand-alone version of Basefs,
writing C codeusingWrapfs,andwriting thefile systemsfrom scratchaskernelmodulesusingC. In particular, we first
wroteall four of theexample file systemsfrom scratchbefore writing themusingFiST. For theseexample file systems,
theC codegeneratedfrom FiST wasidenticalin size(modulo white-spacesandcomments) to thehand-written code. We
choseto includeresultsfor bothBasefsandWrapfsbecausethelatterwasreleasedlastyear, andincludescodethatmakes
writing somefile systemseasierwith WrapfsthanBasefsdirectly.

Whencounting linesof code, we excludedcomments,emptylines,and%% separators. For Cryptfswe excluded
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627 lines of C codeof the Blowfish encryption algorithm, sincewe did not write it. Whencounting lines of codefor
implementing theexample file systemsusingtheBasefsandWrapfsstackabletemplates,we excludecodethat is partof
the templatesandonly countcodethat is specificto thegivenexample file system.We thenaveraged thecodesizesfor
thethreeplatformswe implementedthefile systemson: Linux 2.3,Solaris2.6,andFreeBSD3.3.Theseresultsareshown
in Figure9.1. For reference,we includethecodesizesof BasefsandWrapfsandalsoshow thenumberof linesof code
requiredto implementWrapfsin FiST andBasefs.
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Figure9.1: Average code size for various file systems when written in FiST, written given the Basefs or Wrapfs
templates, and written from scratch in C.

Figure9.1 shows large reductionsin codesizewhencomparing FiST versuscodehand-written from scratch—
generally writing tensof linesinsteadof thousands.We alsoincluderesultsfor thetwo templates. Sizereductionsfor the
four example file systemsrangefrom a factorof 40 to 691, with anaverageof 255. We focus though on thecomparison
of FiST versusstackabletemplatesystems.As Wrapfsrepresents themostconservative comparison,thefigureshows for
eachfile systemtheadditional number of linesof codewritten usingWrapfs.Thesmallestaveragecode sizereduction in
usingFiST versusWrapfsor Basefsacrossall four file systemsrangesfrom a factorof 1.3 to 31.1; theaveragereduction
rateis 10.5.

Figure9.1 suggeststwo size reduction classes.First, moderate (5–6 times) savings areachieved for Snoopfs,
Cryptfs,andAclfs. Thereasonfor this is thatsomelinesof FiST codefor thesefile systemsproducetenor more linesof
C code,while others resultin almosta one-to-one translationin termsof numberof lines.

Second,thelargestsavingsappearedfor Unionfs, a factorof 28–33 times. Thereasonfor this is that fan-out file
systemsproduceC codethataffectsall vnodeoperations;eachvnode operation musthandle morethanonelower vnode.
This additional codewasnotpartof theoriginal Wrapfsimplementation, andit is not usedunlessfan-outsof two or more
aredefined(to save memory andimprove performance). If we exclude the codeto handlefan-outs,Unionfs’s addedC
codeis still over 100 linesproducingsavingsof a factorof 7–10. FreeBSD’s Unionfs is 4863 lines long, which is 50%
larger thanourUnionfs (3232 lines).FreeBSD’sUnionfs is 2221 lineslongerthantheirNullfs, while oursis only 481lines
longer thanourBasefs.1

Figure9.1shows theaveragecodesizesover all threeplatforms. Thesavingsgainedby FiST aremultipliedwith
eachport. If we sumup thesavingsfor theabove threeplatforms,we reachreduction factorsranging from 4 to over 100

1Unfortunately, the stacking infrastructure in FreeBSDis currently broken, so we were unableto comparethe performanceof our stacking to
FreeBSD’s.
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timeswhencomparingFiSTto codewrittenusingthetemplates.Thisaggregatedreductionfactorexceeds750timeswhen
comparingFiST to C codewritten from scratch.Themoreportsof Basefsexist, thebetterthesecumulativesavingswould
be.

9.2 DevelopmentTime

Estimatingthetime to develop kernelsoftwareis very difficult. Developers’experiencecanaffect this time significantly,
and this time is generally reduced with eachport. In this sectionwe reportour own personalexperiencesgiven these
file-systemexamplesandthethreeplatforms weworkedwith; thesefiguresdonot representacontrolled study. Figure9.2
shows thenumber of dayswespentdevelopingvariousfile systemsandporting themto threedifferent platforms.
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Figure9.2: Average estimated reduction in development time

We estimatedtheincremental timespentdesigning, developing, anddebuggingeachfile system,assuming8 hour
work days,andusingoursourcecommitlogsandchange logs.Weestimatedthetimeit tookusto developWrapfs,Basefs,
andtheexample file systems.Thenwe measuredthetime it took usto develop eachof thesefile systemsusingtheFiST
language.

For mostfile systems,incremental timesavingsareafactorof 5–15becausehand writing C codefor eachplatform
canbetime consuming, while FiST providesthis aspartof thebasetemplatesandtheadditional library codethatcomes
with Basefs.For Cryptfs,however, therearenotimesavingsperplatform,becausethevastmajorityof thecodefor Cryptfs
is in implementingthefour encoding anddecoding functions,whichareimplementedin C codein theAdditional C Code
sectionof theFiST file; therestof thesupport for Cryptfsis alreadyin Wrapfs.

Theaverageperplatform reduction in developmenttime acrossthefour file systemsis a factorof sevenin using
FiST versus the Wrapfstemplates.If we assumethat developmenttime correlatesdirectly to productivity, we cancor-
roborateour resultswith Brooks’s report thathigh-level languagesareresponsiblefor at leasta factorof five in improved
productivity [10].

An additional metric of productivity is comparing the number of lines of C codedevelopedfor eachman-day,
giventhetemplates.Theaveragenumberof linesof codewewroteperman-daywas80. Oneuserof ourWrapfstemplates
hadusedthemto createanew migrationfile systemcalledmfs2. Theaveragenumberof linesof codehewroteperman-day
was68. Thedifferencebetweenhisrateof productivity andours is only 20%,whichcanbeexplainedbecausewearemore
experiencedin writing file systemsthanheis.

2http://www-internal.alphanet.ch/˜schaefer/mfs.html
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The mostobvious savings in developmenttime comewhentaking into account multiple platforms. Thenit is
clearerthateachadditional platform increasesthesavingsfactorof FiST versusothermethodsby yetmore.

9.3 Performance

To evaluate theperformanceof file systemswrittenusingFiST, we testedeachof theexample file systemsby mounting it
ontopof adisk-basednativefile systemandrunning benchmarksin themountedfile system.Weconductedmeasurements
for Linux 2.3,Solaris2.6,andFreeBSD3.3. Thenative file systemsusedwereEXT2, UFS,andFFS,respectively. We
measuredtheperformanceof ourfile systemsby building a largepackage:am-utils-6.0,whichcontainsabout 50,000lines
of C codein severaldozensmallfiles andbuildseightbinaries;thebuild processcontains a large number of reads,writes,
andfile lookups,aswell asa fair mix of mostotherfile-systemoperations. Eachbenchmarkwasrunonceto warmup the
cachefor executables,libraries, andheaderfiles which areoutsidethetestedfile system;theresultsof this first testwere
discarded. Afterwards,we took10new measurementsandaveraged them.In betweeneachtest,we unmountedthetested
file systemandtheonebelow it, andthenremountedthem;this ensuredthatwe startedeachteston a cold cachefor that
file system.Thestandard deviations for our measurementswerelessthan2% of themean. We ranall testson thesame
machine: a P5/90, with 64MB RAM andaQuantumFireball4.35GB IDE harddisk.
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Figure9.3: Performance overhead of various file systems for the large compile benchmark, across three operat-
ing systems.

Figure9.3shows theperformanceoverheadof eachfile systemcomparedto theoneit wasbasedon. Theintent
of thesefiguresis two-fold: (1) to show thatthebasicstackingoverheadis small,and(2) to show theperformancebenefits
of conditionally including codefor manipulating file names andfile datain Basefs.Wrapfsrefersto Basefswith codefor
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manipulatingfile namesandfile data.
Themostimportantperformancemetricis thebasicoverheadimposedby our templates.Theoverheadof Basefs

over thefile systemsit mounts on is just 0.8–2.1%. This minimum overheadis below the3–10% degradationpreviously
reported for null-layer stacking[31, 69]. In addition, the overheadof the example file systemsdueto new file-system
functionality is greaterthan the basicstackingoverheadimposedby our templatesin all cases,even for very simple
file systems. With regard to performance,developerswho extendfile-systemfunctionality usingFiST primarily need
to be concernedwith the performancecostof new file-systemfunctionality asopposedto the costof the FiST stacking
infrastructure. For instance,the overheadof Cryptfs is the largestof all the file systemsshown dueto the costof the
Blowfish cipher. Notethattheperformanceof individual file systemscanvarygreatlydepending on theoperatingsystem
in question.

Figure9.3alsoshows thebenefitsof having FiST customize thegeneratedfile-systeminfrastructurebasedon the
file systemfunctionality required. It shows thattheoverheadof theaddedcodefor manipulatingfile namesandfile datais
4.2–4.9%over Basefs:this includescopying andcaching datapagesandfile names.Thisadded overheadis notincurred in
Basefsunlessthefile systemsderivedfrom it requirefile dataor file namemanipulations.While CryptfsrequiresWrapfs
functionality, Snoopfs, Aclfs, andUnionfsdo not. Compared to a stackablefile systemsuchasWrapfs,FiST’s ability to
conditionally includefile systeminfrastructurecodesavesanadditional 4–5%of performanceoverheadfor Snoopfs,Aclfs,
andUnionfs.

We alsoperformedseveral micro-benchmarks which includeda seriesof recursive copies (cp –r), recursive re-
movals(rm –rf), recursive find, and“find-grep” (find /mnt –print | xargs greppattern) usingthesamefile setusedfor the
largecompile. The focusof this dissertationis not on performance, but on savings in codesizeanddevelopmenttime.
Sincethesemicro-benchmarksconfirmedourpreviousgoodresults,wedonot repeatthemhere[84]; instead,welist other
micro-benchmarksnext, in Section9.3.1.

Finally, sincewe did notchangetheVFS,andall of ourstackingwork is in thetemplates,thereis nooverheadon
therestof thesystem;performanceof nativefile systems(NFS,FFS,etc.) is unaffectedwhenourstackingis notused.

9.3.1 Micr o-Benchmarks

We ran a set of benchmarksintendedto illustrate the differencesin performancebetweenuser-level and kernel-level
stackablefile systems.We choseto run thesetestson our Cryptfs file system,becausewe could compare it to CFS,a
user-level encryption file systembasedon a user-level NFSserver [8]. In addition, we focusedon thespecificdifferences
in performanceon different operating systems,andtheperformance of themostcommon operations:readingandwriting
smallandlargefiles.

For mostof our tests,we includedfigures for a native disk-basedfile systembecausedisk hardware performance
canbe a significantfactor. This number shouldbe considered the baseto which otherfile systemscompare to. Since
Cryptfsis astackablefile systemandis basedonWrapfs,wealsoincludedfiguresfor Wrapfsandfor Basefs,to beusedas
abasefor evaluating thecostof stacking.WhenusingBasefs,Wrapfs,orCryptfs,wemountedthemoveralocaldisk-based
file system.CFSis basedon NFS,sowe includedtheperformanceof native NFS.All NFSmounts usedthelocal hostas
bothserverandclient (i.e.,mounting localhost:/path on/mnt,) andusedprotocol version2 overa UDP transport.

SinceCFS is implemented asa user-level NFS file server, we expected that CFS would run slower dueto the
number of additional context switchesthatmusttake placewhena user-level file server is calledby thekernel to satisfya
userprocessrequest,anddueto NFSV.2 protocol overheadssuchassynchronous writing.

For this setof micro-benchmarks,we concentratedon thex86platformsinceit wascommon to all ports. We ran
teststhatrepresentcommon operationsin file systems:opening filesandreading or writing them.In thefirst testwewrote
1024differentnew filesof 8KB sizeeach.Thesecondtestwrote8 new filesof 1MB sizeeach.Thenwereadone8KB file
1024times,andone1MB file 8 times.Theintentof thesetestswasthatthetotalamount of datareadandwrittenwouldbe
thesame.Finally we includedmeasurementsfor reading adirectory with 1024entriesrepeatedly for 100times;while that
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is a lesspopularoperation, cryptographicfile systemsencrypt file namesandthuscansignificantlyaffect theperformance
of reading adirectory. All timesreportedareelapsed,in seconds,andmeasuredonanotherwisequietsystem.

To avoid repetition, we report full resultsfor Linux only, asseenin Table9.1. For SolarisandFreeBSD,we
only includedfiguresfor thefile systemsrelevant to comparingCryptfs to CFS;thesearereported in Tables9.2and9.3,
respectively.

File Writes Reads 1024å
System 1024å 8 å 1024 å 8 å readdir

8KB 1MB 8KB 1MB
ext2fs 3.33 3.06 0.17 0.34 1.49
basefs 3.40 3.35 0.19 0.34 1.51
wrapfs 3.48 3.58 0.26 0.34 1.57
cryptfs 9.27 8.33 0.32 0.34 3.18
nfs 26.85 17.67 0.47 3.17 16.27
cfs 101.90 50.84 0.89 8.77 118.35

Table9.1: Linux x86 Times for Repeated Calls (Sec)

Concentrating on Linux (Table9.1)first, we seethatBasefsaddsa smalloverheadover thenative disk-basedfile
system,andwrapfs addsanother overheaddueto performing datacopies. The differencebetweenCryptfs andWrapfs
is that of encryption only. Writing files is 6–12 times fasterin Cryptfs thanin CFS.The main reasonsfor this arethe
additional context switchesthatmusttake placein user-level file servers,andthatNFSV.2 writesaresynchronous. When
reading files, caching andmemory sizescomeinto play more thanthefile systemin question. That is why thedifference
in file readingperformancefor all file systemsis notassignificantaswhenwriting files.

Readingadirectorywith 1024 files onehundredtimesis 10–37 timesfasterin Cryptfs thanin CFS,mostlydueto
context switches.WhenCryptfs is mountedontopof ext2fs, it slowsperformanceof thesemeasuredoperations2–3times.
But sincethesearefastto begin with, usershardlynoticethedifference;in practiceoverall slownessis smaller, asreported
in Figure9.3.

File Writes Reads 1024 å
System 1024 å 8 å 1024 å 8 å readdir

8KB 1MB 8KB 1MB
ufs 4.88 3.98 0.48 0.38 0.52
cryptfs 63.95 11.10 10.72 7.23 7.14
nfs 54.17 18.82 1.69 0.38 0.28
cfs 140.78 140.98 27.68 24.57 18.02

Table9.2: Solaris x86 Times for Repeated Calls (Sec)

File Writes Reads 1024å
System 1024å 8 å 1024 å 8 å readdir

8KB 1MB 8KB 1MB
ffs 12.55 6.04 1.00 1.01 0.15
cryptfs 56.59 22.55 1.04 1.05 0.29
nfs 55.69 21.63 1.31 1.09 0.33
cfs 99.34 31.80 2.09 4.80 0.87

Table9.3: FreeBSD x86 Times for Repeated Calls (Sec)
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Native file systemsin Linux perform their operationsasynchronously, while Solarisand FreeBSDdo so syn-
chronously. That is why the performanceimprovement of Cryptfs over CFSfor SolarisandFreeBSDis smaller;when
vnode operationsthatperform writing arepassedfrom Cryptfsto thelower-level file system,they mustbecompletedbe-
fore returning to thecaller. For theoperationsmeasured,Cryptfsimprovesperformanceby anywherefrom 1.5to 2 times,
with theexceptionof writing largefiles onSolaris,whereperformanceis improvedby morethananorderof magnitude.

9.4 Size-Changing File Systems

To evaluatefastindexing in a realworld operating systemenvironment, we built severalSCA stackablefile systemsbased
on fastindexing. We thenconductedextensive measurementsin Linux comparingthemagainst non-SCAfile systemson
a varietyof file systemworkloads. In this sectionwe discusstheexperimentswe performedon thesesystemsto (1) show
overall performanceon general-purposefile systemworkloads,(2) determine theperformanceof individual common file
operationsandrelatedoptimizations,and(3) compare theefficiency of SCAsin stackablefile systemsto equivalentuser-
level tools.Section9.4.1describes theSCA file systemswebuilt andourexperimentaldesign. Section9.4.2describesthe
file systemworkloadswe usedfor ourmeasurements.Sections9.4.3to 9.4.6presentourexperimentalresults.

9.4.1 Experimental Design

We ran our experimentson five file systems.We built threeSCA file systemsandcompared their performanceto two
non-SCA file systems.ThethreeSCA file systemswe built were:

1. Copyfs: this file systemsimplycopiesits inputbytesto its output withoutchanging datasizes.Copyfs exercisesall
of theindex-managementalgorithmsandotherSCA support without thecostof encodingor decodingpages.

2. Uuencodefs: this is a file systemthatstoresfiles in uuencodedformatanduudecodesfiles whenthey areread.It is
intendedto illustrateanalgorithmthatincreasesthedatasize.Thissimplealgorithm convertsevery 3-bytesequence
into a 4-byte sequence.Uuencodeproduces4 bytesthat canhave at most 64 valueseach,startingat the ASCI I

characterfor space(20ä ). We chosethis algorithm becauseit is simpleandyet increasesdatasizesignificantly(by
onethird).

3. Gzipfs: this is a compressionfile systemusingthe Deflatealgorithm [18] from the zlib-1.1.3 package [24]. This
algorithm is usedby GNU zip (gzip) [23]. This file systemis intendedto demonstrateanalgorithm that(usually)
reducesdatasize.

The two non-SCA file systemswe usedwereExt2fs, the native disk-basedfile systemmostcommonly usedin
Linux, andWrapfs,astackablenull-layerfile systemwetrivially generatedusingFiST [86]. Ext2fs providesameasureof
basefile systemperformancewithout any stackingor SCAoverhead.Wrapfssimplycopiesthedataof filesbetweenlayers
but doesnot includeSCAsupport. By comparingWrapfsto Ext2fs,wecanmeasure theoverheadof stackingandcopying
datawithout fastindexing andwithoutchanging its content or size.CopyfscopiesdatalikeWrapfsbut usesall of theSCA
support. By comparingCopyfs to Wrapfs,wecanmeasuretheoverheadof basicSCA support. By comparingUuencodefs
to Copyfs, we canmeasurethe overheadof anSCA algorithm incorporatedinto the file systemthat increasesdatasize.
Similarly, by comparingGzipfs to Copyfs, we canmeasuretheoverheadof a compressionfile systemthat reduces data
size.

Oneof the primary optimizations in this work is fast tails asdescribed in Section6.3.1.1. For all of the SCA
file systems,we ranall of our testsfirst without fail-tails support enabledandthenwith it. We reported resultsfor both
whenever fasttails madeadifference.

All experimentswereconductedon four equivalent 433Mhz Intel Celeronmachineswith 128MB of RAM anda
Quantum Fireballlct109.8GBIDE diskdrive. We installeda Linux 2.3.99-pre3kerneloneachmachine. Eachof thefour
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stackablefile systemswe testedwasmountedon top of anExt2 file system.For eachbenchmark,we only read,wrote,
or compiledthetestfiles in thefile systembeingtested.All otheruserutilities, compilers, headers,andlibrariesresided
outsidethetestedfile system.

Unlessotherwise noted, all testswererun with a cold cache.To ensure thatwe useda cold cachefor eachtest,
we unmountedall file systemswhich participatedin thegiventestafter the testcompletedandmounted thefile systems
againbefore running thenext iterationof the test. We verifiedthatunmounting a file systemindeedflushesanddiscards
all possiblecachedinformationaboutthatfile system.In onebenchmarkwe report thewarmcacheperformance,to show
theeffectivenessof ourcode’s interactionwith thepage andattributecaches.

We ranall of ourexperiments10 timesonanotherwisequietsystem.We measured thestandard deviations in our
experimentsandfound themto besmall, lessthan1% for mostmicro-benchmarksdescribedin Section9.4.2. We report
deviationswhichexceeded1%with their relevant benchmarks.

9.4.2 File SystemBenchmarks

We measuredtheperformance of thefive file systemson a varietyof file systemworkloads.For our workloads, we used
five file systembenchmarks:two general-purposebenchmarksfor measuringoverall file systemperformance, andthree
micro-benchmarksfor measuring theperformanceof commonfile operationsthatmaybeimpactedby fastindexing. We
alsousedthemicro-benchmarksto comparetheefficiency of SCAsin stackablefile systemsto equivalentuser-level tools.

9.4.2.1 General-PurposeBenchmarks

Am-utils : The first benchmark we usedto measure overall file systemperformance wasam-utils (The Berkeley Auto-
mounter) [3]. This benchmarkconfiguresandcompiles the large am-utilssoftwarepackageinsidea given file system.
We usedam-utils-6.0.4: it containsover 50,000 linesof C codein 960files. Thebuild processbegins by running several
hundredsmallconfigurationtestsintended to detectsystemfeatures.It thenbuildsasharedlibrary, abouttenbinaries,four
scripts,anddocumentation:a totalof 265additional files. Overall thisbenchmarkcontainsa largenumberof reads,writes,
andfile lookups,aswell asa fair mix of mostotherfile systemoperationssuchasunlink, mkdir, andsymlink. During the
linking phase,several largebinariesarelinkedby GNU ld.

The am-utils benchmark is the only test that we alsoran with a warm cache.Our stackablefile systemscache
decodedandencodedpageswhenever possible,to improve performance.While normal file systembenchmarksaredone
usinga coldcache,we alsofelt thatthereis valuein showing whateffectourcachinghasonperformance.This is because
userlevel SCAtoolsrarelybenefitfrom pagecaching, while file systemsaredesignedto perform betterwith warmcaches;
this is whatuserswill experiencein practice.

Bonnie: Thesecondbenchmarkweusedtomeasureoverall file systemperformancewasBonnie[17], afile system
testthatintenselyexercisesfile datareadingandwriting, bothsequential andrandom.3 Bonnieis a lessgeneralbenchmark
thanam-utils.Bonniehasthreephases.First, it createsa file of a givensizeby writing it onecharacter at a time, thenone
block at a time, andthenit rewrites thesamefile 1024 bytesat a time. Second, Bonniewrites thefile onecharacter at a
time, thena block at a time; this canbeusedto exercisethefile systemcache,sincecachedpageshave to beinvalidated
asthey getoverwritten. Third, Bonnieforks 3 processesthateachperform 4000 randomlseeks in thefile, andreadone
block; in 10%of thoseseeks,Bonnie alsowritestheblockwith randomdata.This lastphaseexercisesthefile systemquite
intensively, andespeciallythecodethatperformswritesin themiddleof files.

For ourexperiments,we ranBonnieusingfiles of increasingsizes,from 1MB anddoubling in sizeup to 128MB.
Thelastsizeis important becauseit matchedtheavailablememoryonour systems.Running Bonnieona file that large is

3We alsotested usinga third benchmark,the Modified Andrew Benchmark(MAB). MAB consistsof five phase:makingdirectories, copying files,
recursive listing, recursive scanning of files, andcompilation. MAB wasdesignedat a time whenhardware wasmuchslower andresourcesscarce. On
our hardware,MAB completedin under 10 secondsof elapsedtime,with litt le varianceamongdifferent tests.We therefore opted not to usethis simple
compile benchmark.
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important,especiallyin a stackablesettingwherepagesarecachedin both layers,becausethepagecacheshould not be
ableto hold thecompletefile in memory.

9.4.2.2 Micr o-Benchmarks

File-copy: Thefirst micro-benchmarkweusedwasdesignedtomeasurefile systemperformanceontypicalbulk file writes.
This benchmark copiesfiles of differentsizesinto thefile systembeingtested.Eachfile is copiedjust once.Becausefile
systemperformancecanbeaffected by thesizeof thefile, we exponentiallyvariedthesizesof thefiles we ranthesetests
on—from0 bytesall theway to 32MB files.

File-append: The secondmicro-benchmark we usedwasdesignedto measurefile systemperformance on file
appends. It wasuseful for evaluatingtheeffectivenessof our fasttails code. Thisbenchmarkreadin largefiles of different
typesandusedtheirbytesto append to anewly createdfile. New filesarecreatedby appendingto themafixedbut growing
number of bytes.Thebenchmarkappendedbytesin threedifferent sizes:10 bytesrepresentinga relatively smallappend;
100bytesrepresentinga typical sizefor a log entryon a Web server or syslogdaemon; and1000bytes,representinga
relatively largeappendunit. Wedid notnottry to append morethan4KB becausethatis theboundarywherefastappended
bytesgetencoded. Becausefile systemperformancecanbe affectedby the sizeof the file, we exponentiallyvariedthe
sizesof thefiles we ranthesetestson—from 0 bytesall theway to 32MB files.

Compressionalgorithmssuchasusedin Gzipfsbehave differently basedon theinput they aregiven. To account
for this in evaluating the appendperformance of Gzipfs, we ran the file-append benchmark on four typesof datafiles,
ranging from easyto compressto difficult to compress:

1. A file containing thecharacter“a” repeatedly shouldcompressreallywell.

2. A file containing Englishtext, actuallywritten by users,collectedfrom our UsenetNews server. We expectedthis
file to compresswell.

3. A file containing aconcatenationof many differentbinarieswelocatedonthesamehostsystem,suchasthosefound
in /usr/bin and/usr/X11R6/bin. This file shouldbe moredifficult to compressbecauseit containsfewer
patterns usefulfor compressionalgorithms.

4. A file containingpreviouslycompresseddata.WetookthisdatafromMicrosoftNT’sServicePack6(sp6i386.exe)
which is a self-unarchiving large compressedexecutable.We expect this file to bedifficult to compress.

File-attrib utes: Thethird micro-benchmarkweusedwasdesignedto measurefile systemperformancein getting
file attributes.Thisbenchmarkperformsarecursivelisting (ls -lRF) onafreshlyunpackedandbuilt am-utils benchmark
file set,consistingof 1225 files. With our SCA support, thesizeof theoriginal file is now storedin theindex file, not in
theinodeof theencodeddatafile. Finding this sizerequiresreading anadditional inodeof theindex file andthenreading
its data.Thismicro-benchmark measurestheadditional overheadthatresultsfrom alsohaving to readtheindex file.

9.4.2.3 File Systemvs. User-Level Tool Benchmarks

To compare the SCAs in our stackablefile systemsversususer-level tools, we usedthe file-copy micro-benchmark to
comparetheperformanceof thetwo stackablefile systemswith realSCAs,GzipfsandUuencodefs,against theirequivalent
user-level tools,gzip [23] anduuencode, respectively. In particular, thesameDeflatealgorithm andcompressionlevel
(9) wasusedfor bothGzipfsandgzip. In comparing Gzipfsandgzip, we measuredboththecompressiontime andthe
resultingspacesavings. Becausetheperformance of compressionalgorithmsdependson thetypeof input,we compared
Gzipfsto gzip usingthefile-copy micro-benchmark onall four of thedifferentfile typesdiscussedin Section9.4.2.2.
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9.4.3 General-PurposeBenchmark Results

9.4.3.1 Am-Utils

Figure9.4 summarizestheresultsof theam-utils benchmark. We report bothsystemandelapsedtimes. Thetop partof
Figure9.4shows systemtimesspentby this benchmark. This is usefulto isolatethetotal effect on theCPUalone, since
SCA-basedfile systemschangedatasizeandthuschange theamount of disk I/O performed. Wrapfsadds14.4% overhead
over Ext2, becauseof the needto copy datapagesbetweenlayers. Copyfs adds only 1.3%overheadover Wrapfs; this
shows thatour index file handling is fast. Compared to Copyfs, Uuencodefsadds7% overheadandGzipfsadds69.9%.
Thesearethecostsof therespectiveSCAsin useandareunavoidable—whetherrunning in thekernel or user-level.
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Figure9.4: The Am-utils large-compile benchmark. Elapsed times shown on top and system times shown on
bottom. The standard deviations for this benchmark were less than 3% of the mean.

Thetotal sizeof anunencodedbuild of am-utilsis 22.9MB; aUuencodedbuild is one-third larger; Gzipfsreduces
this sizeby a factorof 2.66to 8.6MB. Sowhile Uuencodefsincreasesdisk I/O, it doesnot translateto a lot of additional
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systemtime becausetheUuencode algorithm is trivial. Gzipfs,while decreasingdisk I/O, however, is a costlieralgorithm
thanUuencode. That’s why Gzipfs’s systemtime overheadis greateroverall thanUuencodefs’s. Theadditional disk I/O
performedby Copyfs is smallandrelative to thesizeof theindex file.

Thebottompartof Figure9.4showselapsedtimesfor thisbenchmark. Thesefiguresaretheclosestto whatusers
will seein practice.Elapsedtimesfactorin increasedCPUtimesthemoreexpensive theSCA is, aswell aschangesin I/O
thata givenfile systemperforms: I/O for index file, increasedI/O for Uuencodefs,anddecreasedI/O for Gzipfs.

On average, thecostof datacopying without size-changing (Wrapfscomparedto Ext2fs) is anadditional 2.4%.
SCA support (Copyfs over Wrapfs)addsanother 2.3% overhead. TheUuencodealgorithmis simpleandaddsonly 2.2%
additional overheadover Copyfs. Gzipfs, however, usesa more expensive algorithm (Deflate)[18], andit adds14.7%
overheadover Copyfs. Note that the elapsed-time overheadfor Gzipfs is smallerthanits CPU overhead(almost70%)
becausewhereastheDeflatealgorithm is expensive,Gzipfsis ableto win backsomeof thatoverheadby its I/O savings.

Usingawarmcacheimprovesperformanceby 5–10%. Usingfasttails improvesperformanceby atmost2%. The
codethat is enabledby fast tails mustcheck,for eachreador write operation, if we areat the endof the file, if a fast
tail alreadyexists,andif a fasttail is large enough that it shouldbeencodedanda new fasttail started.This codehasa
smalloverheadof its own. For file systemsthatdo not needfasttails (e.g., Copyfs), fasttails addanoverheadof 1%. We
determinedthatfasttails is anoptionbestusedfor expensiveSCAswheremany smallappendsareoccurring, aconclusion
demonstratedmorevisibly in Section9.4.4.2.

9.4.3.2 Bonnie

Figure9.5shows theresultsof running Bonnieon thefive file systems.SinceBonnieexercisesdatareadingandwriting
heavily, we expectit to beaffectedby theSCA in use.This is confirmed in Figure9.5. Over all runsin this benchmark,
Wrapfshasan average overheadof 20% above Ext2fs, ranging from 2–73% for the given files. Copyfs only addsan
additional 8% averageoverheadoverWrapfs.UuencodefsaddsanoverheadoverCopyfs thatrangesfrom 5% to 73%for
large files. Gzipfs, with its expensive SCA, addsan overheadover Copyfs that ranges from 22% to 418% on the large
128MB testfile.

Figure9.5 exhibits overheadspikesfor 64MB files. Our testmachines had128MB of memory. Our stackable
systemcachestwo pagesfor eachpageof afile: oneencodedpageandonedecodedpage,effectively doubling thememory
requirements.The64MB files arethesmallesttestfiles thatarelargeenough for thesystemto run out of memory. Linux
keepsdatapagescachedfor aslong aspossible.Whenit runsout of memory, Linux executesan expensive scanof the
entirepage cacheandotherin-kernel caches,purging asmany memoryobjects asit can,possiblyto disk. Theoverhead
spikesin this figure occurat thattime.

Bonnieshows thatanexpensive algorithm suchascompression,coupled with many writes in themiddleof large
files, candegradeperformanceby asmuchasa factorof 5–6. In Section10.1 we describecertainoptimizations thatwe
areexploring for this particularproblem.

9.4.4 Micr o-Benchmark Results

9.4.4.1 File-Copy

Figure9.6 shows the resultsof running the file-copy benchmark on the different file systems.Wrapfsaddsan average
overheadof 16.4% over Ext2fs, which goes to 60% for a file sizeof 32MB; this is the overheadof datapagecopying.
Copyfs addsanaverageoverheadof 23.7%overWrapfs;this is theoverheadof updatingandwriting theindex file aswell
ashaving to maketemporarydatacopies(explainedin Section6.3.1) to support writesin themiddleof files. TheUuencode
algorithm addsanadditional average overheadof 43.2% over Copyfs, andasmuchas153% overheadfor thelarge32MB
file. The linearoverheadsof Copyfs increasewith thefile’s sizedueto theextra pagecopiesthatCopyfs mustmake, as
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Figure9.5: The Bonnie benchmark performs many repeated reads and writes on one file as well as numerous
random seeks and writes in three concurrent processes. We show the total cumulative overhead of each file
system. Note that the overhead bands for Gzipfs and Uuencodefs are each relative to Copyfs. We report the
results for files 1MB and larger, where the overheads are more visible.

explained in Section6.3.1. For all copiesover 4KB, fast-tailsmakesno difference at all. Below 4KB, it only improves
performanceby 1.6%for Uuencodefs.Thereasonfor this is thatthis benchmark copiesfiles only once,whereasfast-tails
is intendedto work betterin situationswith multiplesmallappends.

9.4.4.2 File-Append

Figure9.7shows theresultsof running thefile-append benchmarkon thedifferentfile systems.Thefigureshows thetwo
emerging trendsin effectivenessof thefasttails code.First, themoreexpensive thealgorithm, themorehelpful fasttails
become. Thiscanbeseenin theright columnof plots.Second,thesmallerthenumberof bytesappendedto thefile is, the
moresavingsfasttailsprovide,becausetheSCAis calledfewer times.Thiscanbeseenasthetrendfrom thebottomplots
(1000 byteappends)to thetopplots(10byteappends).Theupperrightmostplot clearlyclusterstogether thebenchmarks
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Figure9.6: Copying files into a tested file system. As expected, Uuencodefs is costlier that Copyfs, Wrapfs, and
Ext2fs. Fast-tails do not make a difference in this test, since we are not appending multiple times.

performedwith fasttails support onandthosebenchmarksconductedwithout fasttails support.
Not surprisingly, thereis little savingsfrom fasttail support for Copyfs, nomatterwhattheappend sizeis. Uuen-

codefs is a simplealgorithm that doesnot consumetoo muchCPU cycles. That is why savings for using fast tails in
Uuencodefs rangefrom 22% for 1000-byte appends to a factorof 2.2 performanceimprovement for 10-byte appends.
Gzipfs,usinganexpensive SCA, shows significantsavings: from a minimum performanceimprovementfactorof 3 for
1000-byteappends to asmuchasa factorof 77speedup(bothfor moderatelysizedfiles).

9.4.4.3 File-Attrib utes

Figure9.8shows theresultsof running thefile-attributes benchmarkonthedifferentfile systems.Wrapfsaddanoverhead
of 35% to the GETATTR file systemoperation becauseit hasto copy the attributesfrom one inodedatastructureinto
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Figure9.7: Appending to files. The left column of plots shows appends for Uuencodefs and Copyfs. The right
column shows them for Gzipfs, which uses a more expensive algorithm; we ran Gzipfs on four different file
types. The three rows of two plots each show, from top to bottom, appends of increasing sizes: 10, 100, and
1000 bytes, respectively. The more expensive the SCA is, and the smaller the number of bytes appended is, the
more effective fast tails become; this can be seen as the trend from lower leftmost plot to the upper rightmost
plot. The standard deviation for these plots did not exceed 9% of the mean.
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another. SCA-basedfile systemsadd the most significantoverhead,a factor of 2.6–2.9 over Wrapfs; that is because
Copyfs, Uuencodefs, andGzipfs include stackableSCA support, managing the index file in memory andon disk. The
differencesbetweenthethreeSCA file systemsin Figure9.8aresmallandwithin theerror margin.
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Figure9.8: System times for retrieving file attributes using lstat(2) (cold cache)

While theGETATTR file operationis a popular one,it is still fastbecausetheadditional inodefor thesmall index
file is likely to be in the locality of thedatafile. Note thatFigure9.8 shows cold cacheresults,whereasmostoperating
systemscacheattributesoncethey are retrieved. Our measured speedup of cachedvs. uncached attributesshows an
improvement factorof 12–21. Finally, in a typical workload,bulk datareadsandwritesarelikely to dominate any other
file systemoperation suchasGETATTR.

9.4.5 File Systemvs. User-Level Tool Results

Figure9.9showstheresultsof comparingGzipfsagainstgzip usingthefile-copy benchmark. ThereasonGzipfsis faster
thangzip is primarily dueto running in the kernelandreducing the number of context switchesandkernel/userdata
copies.

As expected, the speedup for all files up to one page size is aboutthe same,43.3–53.3%on average; that is
becausethesavingsin context switchesarealmostconstant.More interestingis whathappensfor files greaterthan4KB.
Thisdepends on two factors:thenumberof pagesthatarecopiedandthetypeof databeingcompressed.

TheDeflatecompressionalgorithm is dynamic; it will scanaheadandbackin the input datato try to compress
moreof it. Deflatewill stopcompressingif it thinksthat it cannot do better. We seethat for binaryandtext files, Gzipfs
is 3–4 timesfasterthangzip for large files; this speedup is significant becausethesetypesof datacompresswell and
thusmorepagesaremanipulatedat any given time by Deflate. For previously compresseddata,we seethat thesavings
is reduced to about double; that is becauseDeflaterealizesthat thesebits do not compresseasilyandit stopstrying to
compresssooner (fewer pagesarescannedforward). Interestingly, for theall-a file, thesavingsaverage only 12%. That
is becausetheDeflatealgorithm is quiteefficient with that typeof data: it doesnot needto scanthe input backward and
it continuesto scanforward for longer. However, theseforward-scanned pagesarelookedat few times,minimizing the
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Figure9.9: Comparing file copying into Gzipfs (kernel) and using gzip (user-level) for various file types and
sizes. Here, a 100% speedup implies twice as fast.

numberof datapagesthatgzip mustcopy betweentheuserandthekernel.Finally, theplotsin Figure9.9arenotsmooth
becausemostof the input datais not uniform andthusit takesDeflatea differentamount of effort to compressdifferent
bytessequences.

Oneadditional benchmarkof noteis thespacesavings for Gzipfsascomparedto theuserlevel gzip tool. The
Deflatealgorithm usedin bothworksbestwhenit is givenasmuchinput datato work with at once.GNU zip looks ahead
at 64KB of data,while Gzipfscurrently limits itself to 4KB (onepage). For this reason,gzip achieves on average better
compressionratios: aslittle as4% betterfor compressingpreviously compresseddata,to 56%for compressingtheall-a
file.

Wealsocomparedtheperformanceof Uuencodefsto theuserleveluuencode utility. Wefound theperformance
savingsto becomparableto thosewith Gzipfscomparedto gzip.
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9.4.6 Additional Tests

We measuredthe time it takesto recover an index file andfoundit to bestatisticallyindifferent from thecostof reading
thewholefile. This is expectedbecauseto recover theindex file wehave to decode thecompletedatafile.

Finally, wecheckedthein-kernelmemory consumption.As expected, thetotalnumberof pagescachedin thepage
cacheis thesumof theencoded anddecoded files’ sizes(in pages).This is becausein theworstcase,whenall pagesare
warmandin thecache,theoperating systemmaycacheall encoded anddecodedpages.For Copyfs, this meansdoubling
thenumberof pagescached; for Gzipfs,fewer pagesthandouble arecachedbecausetheencodedfile sizeis smallerthan
theoriginal file; for Uuencodefs,2.33 timesthenumber of originaldatapagesarecachedbecausethealgorithm increased
thedatasizebyone-third. In practice,wedid notfind thememoryconsumptionin stackingfile systemsonmodernsystems
to beonerous [86].
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Chapter 10

Conclusion

Themaincontribution of this work is theFiST languagewhichcandescribestackablefile systems.This is thefirst time a
high-level languagehasbeenusedto describestackablefile systems.Froma singleFiST descriptionwegeneratecodefor
differentplatforms. We achievedthis portability becauseFiST usesanAPI thatcombinescommon features from several
vnode interfaces.FiST savesits developersfrom dealingwith many kernel internals,andletsdevelopersconcentrateon
thecoreissuesof thefile systemthey aredeveloping. FiST reduces thelearning curve involvedin writing file systems,by
enabling non-expertsto write file systemsmoreeasily.

The mostsignificant savings FiST offers is in reduceddevelopmentandporting time. The average time it took
usto develop a stackablefile systemusingFiST wasabout seventimesfasterthanwhenwe wrotethecodeusingBasefs.
We showedhow FiST descriptions aremore concisethanhand-written C code: 5–8 timessmallerfor average stackable
file systems,andasmuchas33 timessmallerfor morecomplex ones.FiST generatesfile systemmodulesthatrun in the
kernel,thusbenefittingfrom increasedperformanceover user-level file servers. Theminimum overheadimposedby our
stackinginfrastructure is 1–2%. As shown in Section9.3,we have metour goal of meetingor exceeding theperformance
of otherstackablefile systems

FiST canbeportedto otherUnix platformsin 1–3weeks,assumingthedevelopershaveaccessto kernel sources.
Thebenefitsof FiST areincreasedeachtime it is portedto a new platform: existing file systemsdescribedwith FiST can
beusedon thenew platform without modification.

Theothercontributionsof this work include:

} Thecreationof stackingtemplatesfor differentplatforms,enabling for thefirst timefor stackablefile systemsto run
thesamewayonmultipleoperatingsystems.} Support for arbitrary size-changing file systemssuchas compressionandencryption—for both file systemsthat
enlargeor shrinkdatasizes.} Thecreationof a collectionof usefulfile systemcodethatcanbesharedbetweendifferent file systems.This code
defines a library of common functions for useby FiST developers.} Providing a setof usefulexample file systemsthatcanbeusedby futuredevelopersin various settings:academic,
research, andcommercial.} Achieving stackingfunctionality without formal support andwith no changesto anykernelcodefor eitherSolaris
or FreeBSD.} Contributing small amounts of codeto Linux that allow it to implement stackablefile systems. Our submitted
changeshave sincebeenintegratedinto theLinux kernelby its maintainers.As of theLinux kernelversion2.3.99-
pre6, nokernelchangesto Linux arerequired.
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10.1 Futur eWork

Our short-termgoalsincludetemplatework andFiST languagework. Theseareintendedto make thedevelopmentof all
typesof future file systemseasierthanit is nowadays,hopefully aseasyasuser-level software.

10.1.1 Templates

We plan to port our systemto Windows NT. NT hasa different file systeminterfacethanUnix’s vnode interface, but
includes all of thesameconcepts (aswe describedin Section2.1.8). NT’s I/O subsystemdefinesits file-systeminterface.
NT Filter Drivers areoptionalsoftwaremodulesthatcanbeinsertedabove or below existingfile systems[49]. Their task
is to intercept andpossiblyextendfile-systemfunctionality, onefile-systemoperation at a time. Filter drivers areableto
execute initialization andcompletion functionswhich arevery similar to our pre-callandpost-callcode.Therefore, it is
quitepossibleto emulatefile-systemstackingunderNT. We estimatethatporting Basefsto NT will take 2–3months,not
1–3weeksaswe predict for Unix ports.

VFS transactionsarean important additionto stackablefile systems(andfile systemsin general) becausethey
allow for graceful recovery from partialfailuresof multi-componentfile systems(suchaswith fan-out). Transactionscan
alsobeusedto provideadditional toolsto file systemdevelopers:journalling andlogging.

10.1.2 FiST Language

We areexploring layercollapsingin FiST: amethodto generateonefile systemthatmerges thefunctionality from several
FiST descriptions, thus saving the per-layer stackingoverheads. For example, an upper layer could call an operation
directly in a lower layerseveral layersbelow, if fistgendeterminesthat the intermediatelayersfor thatoperationsimply
passit through unchanged. Another possibility of saving per-layer overheads is to allow eachlayer to setup callback
functionsfor otherlayers,thusensuring thateachlayercallsotherlayersin thethemostdirectway.

Weareinvestigatingideasfor describing low-level media-basedfile systemsaswell asdistributedfile systems.To
producelow-level file systems,thelanguagewouldhavetodescribethemediatype,its physicalandgeometrical properties,
thelayoutof dataobjects,metadata,anddatastructuresonthemedia, andthealgorithmsto usedto manipulatethevarious
objects.To producedistributedfile systems,thelanguagewould have to includemechanismsto transferdataobjectsand
their attributesacrossa network to multiple hosts,aswell assynchronization, locking, andrecovery mechanismssuchas
thoseavailablein Coda[37, 48, 66].

10.1.3 Operating Systems

Ourlongertermplansareto takethefile-systemideascreatedin thisworkandapplythemtoothercomponentsof operating
systems.For example, networking layersexhibit similar levelsof modularity andinterfacing betweenmodules.While this
modularity andtheinterfacesarecommonacrossoperating systems,their implementationsvarygreatly[79].

In a similar fashion, device drivers have different in-kernel implementations,yet alsohave enough commonfea-
turesandimplementationsacrosssystems[76, 27]. Networkinganddevice driversappearidealcandidates for generaliza-
tion: thecreationof a high-level languageto describe their functionality, andusingimplementationmechanismssuchas
templatesandlibrariesof common functionsto offload theimplementationburdensfrom developers.

We envision theexplorationof generalization techniquesfor all othercomponentsof theoperating system.Even-
tually, we intendto unify thesetechniquesinto asinglesystemthatcanbeusedto rapidlyprototypenew operatingsystems
with all of theircomplexity. Suchasystemwill becomprisedof asmallkernelengine thatexportsmany APIs,a library of
many common functionsthatcanbeusedasneeded,andalanguageorsetof languagestodescribethegeneralfunctionality
of theoperating systemandits components.
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[80] E. Zadok,J. M. Anderson, I. Bădulescu,andJ. Nieh. Fast Indexing: Support for Size-Changing Algorithms in
StackableFile Systems.To appearin Proceedings of theAnnual USENIXTechnicalConference, June2001.
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Appendix A

FiST LanguageSpecification

In Chapter4 wedescribedthedesignof theFiST language,its majorcomponents,andmostof its syntax.There,weaimed
to explain thedesigndecisions of thelanguage. In this appendix we list thefull syntaxandwhateachfeatureis usedfor.
We donotexplainherewhy eachfeature exists.This appendix is intendedasa referencefor FiST users.

A.1 Input File

The FiST input file hasfour sections. Eachsectionis optional. If not specified,the meaning of eachsectionremains
unchangedfrom thebehavior of theBasefstemplates—anull layerstackablefile system.

C Declarations: Lists C code that is included verbatim in thegeneratedsources.This usuallyincludes C headers,CPP
macros,andforwardfunction definitions.Thissectionmustbeenclosedin a pairof % ~ and% � .

FiST Declarations: Includesdirectives that changethe overall behavior of the generatedfile system. FiST parsesand
expandsprimitives andfunctionsin this section.This sectionmustbeseparatedfrom thenext sectionby a%%.

FiST Rules: Definescodeactionsto executefor a given operationor setsof operations.FiST parsesandexpandsprimi-
tivesandfunctions in thissection.Thissectionmustbeseparatedfrom thenext sectionby a%%.

Additional C Code: Includes raw C code that is included almostverbatim. FiST also parsesandexpands primitives
andfunctions in this section. In this sectiondeveloperscaninsertraw C code that is written portably usingFiST
primitives. That way fistgencangenerateportablecode. Fistgen,however, doesnot validatethe C codethat is
written in this or any othersectionfor portability or correctness.This sectionmustbeseparatedfrom theprevious
sectionby a%%.

In thelast threesections,blanklinesaregenerally ignored. C stylecommentsarecopiedverbatim to theoutput.
C++ stylecomments areusedasFiST language comments:their text is ignored.

A.2 Primiti ves

FiSTprimitivesincludevariablesandtheirattributes.Thereareglobalread-only variables,globalfile-systemvariables,and
file-systemvariables local to eachfile systemoperation. Theseprimitivesmayappearanywherein thelast threesections
of theFiST inputfile.
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A.2.1 Global Read-OnlyVariables

Thesevariablesrepresent operating-systemstatethatcannot bechangedby theFiST developer, but maychange from call
to call. Suchvariablesbegin with a “%”:

%blocksize: nativedisk block size

%gid: effective group ID of callingprocess

%pagesize: nativepagesize

%pid: processID of callingprocess

%time: current time(seconds sinceepoch)

%uid: effectiveuserID of callingprocess

A.2.2 File-SystemVariablesand Their Attrib utes

File-systemvariablesarereferencesto awholefile systemandto its attributes.Thegeneralsyntaxfor sucha referenceis:

������������� �����������������
(A.1)

The context of file-systemvariables is the mounted file-systeminstancecurrently running. The valuesof these
variablesis not likely to change while thesamefile systemis mounted.

File-systemvariablesbegin with a$. Thereis currently only onesuchvariable: $vfs. Thevariable’s namemay
befollowedby acolonanda non-negative integer

�
thatdescribesthestackingbranchto referthisVFS objectto:

$vfs:0 refers to theVFS objectof this file systemandis synonymous to $vfs.

$vfs:1 refers to thefirst file systemon the lower level. If no fan-out is used,thenthis refers to theonly lower-level file
systemVFS object.

$vfs:2 refers to thesecondfile systemonthelower level, assuminga fan-out of 2 or more wasused.

$vfs:
�

refersto the
�

-th file systemonthelower level, assuminga fan-out of
�

or morewasused.

To refer to an attribute of a specificVFS object,append a dot andthe attribute nameto it. The list of allowed
attributesare:

bitsize: thebit-sizeof thefile system(32or 64)

blocksize: theblocksizeof thefile system

fstype: thenameof thefile systembeingdefined

user-defined: any otherpre-definedattributenameasspecifiedin SectionA.3.2.2

For example,$vfs:2.blocksize refersto theblocksizeof thesecondlowerbranchof astackablefile system
with a fan-out of two or more.
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A.2.3 File Variablesand Their Attrib utes

File variablesarereferencesto individualfiles andto theirattributes.Thegeneral syntaxfor suchareference is:

��������������� �����������������
(A.2)

Thecontext of file variablesis thefile-systemfunction currently executing. Thevaluesof thesevariableschange
from eachinvocation of even the samefunction on the samemountedfile system,sincefile objectscorrespond to user
processesmaking systemcallsfor differentfiles.

Eachfile-systemfunction hasa reference to at leastonefile. Somefunctions,however, refer to more thanone.
Therefore,thereareseveral possiblenamesfor thesefile references:

$this: refersto theprimary file object of thefunction. This is synonymous to $0

$dir: refers to thevnodeof thedirectory objectfor operations thatusea directory object. For example, the remove file
operationspecifiesafile to remove anda directory to remove thefile from.

$from: refersto thesource file in a rename operationthatrenamesa file from agivennameto another.

$to: refers to thetargetfile in a renameoperation thatrenamesa file from a given nameto another.

$fromdir: refersto the source directory in a rename operation that renamesa file within a given directory to another
directory.

$todir: refersto thetargetdirectory in arenameoperationthatrenamesafile within agiven directory to anotherdirectory.

File variables’ namesmaybefollowedby acolonandanon-negative integer
�

thatdescribesthestacking-branch
numberof this file object.

$this:0: refersto thefile objectof thisfile andis synonymous to $0 andto $this.

$dir:1: refersto thefirst lower-level directory. If no fan-out is used,thenthis refersto theonly lower-level directory.

$from:2: refers to thesourcefile in thesecondlower-level file system,for a rename operation,assuminga fan-out of 2 or
more wasused.

$todir:
�

: refersto thetarget directoryin a renameoperation, of the
�

-th lower-level file system,assuminga fan-out of�
or morewasused.

To refer to an attribute of a specificfile object,append a dot andthe attribute nameto it. The list of allowed
attributesis:

ext: file’s extension(stringcomponentafterthelastdot)

name: full nameof thefile

symlinkval: stringvalueof thetargetof asymboliclink, defaultsto NULL for non-symlinks

type: thetypeof file (directory, socket,block/characterdevice, symlink, etc.)

atime: accesstime,sameasfor thestat(2)systemcall

blocks: number of blocks,sameasfor thestat(2)systemcall

ctime: creation(or lastchmod) time,sameasfor thestat(2)systemcall

group: group owner, sameasfor thestat(2)systemcall

mode: file accessmodebits,sameasfor thestat(2)systemcall
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mtime: lastmodification time,sameasfor thestat(2)systemcall

nlink: numberof links, sameasfor thestat(2)systemcall

size: file sizein bytes,sameasfor thestat(2)systemcall

owner: userwhoownsthefile, sameasfor thestat(2)systemcall

user-defined: any otherpre-definedattributenameasspecifiedin SectionA.3.2.3

For example,$1.name refersto thenameof thefirst lowerfile of astackablefile systemwith a fan-outof oneor
more.

A.3 FiST Declarations

FiST declarationsaffect theoverall behavior of theproducedcode. A declarationhasat leastoneword andends with a
semi-colon. Thewordsof declarationswith multiplewordsareseparatedby whitespace.

Unlessspecifiedotherwise,FiST declarations mayonly appearonce.

A.3.1 Simple Declarations

Thefollowing declarations aresimplein thatthey pick a valueoutof two or more allowedvalues.

accessmode(readonly|writeonly|readwrit e): definesif thefile systemis read-only, write-only, or both(thedefault). A
read-only file system,for example, will automatically turn off support for all file-systemstate-changing operations
suchasmkdir andunlink.

debug (on|off): turnon/off debugging(off by default). If on,debugging support is compiledin andthelevel of debugging
canbesetbetween1 and18by theuser-level tool fist ioctl. For example,running fist ioctl 18 turns on
themostverbosedebugginglevel. Debugging output is printedby thekernelon theconsole.

filter (data|name|sca): Turnonfilter support for fix-sizeddatapages(data), for file names(name), or for size-changing
algorithms(sca).All threefilters maybedefined, but nomorethanoneperline.

Turning on thedataor SCA filters requiresthedeveloperto write two functions in theAdditional C Codesection:

1. encodedata(inpage,inlen, outpage, outlen): a function to encode a datapage. Thefunction takesaninput
pageandinput length,andmustfill in theoutput pageandtheoutput lengthintegerwith thenumber of bytes
encoded. Thefunction mustreturn an integer status/errorcode:a 0 indicatessuccessanda negative number
indicatestheerrornumber (complieswith standarderrnovalueslistedin /usr/include/sys/errno.h).

2. decodedata(inpage,inlen, outpage, outlen): a function to decode a datapage,otherwisebehaves thesame
asencode data.

Turning on thenamefilter requiresthedeveloperto write two functionsin theAdditional C Codesection:

1. encodename(inname,inlen, outname, outlen): a function to encodea file name. The function takes an
input nameandinput length,andmustfill in theoutputnameandtheoutput lengthinteger with thenumber
of bytesencoded. Thefunction mustalsoallocatetheoutput namestringusingfistMalloc (describedbelow).
Thefunction mustreturnanintegerstatus/errorcode:a0 indicatessuccessandanegativenumber indicatesthe
errornumber (complieswith standarderrnovalueslistedin /usr/include/sys/errno.h).

2. decodename(inname,inlen, outname,outlen): a function to decodeafile name,otherwisebehavesthesame
asencode name.
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mntstyle (regular|overlay): definesthe file system’s mountstyle. Regular (the default) leavesthe mounted directory
exposedandavailablefor directaccess.Overlaymounts hidethemounteddirectory with themount point.

errorcode �¡ £¢ : definesa new errorcode. This declarationmaybeusedmultiple timesto defineadditional errorcodes.
Error codenamesmustnotconflictwith system-definedor previouslydefinederrorcodes. Newly definederrorcodes
maybeusedanywherein thelasttwo sectionsof theFiST input file.

fsname �¤ £¢ : setthenameof thefile systembeingdefined. If notspecified,it defaults to thenameof theFiST inputfile
name.

mntflag �¡ £¢ : definesadditional mount(2) flagsto allow userprocessesmounting this file systemto passto thekernel.
This declaration maybeusedmultiple timesto defineadditional mount flags. Mount flag namesmustnot conflict
with system-definedor previously defined ones.Newly definedmount flagsmaybeusedanywhere in the last two
sectionsof theFiST input file.

fanout
�

: definethefan-out level of thefile system.Defaultsto 1 (nofan-out).

fanin (yes|no): allow (“yes”) or disallow fan-in (allowedby default). If fan-in is disallowed, thefile systemwill overlay
itself on topof themounteddirectory, thushidingthedirectory mountedon.

A.3.2 ComplexDeclarations

Complex FiST declarations arethosethattake a BasicDataType(BDT) asanargument.A BDT is a C datastructurethat
includesonly simpledatatypesin eachfield of thedatastructure:notpointers,typedefs, or otherstructures.Allowedtypes
includeshorts,integers, longs,floats,doubles,characters,signedandunsignedvalues,andfixedsizearraysthereof.

A BDT is therefore a unique list of C type andvariabledeclarations, delimitedby semicolons, and enclosed
entirelyby a pairof curly braces.For example:

{

int cipher;
char key[16];

}

A.3.2.1 Additional Mount Data

Additional mount datamay be passedfrom a user-level processperforming a mount(2). This datais passedonly once
during the mount. Typical usesfor this include dataandflags that dynamically affect the overall behavior of the file
system.

This declaration maybedefinedonly once.Thesyntaxfor definingadditional mount datais asfollows:

¥§¦�¨�©�ª�¨�ª¬«®°¯ (A.3)

For example:

mntdata {
int zip_level;

time_t expire;

};
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A.3.2.2 NewFile-SystemAttrib utes

Youmaydefineadditional attributesfor file-systemobjectsasexplainedin SectionA.2.2. Thefieldsof theBDT automat-
ically becomenew attributenames.New attributenamesmaynotconflictwith existingones.

This declaration maybedefinedonly once.
Thesyntaxfor definingadditional file-systemattributesis asfollows:

±³²�´ ����� «µ°¯ (A.4)

For example, if youdefine:

pervfs {

int max_vers;
char extension[4];

};

thenyoucanreferto anew VFS attribute$vfs.max vers anywherein thelasttwo sectionsof theFiST inputfile.

A.3.2.3 NewFile Attrib utes

You maydefineadditional attributesfor file objectsasexplained in SectionA.2.3. Thefields of the BDT automatically
become new attributenames.New attributenames maynotconflictwith existingones.

This declaration maybedefinedonly once.
Thesyntaxfor definingadditional file attributesis asfollows:

±³²�´ � ¦³¶�©�²·«µ°¯ (A.5)

For example, if youdefine:

pervnode {

int cipher;
char key[128];

};

thenyoucanreferto a new file attribute$0.key (say, 1024-bit per-file encryptionkey) anywherein thelasttwo sections
of theFiST inputfile.

A.3.2.4 PersistentAttrib utes

Thepervfs andpervnode declarations above definevolatile attributes: their valuesremainin memoryuntil the file
systemis unmounted. If youwish to storeattributesor any otherdatapersistently, usethefile formatdeclaration.

The declaration definesa datastructurethat canbe formattedon top of a file: the bits of the datastructureare
serializedontoafile. Thisdeclaration is usedin conjunctionwith two FiST functions: fistSetFileDataandfistGetFileData,
describedbelow in SectionA.4.2.

Thesyntaxfor definingadditional file formatsis asfollows:

��¸�¹ ² � ¶�´º¥�ª�¨ � �¤»½¼ «µ°¯ (A.6)

Here,
� �¾»½¼ is a unique namefor thefile format, followedby a «®°¯ . You maydefinemultiple file formats,

but eachmusthaveauniquename.
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A.3.2.5 NewI/O Controls

This declarationdefinesa new I/O control—ioctl, andanoptionaldatastructure thatcanbeusedwith thatdatastructure.
This declaration is usedin conjunction with two FiST functions:fistSetIoctlDataandfistGetIoctlData,describedbelow in
SectionA.4.3.

Thesyntaxfor definingadditional ioctls is asfollows:

¸ ¶³¿À¨ ¹�ÁÂ��ÃÄ� ´§¶Å¥³Æ � ²�´ÈÇ ¨§¶�Æ � ²�´�Ç É³¶�¨�ÊÈÇ ¦³¶À¦³²ÌËÎÍ � �¾»½¼ «µ°¯ (A.7)

Theioctl declaration maybeoptionally followedby a colonandoneof four values:

fr omuser: theioctl canonly copy datafrom a userprocessto thekernel

touser: theioctl canonly copy datafrom thekernelto a userprocess

both: theioctl canexchangedatabetweenthekernel anda userprocessbidirectionally (default)

none: theioctl exchangesnodata

In thedefinition,
� �¤»½¼ is auniquenamefor theioctl, followedby a «®°¯ . Youmaydefinemultiple ioctls,but

eachmusthaveaunique name.

A.3.3 Makefile Support

Thesedeclarationshelpfistgento producetheproperMakefile for compiling thenew file system.

mod src ÏÑÐ�ÒÓ¼ ...: declaresa list of additional files thatmustbecompiled andlinkedwith theloadablekernel modules
for thisfile system.Thisis usefulfor example to list theC sourcesfor your cipher of choice,if defininganencryption
file system.

mod hdr ÏÑÐ�ÒÓ¼ ...: declaresa list of additionalfiles thatthekernelmodulemustdependonwhencompiling theloadable
kernel module for this file system.This is usefulfor example to list theC headers for your compressionalgorithm
of choice,if defininga compressionfile system.

user src ÏÑÐ�ÒÔ¼ ...: declaresa list of additional files, eachof which representsa stand-alone user-level program. These
programsget compiledin addition to the file-systemkernel-loadablemodule. This declaration canbe usedto list
additional utilities thatdeveloperswrite. For example, our compressionfile systemusesthis to definea utility that
canrecoveranindex file from acompresseddatafile (seeSection6.3.2.2).

add mk ÏÑÐ�ÒÓ¼ ...: definesthenamesof filesdefiningadditionalcustomMakefilerulesthatthedeveloperwantsto include
in themasterMakefile usedto build thefile system.This canbeusedasa flexible extensionmechanismto addany
arbitraryMakefile rulesto process.

A.4 FiST Functions

FiST functionsarefunctionslike otherC functions: they have a name,take a number of arguments,mayreturnonevalue
back,maybenested,andtheir returnvaluesmaybeassignedto othervariables.

FiST functions maybecalledanywherein thelasttwo sectionsof theFiST input file.
FiST functions areveryeasyto addto theFiST language,andthey form a collectionlibrary of commonauxiliary

file operations.Recallalsothatdevelopersmaywrite andreferto any regular C functions in theAdditional C Sectionof
theFiST inputfile.



102 APPENDIXA. FIST LANGUAGE SPECIFICATION

A.4.1 BasicFunctions

Thesefunctionsaresimple.Theirargumentsaresimilar to otheruser-level (C library) functions. They areFiST functions
becausetheir usageon different operating systemsis different and doesnot matchthe sameusageas their user-level
equivalents.

fistMemCpy: copiesonebuffer to another, sameasmemcpy(3).

fistMalloc: allocateskernel memory, sameasmalloc(3).

fistFree: freeskernelmemory, sameasfree(3).

fistStrEq: comparestwo strings.Returns1 (TRUE) if thestringsareequal,and0 otherwise.

fistStrAdd( Õ , Ö ): appends string Ö to string Õ , sameasstrcat(3).

fistPrintf: print a formattedstring,sameasprintf(3).

fistSetErr( × ): setthecurrenterrorstatusto × . If notchanged,thaterroris returnedbackfrom thefile-systemfunction to
its caller.

fistLastErr: this function returns the last error thatwasexplicitly setby fistSetError occurredasa resultof calling the
lower level file systemor any otherfunctionthatmayhave failed. If the last suchactiondid not fail, this function
returns0.

fistReturnErr( × ): immediatelyreturnsfrom this function with theerror code× . If × is omitted,returnsthelasterror(or
0 if therewasnone).

A.4.2 File Format Functions

Thetwo functions usedin conjunctionwith thefileformat declaration(described in SectionA.3.2.4) are:

Ø�Ù�ÚÀÛ�ÜÌÝ�ÛÌÞßÙºà�Ý�á§â�Û�â Ã ÏÑÐ�ÒÓ×äãåÏ�æèç¡é�Õ¾æ½×°ãåÏÑÐ�×�ÒÔê�ãåÐ�é Ë (A.8)

and Ø�Ù�Ú�Û�ë�Ý�ÛÌÞ�Ù�à�Ý�á§â�Û§â Ã ÏÑÐ�ÒÓ×°ãìÏ�æèç¡é�Õ¤æ½×äãåÏÑÐ�×�ÒÓê�ã�í�î¾ç Ë (A.9)

Forboth, ÏÑÐ�ÒÓ× is anameor referencetoafile, Ï�æèç¡é�Õ¾æ½× is thenameof aformatdeclaredin fileformat,
and ÏÑÐ�×®ÒÓê is a nameof a field in theBDT of thefileformat.

The fistSetFileDatafunction readsa variable’s value from Ð�é , and writes it to a file ÏÑÐ�ÒÓ× formattedwith
Ï�æèç¡é�Õ¾æ½× . It writes it to the field named ÏÑÐ�×�ÒÓê of that file. The fistGetFileDatafunction readsa field from a
givenfile formattedwith agivenfile format,andstoresthatvalueinto thevariablespecifiedin í�î¾ç . Bothfunctionsreturn
0 if successful,andanerrorcodeotherwise.

Both Ð�é and í�î¾ç aretypically pointersto otherobjects.Seeanexample usingthis in Section4.2.

A.4.3 Ioctl Functions

Thetwo functions usedin conjunctionwith theioctl declaration(described in SectionA.3.2.5) are:

Ø�Ù�ÚÀÛ§Ü�Ý�Ûßïºð ¿ Û³à�á§â�Û�â Ã ÐÌíÑñ¾ç¡ÒòãìÏÑÐ�×®ÒÓê�ãìÐ�é Ë (A.10)

and Ø�Ù�Ú�Û�ë�Ý�ÛßïÀð ¿ Û³à�á�â�Û§â Ã ÐÌíÑñ¾ç¡ÒòãìÏÑÐ�×�ÒÔê�ãìí�î£ç Ë (A.11)
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For both, ÐÌíÑñ¾ç¡Ò is thenameof anIoctl asdefinedby theioctl declaration, and ÏÑÐ�×®ÒÓê is a nameof a field
in theBDT of theioctl.

ThefistSetIoctlDatafunctionreadsa variable’s value from Ð�é , andwrites it out to the ÏÑÐ�×�ÒÓê of the Ð�íÑñ¾ç¡Ò .
ThefistGetIoctlDatareadsa valuefrom a field of anioctl andstoresit in a variable namedin í�î£ç . Both functionsreturn
0 if successful,andanerrorcodeotherwise.

Seeanexample usingthis in Appendix B.1.

A.4.4 File-System–StackingFunctions

Thesefunctions mirror many vnode andsystem-callfunctions,allowing FiST developersto write codethat calls other
basicfile-systemfunctions suchascreatingnew files,deletingthem,listing directorycontents,andmore.

fistLookup( êäÐ�ó , é�Õ¾æ½× , í�î¾ç , îÑôõ×�ó , öÑó£í�îÑ÷ ): looksupafile in adirectory êäÐ�ó , usingthecredentialsof î�ôø×�ó
and öÑó£í�îÑ÷ , andplacestheresultingnew file/vnodereferencein í�î¾ç . If not specified,êäÐ�ó defaultsto $dir,
í�î¾ç defaults to $1, and îÑôø×�ó and öÑóÑí�î£÷ default to thecredentialsof thecurrently executing process.When
argumentsat theendof a functionareomitted, theirdelimitingcommascanalsobeomitted.Whenargumentsnotat
theendof a function areomitted, theirdelimitingcommasmustremain.

fistReaddir( êäÐ�ó , é , í�î¾ç , ÏÑÒÔÕ¡ö�ô ): readsé namesfrom a directory êäÐ�ó andstoresthemin í�î¾ç . If ÏÑÒÓÕ¤ö�ô
includesNODUPS, will automaticallyignore file namesthat have beenseenalreadyin the context of this vnode
function.

fistSkipName(éùÕ¤æ½× ): do not list thefile nameéùÕ¤æ½× in thecontext of this function. Only applicablewhenwe are
in thereaddir vnode function.

fistRename(Õ , Ö ): rename file Õ to file Ö . This is oneof severalfunctionsthatusethesameargumentsastheir system-
call counterparts:unlink, mkdir, rmdir, etc.

fistCopyFile(Õ , Ö ): copiesfile Õ to file Ö . Both files may be referenced by their nameor by a vnode reference as
describedin SectionA.2.3.

fistOp(...): calls thesamevnodefunction thatwe areexecuting. Argumentsmaybereplaceddepending on the function
beingcalled.This is a way to makea simplestackingcall to a lower-level file system.

A.5 FiST Rules

The third sectionof the FiST input file specifiesany number of rules: codeactionsthat canexecute for any number or
portionsof file systemfunctions.Theformatfor a rule is:

úµûýüÌþÄþ ÿ �������	�
���������� ü�� ��� û ������� (A.12)

The codeportion enclosedin bracesis the actionthat getsexecutedfor a given file-systemfunction. The first
parts—callset,optype,andpart—define to which functionsor portionsthereof to applythecode.

A.5.1 Call Sets

Thecall setsof aFiST rule (callset)picksoneor morefile systemfunctions basedon theiroverall operation:

op: pick asingleoperation asdefinedin optype

ops: selectall operations
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readops: selectall operationsthatdonotchange stateondisk

writeops: selectsall operationsthatdochange stateondisk

A.5.2 Operation Types

Theoperation typefield (optype) further refinestheselectionof functions to onefunction or a setof thembasedon the
typeof datathey manipulate:

all: all functions

data: all functionsthatmanipulatedatapages(read,write, getpage,putpage,etc.)

name: all functionsthatmanipulatefile names(open, lookup,rmdir, unlink, rename,readdir, etc.)

single: any singleoperation outof thefollowing: create,getattr, l/statlink, lookup, mkdir, read,readdir, readlink, rename,
rmdir, setattr, statfs,symlink,unlink, andwrite.

A.5.3 Call Part

Thecall partmakesthefinal refinement of whereto placethecode:

precall: insertthecode before calling thelower-level stackablefile-systemoperation (asdepictedin Figure 4.2.

call: replacetheactualcall to thelower-level file systemwith this code.

postcall: insertthecodeaftercalling thelower-level stackablefile-systemoperation.

ioctl: applythecodeastheresultof calling thespecificioctl asdescribedin SectionA.3.2.5.
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ExtendedCodeSamples

In this appendix we includethefull FiST or C codefor examplesdepictedin this dissertation.Thefull codegiven hereis
for reference.Additional codeis availablefrom http://www.cs.columbia.edu/˜ezk/research/fist/.

B.1 FiST Codefor Cryptfs

The following is the full FiST codefor Cryptfs, describedin Section8.1. We do not includethe generic codefor the
Blowfish cipherbecausewe have usedthoseverbatim. TheFiST file instructsfistgento compile andlink in theblowfish
sourcesusingthedeclarationsmod src andmod hdr.

%{

extern unsigned char global_iv[8];

#include <blowfish.h>
%}

debug on;
filter data;

filter name;

mod_src bf_cfb64.c bf_enc.c bf_skey.c;
mod_hdr bf_locl.h bf_pi.h blowfish.h;

user_src fist_setkey.c fist_getiv.c;

ioctl:fromuser SETKEY {
char ukey[16];

};

ioctl:touser GETIV {
char outiv[8];

};
pervfs {

BF_KEY key;

};
%%

%op:ioctl:SETKEY {
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char temp_buf[16];

if (fistGetIoctlData(SETKEY, ukey, temp_buf) < 0)
fistSetErr(EFAULT);

else
BF_set_key(&$vfs.key, 16, temp_buf);

}

%op:ioctl:GETIV {
if (fistSetIoctlData(GETIV, outiv, global_iv) < 0)

fistSetErr(EFAULT);
}

%%

unsigned char global_iv[8] = {

0xfe,0xdc,0xba,0x98,0x76,0x54,0x32,0x10
};

int

cryptfs_encode_block(const char *from, char *to, int len,
const vnode_t *this_vnode, const vfs_t *this_vfs)

{
int n = 0; /* internal blowfish variables */

unsigned char iv[8];

fistMemCpy(iv, global_iv, 8);

BF_cfb64_encrypt((char *)from, to, %pagesize,
&($vfs.key), iv, &n,

BF_ENCRYPT);

return %pagesize;
}

int

cryptfs_decode_block(const char *from, char *to, int len,
const vnode_t *this_vnode, const vfs_t *this_vfs)

{
int n = 0; /* internal blowfish variables */

unsigned char iv[8];

fistMemCpy(iv, global_iv, 8);

BF_cfb64_encrypt((char *) from, to, %pagesize,
&($vfs.key), iv, &n,

BF_DECRYPT);
return %pagesize;
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}

int

cryptfs_encode_filename(const char *name,
int length,

char **encoded_name,

int skip_dots,
const vnode_t *this_vnode,

const vfs_t *this_vfs)
{

char *crypted_name;

const char *ptr;
int rounded_length, encoded_length, n, i, j;

unsigned char iv[8];
short csum;

void *key = &($vfs.key);

fist_dprint(8, "ENCODEFILENAME: cleartext filename \"%s\"\n", name);

if ((skip_dots && (name[0] == ’.’ &&

(length == 1 ||
(name[1] == ’.’ && length == 2))))) {

encoded_length = length + 1;

*encoded_name = fistMalloc(encoded_length);
fistMemCpy(*encoded_name, name, length);

(*encoded_name)[length] = ’\0’;
goto out;

}

for (csum = 0, i = 0, ptr = name; i < length; ptr++, i++)
csum += *ptr;

/*
* rounded_length is an multiple of 3 rounded-up length

* the encode algorithm processes 3 source bytes at a time

* so we have to make sure we don’t read past the memory
* we have allocated

*
* it uses length + 3 to provide 2 bytes for the checksum

* and one byte for the length
*/

rounded_length = (((length + 3) + 2) / 3) * 3;

crypted_name = fistMalloc(rounded_length);

fistMemCpy(iv, global_iv, 8);
n = 0;
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*(short *) crypted_name = csum;

crypted_name[2] = length;

BF_cfb64_encrypt((char *) name, crypted_name + 3,
length, (BF_KEY *) key, iv, &n,

BF_ENCRYPT);
/*

* clear the last few unused bytes

* so that we get consistent results from encode
*/

for (i = length + 3; i < rounded_length; i++)
crypted_name[i] = 0;

encoded_length = (((length + 3) + 2) / 3) * 4 + 1;
*encoded_name = fistMalloc(encoded_length);

for (i = 0, j = 0; i < rounded_length; i += 3, j += 4) {

(*encoded_name)[j] = 48 + ((crypted_name[i] >> 2) & 63);
(*encoded_name)[j + 1] = 48 + (((crypted_name[i] << 4) & 48) |

((crypted_name[i + 1] >> 4) & 15));

(*encoded_name)[j + 2] = 48 + (((crypted_name[i + 1] << 2) & 60) |
((crypted_name[i + 2] >> 6) & 3));

(*encoded_name)[j + 3] = 48 + (crypted_name[i + 2] & 63);
}

(*encoded_name)[j] = ’\0’;

fistFree(crypted_name, rounded_length);

out:
fist_dprint(8, "ENCODEFILENAME: encoded filename \"%s\"\n", *encoded_name);

return encoded_length;

}

int

cryptfs_decode_filename(const char *name,

int length,
char **decrypted_name,

int skip_dots,
const vnode_t *this_vnode,

const vfs_t *this_vfs)
{

int n, i, j, saved_length, saved_csum, csum;

int uudecoded_length, error = 0;
unsigned char iv[8];

char *uudecoded_name;
void *key = &($vfs.key);
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if ((skip_dots && (name[0] == ’.’ &&

(length == 1 ||
(name[1] == ’.’ && length == 2))))) {

*decrypted_name = fistMalloc(length);
for (i = 0; i < length; i++)

(*decrypted_name)[i] = name[i];

error = length;
goto out;

}
if (key == NULL) {

error = -EACCES;

goto out;
}

uudecoded_length = ((length + 3) / 4) * 3;
uudecoded_name = fistMalloc(uudecoded_length);

for (i = 0, j = 0; i < length; i += 4, j += 3) {

uudecoded_name[j] = ((name[i] - 48) <<2) | ((name[i + 1] - 48) >>4);

uudecoded_name[j + 1] = (((name[i + 1] - 48) <<4) & 240) |
((name[i + 2] - 48) >>2);

uudecoded_name[j + 2] = (((name[i + 2] - 48) <<6) & 192) |
((name[i + 3] - 48) &63);

}

saved_csum = *(short *) uudecoded_name;
saved_length = uudecoded_name[2];

if (saved_length > uudecoded_length) {
fist_dprint(7, "Problems with the length - too big: %d", saved_length);

error = -EACCES;

goto out_free;
}

*decrypted_name = (char *) fistMalloc(saved_length);
fistMemCpy(iv, global_iv, 8);

n = 0;

BF_cfb64_encrypt(uudecoded_name + 3, *decrypted_name,
saved_length, (BF_KEY *) key, iv, &n,

BF_DECRYPT);
for (csum = 0, i = 0; i < saved_length; i++)

csum += (*decrypted_name)[i];
if (csum != saved_csum) {

fist_dprint(7, "Checksum error\n");

fistFree(*decrypted_name, saved_length);
error = -EACCES;

goto out_free;
}
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error = saved_length;

out_free:

fistFree(uudecoded_name, uudecoded_length);
out:

return error;
}

B.2 FiST Codefor Gzipfs

Evenacomplex stackablefile systemsuchasGzipfs,describedin Section8.6, involvesmostlyusingthecorrectcallsfrom
thezlib compressionlibrary [20, 24]. Sincewehaveusedzlib unchanged,we arenot including thecodefor it here.

%{

#define MY_ZCALLOC /* Define our own alloc/free functions */
#define GZIPFS_DEFLATE_LEVEL 9

#include "zlib.h"

#include "fist.h"
%}

debug on;

filter sca;
filter data;

mod_src inflate.c zutil.c infblock.c deflate.c trees.c infutil.c inftrees.c \
infcodes.c adler32.c inffast.c;

mod_hdr zutil.h infblock.h deflate.h zlib.h zconf.h trees.h infutil.h \

inftrees.h infcodes.h inffast.h inffixed.h;

add_mk gzipfs.mk;

%%

%%

void *zcalloc (void *opaque, unsigned items, unsigned size)

{
void *out;

int cnt = size * items;

print_entry_location();

out = (void *)fistMalloc(cnt);
print_exit_pointer(out);

return(out);

}

void zcfree (void *opaque, void *ptr)
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{

print_entry_location();

kfree(ptr);
print_exit_location();

}

int

gzipfs_encode_buffers(char *hidden_pages_data, /* A PAGE_SIZE buffer
(already allocated)

passed to us to fill in
*/

char *page_data, /* The data we are to encode */

int *need_to_call, /* Call us again? */
unsigned to, /* how far into page_data to encode */

inode_t *inode, /* The inode in question */
vfs_t *vfs, /* vfs_t, unused */

void **opaque) /* Opaque data */
/* encodes the data in page_data into hidden_pages_data. Returns

-errno for error, and the size of hidden_pages_data for success */

{
z_stream *zptr;

int rc, err;

print_entry_location();

if (*opaque != NULL) {

zptr = (z_stream *) *opaque;
zptr->next_out = hidden_pages_data;

zptr->avail_out = PAGE_CACHE_SIZE;

zptr->total_out = 0;
} else {

zptr = kmalloc(sizeof(z_stream), GFP_KERNEL);
if (zptr == NULL) {

err = -ENOMEM;

goto out;
}

zptr->zalloc = (alloc_func)0; /* Custom memory allocator called with
opaque */

zptr->zfree = (free_func)0; /* Custom memory free-er called with
opaque as an argument */

zptr->opaque = (voidpf)0; /* Opaque argument to zalloc/zfree */

zptr->next_in = page_data; /* + *(from);*/

zptr->avail_in = to; /* to - *(from) */
zptr->next_out = hidden_pages_data;
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zptr->avail_out = PAGE_CACHE_SIZE;

/*
* First arg is a stream object

* Second arg is compression level (0-9)
*/

rc = deflateInit(zptr, GZIPFS_DEFLATE_LEVEL);

if (rc != Z_OK ) {
printk("inflateInit error %d: Abort\n",rc);

/* This is bad. Lack of memory is the usual cause */
err = -ENOMEM;

goto out;

}

while ((zptr->avail_out > 0) &&
(zptr->avail_in > 0)) { /* While we’re not finished */

rc = deflate(zptr, Z_FULL_FLUSH); /* Do a deflate */
if ((rc != Z_OK) && (rc != Z_STREAM_END)) {

printk("Compression error! rc=%d\n",rc);

err = -EIO;
goto out;

}
}

}

rc = deflate(zptr, Z_FINISH);

if (rc == Z_STREAM_END) {

deflateEnd(zptr);

kfree(zptr);
*need_to_call = 0;

} else if (rc == Z_BUF_ERROR || rc == Z_OK) {
*opaque = zptr;

} else

printk("encode_buffers error: rc=%d\n", rc);

err = zptr->total_out; /* Return encoded bytes */

out:
print_exit_status(err);

return(err);

}

int
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gzipfs_decode_buffers(int num_hidden_pages, /* The number of pages in

hidden_pages_data */

char **hidden_pages_data, /* An array of pages
containing encoded

data */
char *page_data, /* A pre-allocated PAGE_SIZE

buffer to write the decoded

data to */
vnode_t *vnode, /* The vnode of the file in

question, unused */
vfs_t *vfs, /* vfs_t, unused */

void *opaque) /* opaque data filled in by

wrapfs_Sca_count_pages,
containing an int, the

starting offset within the
first page of hidden_pages_data

of the encoded page we want
*/

/* Returns -errno for error, or the number of bytes decoded on success

(Should usually return PAGE_SIZE bytes) */
{

z_stream stream; /* Decompression stream obj */
int i, offset, rc;

int err = 0;

print_entry_location();

stream.zalloc = (alloc_func)0; /* Custom memory allocator called with

stream.opaque */

stream.zfree = (free_func)0; /* Custom memory free-er called with
stream.opaque as an argument */

stream.opaque = (voidpf)0; /* Opaque argument to zalloc/zfree */

offset = (int)opaque; /* This is filled in with the starting

offset in wrapfs_count_hidden_pages */

stream.next_in = hidden_pages_data[0] + offset; /* start offset bytes
into page 0. */

stream.avail_in = PAGE_CACHE_SIZE - offset;
stream.next_out = page_data; /* Set the output buffer to what we were

passed */

stream.avail_out = PAGE_CACHE_SIZE;

fist_dprint(6, "next_in = 0x%x\n", stream.next_in);
fist_dprint(6, "avail_in = 0x%x\n", stream.avail_in);
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fist_dprint(6, "next_out = 0x%x\n", stream.next_out);

fist_dprint(6, "avail_out = 0x%x\n", stream.avail_out);

rc = inflateInit(&stream); /* Initialize the decompression stream */

if (rc != Z_OK) {
printk("inflateInit error %d: Abort\n",rc);

/* This is bad. Lack of memory is the usual cause */

err = -ENOMEM;
goto out;

}

fist_dprint(8, "Page 0: %02x%02x%02x%02x\n",

(u8)hidden_pages_data[0][0],
(u8)hidden_pages_data[0][1],

(u8)hidden_pages_data[0][2],
(u8)hidden_pages_data[0][3]);

rc = inflate(&stream, Z_NO_FLUSH); /* Inflate some data */

/* If there was more than one page in hidden_pages_data, we go here */

for (i = 1; i < num_hidden_pages; i++) { /* Step over each encoded page */
fist_dprint(6, "Crossed a page boundary (%d)\n", rc);

fist_dprint(8, "Page %d: %02x%02x%02x%02x\n", i,
(u8)hidden_pages_data[i][0],

(u8)hidden_pages_data[i][1],

(u8)hidden_pages_data[i][2],
(u8)hidden_pages_data[i][3]);

if (rc == Z_STREAM_END) { /* We’ve finished early? Bug? */
printk("gzipfs: Premature end of compressed data!\n");

err = stream.total_out;

goto out;
} else if (rc == Z_OK) { /* Normal case, successful inflation,

need more input data */
stream.next_in = hidden_pages_data[i];

stream.avail_in = PAGE_CACHE_SIZE; /* This is a lie for the last

page, but zlib is smart
enough to figure it out. */

fist_dprint(6, "***next_in = 0x%x\n", stream.next_in);

fist_dprint(6, "***avail_in = 0x%x\n", stream.avail_in);
fist_dprint(6, "***next_out = 0x%x\n", stream.next_out);

fist_dprint(6, "***avail_out = 0x%x\n", stream.avail_out);

rc = inflate(&stream, Z_FULL_FLUSH); /* Inflate some data */

/* If, after this inflate, there is no space left, and
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we are not finished, bomb out */

if (rc == Z_BUF_ERROR) {

printk("Data contains more than %ld bytes\n",stream.total_out);
printk("%ld written out, %d left to decode %ld decoded(%d)\n",

stream.total_out, stream.avail_in,stream.total_in,rc);
err = -EIO;

goto out;

}
} else { /* Error condition! */

printk("zlib error %d\n", rc);
err = -EIO;

goto out;

}
}

err = stream.total_out; /* Return the number of bytes we decoded */

/* We finished out input data without getting an end-of-stream */
if (rc != Z_STREAM_END && stream.avail_in > 0)

printk("Finished loop without reaching end of chunk(%d)\n",rc);

out:

inflateEnd(&stream); /* Close the stream object */

print_exit_status(err);

return(err);
}

/*

* Local variables:

* c-basic-offset: 4
* End:

*/

B.3 FiST Codefor UUencodefs

Below we includethefull FiST codeto UUencodefs,whichwe described in Section8.5.

%{
#include "fist.h"

%}
debug off;

filter sca;

filter data;
add_mk uuencodefs.mk;

%%
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%%

int

uuencodefs_encode_buffers(char *hidden_pages_data, /* A PAGE_SIZE buffer
(already allocated)

passed to us to fill in

*/
char *page_data, /* The data we are to encode */

int *need_to_call, /* Call us again? */
unsigned to, /* from + no. bytes to write */

inode_t *inode, /* The inode in question */

vfs_t *vfs, /* vfs_t ??? unused */
void **opaque) /* Opaque data */

/* encodes the data in page_data into hidden_pages_data. Returns
-errno for error, and the size of hidden_pages_data for success */

{
int in_bytes_left;

int out_bytes_left = PAGE_CACHE_SIZE;

int startpt;
unsigned char A, B, C;

int bytes_written = 0;

print_entry_location();

startpt = (int)*opaque;

in_bytes_left = to - startpt;

while ((in_bytes_left > 0) && (out_bytes_left >= 4)) {

ASSERT(startpt < PAGE_CACHE_SIZE);

A = page_data[startpt];

switch(in_bytes_left) {

case 1:
B = 0;

C = 0;
in_bytes_left--;

startpt += 1;
break;

case 2:

B = page_data[startpt + 1];
C = 0;

startpt += 2;
in_bytes_left -= 2;
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break;

default:

B = page_data[startpt + 1];
C = page_data[startpt + 2];

startpt += 3;
in_bytes_left -= 3;

break;

}

hidden_pages_data[bytes_written] = 0x20 + (( A >> 2 ) & 0x3F);
out_bytes_left--; bytes_written++;

ASSERT(bytes_written < PAGE_CACHE_SIZE);

hidden_pages_data[bytes_written] = 0x20 +
((( A << 4 ) | ((B >> 4) & 0xF)) & 0x3F);

out_bytes_left--; bytes_written++;

ASSERT(bytes_written < PAGE_CACHE_SIZE);

hidden_pages_data[bytes_written] = 0x20 +

((( B << 2 ) | ((C >> 6) & 0x3)) & 0x3F);
out_bytes_left--; bytes_written++;

ASSERT(bytes_written < PAGE_CACHE_SIZE);

hidden_pages_data[bytes_written] = 0x20 + ((C) & 0x3F);
out_bytes_left--; bytes_written++;

ASSERT(bytes_written <= PAGE_CACHE_SIZE);
}

if (in_bytes_left > 0)

*opaque = (void *)startpt;

else
*need_to_call = 0;

print_exit_status(bytes_written);

return bytes_written;
}

int
uuencodefs_decode_buffers(int num_hidden_pages, /* The number of pages in

hidden_pages_data */
char **hidden_pages_data, /* An array of pages
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containing encoded

data */

char *page_data, /* A pre-allocated PAGE_SIZE
buffer to write the decoded

data to */
inode_t *inode, /* The inode of the file in

question */

vfs_t *vfs, /* vfs_t, unused */
void *opaque) /* opaque data filled in by

wrapfs_Sca_count_pages,
containing an int, the

starting offset within the

first page of hidden_pages_data
of the encoded page we want

*/
/* Returns -errno for error, or the number of bytes decoded on success

(Should usually return PAGE_SIZE bytes) */
{

int i;

int startpt = (int)opaque;
int bytes_left = PAGE_CACHE_SIZE;

unsigned char *ptr;
unsigned char A,B,C,D;

int outcnt = 0;

print_entry_location();

for (i = 0; i < num_hidden_pages; i++) { /* Step through each page */
ptr = hidden_pages_data[i] + startpt;

bytes_left = PAGE_CACHE_SIZE - startpt;

while(bytes_left >= 4) {
A = ptr[0] - 0x20;

B = ptr[1] - 0x20;
C = ptr[2] - 0x20;

D = ptr[3] - 0x20;

switch (PAGE_CACHE_SIZE - outcnt) {

case 0:
goto out;

case 1:
page_data[outcnt] = (A<<2) | (B>>4);

outcnt += 1;

goto out;
case 2:

page_data[outcnt] = (A<<2) | (B>>4);
page_data[outcnt+1] = (B<<4) | (C>>2);
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outcnt += 2;

goto out;

default:
page_data[outcnt] = (A<<2) | (B>>4);

page_data[outcnt+1] = (B<<4) | (C>>2);
page_data[outcnt+2] = (C<<6) | D;

}

ptr+=4;

outcnt += 3;
bytes_left -= 4;

}

startpt = 0;
}

out:

print_exit_status(outcnt);
return(outcnt);

}

/*

* Local variables:
* c-basic-offset: 4

* End:

*/

B.4 FiST Codefor Copyfs

To illustrate the simplicity in the FiST languageof usingsize-changing file systems,we includethe full FiST code for
Copyfs 8.4.

%{

#include "fist.h"
%}

debug off;
filter sca;

filter data;

add_mk copyfs.mk;
%%

%%

int
copyfs_encode_buffers(char *hidden_pages_data, /* A PAGE_SIZE buffer

(already allocated)
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passed to us to fill in

*/

char *page_data, /* The data we are to encode */
int *need_to_call,

unsigned to, /* how much to encode in page_data */
inode_t *inode, /* The inode in question */

vfs_t *vfs, /* vfs object */

void **opaque) /* Opaque data */
/* encodes the data in page_data into hidden_pages_data. Returns

-errno for error, and the size of hidden_pages_data for success */
{

print_entry_location();

fistMemCpy(hidden_pages_data, page_data, to);
*need_to_call = 0;

print_exit_status(to);
return(to);

}

int
copyfs_decode_buffers(int num_hidden_pages, /* The number of pages in

hidden_pages_data */
char **hidden_pages_data, /* An array of pages

containing encoded

data */
char *page_data, /* A pre-allocated PAGE_SIZE

buffer to write the decoded
data to */

inode_t *inode, /* The inode of the file in

question */
vfs_t *vfs, /* vfs object */

void *opaque) /* opaque data filled in by
wrapfs_Sca_count_pages,

containing an int, the

starting offset within the
first page of hidden_pages_data

of the encoded page we want
*/

/* Returns -errno for error, or the number of bytes decoded on success
(Should usually return PAGE_SIZE bytes) */

{

int err = 0, tmp = 0;

if (num_hidden_pages != 1) {
printk("copyfs: Too many pages! (%d)\n",num_hidden_pages);
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err = -EIO;

goto out;

}

tmp = (int) opaque;
err = PAGE_CACHE_SIZE - tmp;

fistMemCpy(page_data,&(hidden_pages_data[0][tmp]), err);

out:

print_exit_status(err);
return(err);

}
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Appendix C

Vnode Interface Tutorial

This sectionprovidesa simpleintroduction to thevnodeinterface.Theinformationhereinis gatheredfrom pivotalpapers
onthesubject[38, 64] andfrom systemC headerFiles—specifically<sys/vfs.h> and<sys/vnode.h>. Thevnode
interfacedescribedhereinis basedon theSolaris2.� operating system.Key differencesbetweenSolarisandFreeBSDor
Linux aredescribedin SectionC.6.

Thetwo importantdatastructuresusedin thevnodeinterfacearestruct vfs andstruct vnode, depicted
in FiguresC.1andC.5,respectively.

C.1 struct vfs

An instanceof thevfs structureexistsin arunning kernel for eachmountedfile system.All of theseinstancesarechained
together in asingly linkedlist. Theheadof thelist is aglobal variable calledroot vp, whichcontains thevfs for theroot
device. Thefield vfs next links onevfs structure to thefollowing onein thelist.

typedef struct vfs {
struct vfs *vfs_next; /* next VFS in VFS list */
struct vfsops *vfs_op; /* operations on VFS */
struct vnode *vfs_vnodecovered; /* vnode mounted on */
u_long vfs_flag; /* flags */
u_long vfs_bsize; /* native block size */
int vfs_fstype; /* file system type index */
fsid_t vfs_fsid; /* file system id */
caddr_t vfs_data; /* private data */
dev_t vfs_dev; /* device of mounted VFS */
u_long vfs_bcount; /* I/O count (accounting) */
u_short vfs_nsubmounts; /* immediate sub-mount count */
struct vfs *vfs_list; /* sync list pointer */
struct vfs *vfs_hash; /* hash list pointer */
kmutex_t vfs_reflock; /* mount/unmount/sync lock */

} vfs_t;

Figure C.1: Solaris 2.x VFS Interface
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Thefieldsrelevant to this proposalareasfollows:

� vfs next is a pointer to thenext vfs in thelinkedlist.
� vfs op is a pointerto a function-pointer table. That is, this vfs op canhold pointers to UFS functions, NFS,

PCFS,HSFS,etc.For example, if thevnodeinterfacecallsthefunction to mount thefile system,it will call whatever
subfieldof struct vfsops (SeeSectionC.2) is designatedfor the mount function. That is how the transition
from thevnodelevel to afile-system–specificlevel is made.

� vfs vnodecovered is thevnodeonwhich this file systemis mounted(themount point).
� vfs flag containsbit flags for characteristicssuchaswhetherthis file systemis mounted read-only, if the se-

tuid/setgidbits should beturnedoff whenexec-ing a new process,if sub-mountsareallowed,etc.
� vfs data is a pointer to opaquedataspecificto this vfs andthe typeof file systemthis oneis. For anNFS vfs,

this wouldbea pointer to struct mntinfo (locatedin <nfs/nfs clnt.h>)—a largeNFS-specificstructure
containingsuchinformationastheNFSmount options,NFSreadandwrite sizes,hostname, attributecachelimits,
whether theremoteserver is down or not,andmore.

� vfs reflock is a mutual exclusionvariableusedby locking functions thatneedto changevaluesof certainfields
in thevfs structure.

C.2 struct vfsops

Thevfs operationsstructure (struct vfsops, seenin FigureC.2) is constant for eachtypeof file system.For every
instanceof afile system,thevfs field vfs op is setto thepointerof theoperationsvectorof theunderlying file system.

typedef struct vfsops {
int (*vfs_mount)();
int (*vfs_unmount)();
int (*vfs_root)();
int (*vfs_statvfs)();
int (*vfs_sync)();
int (*vfs_vget)();
int (*vfs_mountroot)();
int (*vfs_swapvp)();

} vfsops_t;

FigureC.2: Solaris 2.x VFS Operations Interface

Eachfield of the structureis assigneda pointerto a function that implements a particularoperation for the file
systemin question:

� vfs mount is the function to mount a file systemon a particular vnode. It is responsible for initializing data
structures,andfilling in thevfs structurewith all therelevant information(suchasthevfs data field).

� vfs unmount is thefunction to releasethis file system,or unmount it. It is theone,for example, responsiblefor
detecting thata file systemhasstill openedresources thatcannot bereleased,andfor returning anerrno codethat
resultsin theuserprocessgettinga “devicebusy” error.
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� vfs root will returntheroot vnode of this file system.Eachfile systemhasa root vnode from which traversalto
all othervnodesin thefile systemis enabled. This vnodeusuallyis handcrafted(via kernel malloc) andnot
createdaspartof thestandardwaysof creatingnew vnodes(i.e. vn lookup).

� vfs statvfs is usedby programssuchdf to return the resource usagestatusof this file system(numberof
used/freeblocks/inodes).

� vfs sync is calledsuccessively in everyfile systemwhenthesync(2) systemcall is invoked,to flushin-memory
buffersontopersistentmedia.

� vfs vget turnsa unique file identifier fid for a vnodeinto the vnode representing this file. This call works in
conjunctionwith thevnodeoperationvop fid, describedin Appendix sectionC.4.

� vfs mountroot is usedto mount this file systemasthe root (first) file systemon this host. It is different from
vfs mount becauseit is thefirstone,andthereforemany resourcessuchasroot vp donotyetexist. Thisfunction
hasto manuallycreateandinitialize all of theseresources.

� vfs swapvp returnsavnodespecificto aparticulardeviceontowhichthesystemcanswap.It is usedfor example
whenaddingafile asa virtual swapdevicevia theswap -a command [70].

The VFS operationsget invoked transparently via macros that dereferencethe operationsvector’s field for that
operation, andpassalongthevfs andtheargumentsit needs.EachVFS operation hasa macroassociatedwith it, located
in <sys/vfs.h>. FigureC.3shows thedefinitions for thesemacros.

#define VFS_MOUNT(vfsp, mvp, uap, cr) (*(vfsp)->vfs_op->vfs_mount)(vfsp, mvp, uap, cr)
#define VFS_UNMOUNT(vfsp, cr) (*(vfsp)->vfs_op->vfs_unmount)(vfsp, cr)
#define VFS_ROOT(vfsp, vpp) (*(vfsp)->vfs_op->vfs_root)(vfsp, vpp)
#define VFS_STATVFS(vfsp, sp) (*(vfsp)->vfs_op->vfs_statvfs)(vfsp, sp)
#define VFS_SYNC(vfsp, flag, cr) (*(vfsp)->vfs_op->vfs_sync)(vfsp, flag, cr)
#define VFS_VGET(vfsp, vpp, fidp) (*(vfsp)->vfs_op->vfs_vget)(vfsp, vpp, fidp)
#define VFS_MOUNTROOT(vfsp, init) (*(vfsp)->vfs_op->vfs_mountroot)(vfsp, init)
#define VFS_SWAPVP(vfsp, vpp, nm) (*(vfsp)->vfs_op->vfs_swapvp)(vfsp, vpp, nm)

FigureC.3: VFS Macros

Whenany pieceof file-systemcode,that hasa handle on a vfs, wantsto call a vfs operation on that vfs, they
simplydereferencethemacro, asdepictedin FigureC.4.

int foo(const vfs_t *vfsp, vnode_t **vpp)
{

int error;

error = VFS_ROOT(vfsp, vpp);
if (error)
return (error);

}

FigureC.4: VFS Macros Usage Example
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C.3 struct vnode

An instanceof struct vnode (FigureC.5)existsin arunning systemfor everyopened(in-use)file, directory, symbolic-
link, hard-link, blockor characterdevice,asocket,a Unix pipe,etc.

typedef struct vnode {
kmutex_t v_lock; /* protects vnode fields */
u_short v_flag; /* vnode flags (see below) */
u_long v_count; /* reference count */
struct vfs *v_vfsmountedhere; /* ptr to vfs mounted here */
struct vnodeops *v_op; /* vnode operations */
struct vfs *v_vfsp; /* ptr to containing VFS */
struct stdata *v_stream; /* associated stream */
struct page *v_pages; /* vnode pages list */
enum vtype v_type; /* vnode type */
dev_t v_rdev; /* device (VCHR, VBLK) */
caddr_t v_data; /* private data for fs */
struct filock *v_filocks; /* ptr to filock list */
kcondvar_t v_cv; /* synchronize locking */

} vnode_t;

FigureC.5: Solaris 2.x Vnode Interface

Structurefieldsrelevant to ourwork are:

� v lock is a mutual exclusionvariableusedby locking functionsthatneedto perform changesto valuesof certain
fieldsin thevnodestructure.

� v flag containsbit flagsfor characteristicssuchaswhetherthisvnodeis therootof its file system,if it hasashared
or exclusive lock, whether pagesshould becached, if it is a swapdevice,etc.

� v count is incrementedeachtime anew processopens thesamevnode.

� v vfsmountedhere, if non-null, containsapointerto thevfs thatis mountedonthis vnode.This vnodethusis a
directory thatis a mount point for a mountedfile system.

� v op is a pointerto a function-pointer table. That is, this v op canhold pointers to UFS functions, NFS,PCFS,
HSFS,etc. For example, if the vnode interfacecalls the function to opena file, it will call whatever subfieldof
struct vnodeops (SeeSectionC.4) is designated for the openfunction. That is how the transitionfrom the
vnodelevel to a file-system–specific level is made.

� v vfsp is apointerto thevfs thatthisvnodebelongsto. If thevalueof thefieldv vfsmountedhere is non-null,
it is alsosaidthatv vfsp is theparent file systemof theonemountedhere.

� v type is usedto distinguishbetweenaregular file, adirectory, asymbolic link, ablock/characterdevice,asocket,
aUnix pipe(fifo), etc.

� v data is a pointer to opaque dataspecificto this vnode. For an NFS vfs, this might be a pointerto struct
rnode (locatedin <nfs/rnode.h>)—a remotefile system-specificstructurecontaining suchinformationasthe
file-handle,owner, usercredentials,file size(from theclient’sview), andmore.
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C.4 struct vnodeops

An instanceof thevnodeoperationsstructure(struct vnodeops, listedin FigureC.6)existsfor eachdifferenttypeof
file system.For eachvnode,thevnodefieldv op is setto thepointerof theoperationsvector of theunderlyingfile system.

typedef struct vnodeops {
int (*vop_open)();
int (*vop_close)();
int (*vop_read)();
int (*vop_write)();
int (*vop_ioctl)();
int (*vop_setfl)();
int (*vop_getattr)();
int (*vop_setattr)();
int (*vop_access)();
int (*vop_lookup)();
int (*vop_create)();
int (*vop_remove)();
int (*vop_link)();
int (*vop_rename)();
int (*vop_mkdir)();
int (*vop_rmdir)();
int (*vop_readdir)();
int (*vop_symlink)();
int (*vop_readlink)();
int (*vop_fsync)();
void (*vop_inactive)();

int (*vop_fid)();
void (*vop_rwlock)();
void (*vop_rwunlock)();
int (*vop_seek)();
int (*vop_cmp)();
int (*vop_frlock)();
int (*vop_space)();
int (*vop_realvp)();
int (*vop_getpage)();
int (*vop_putpage)();
int (*vop_map)();
int (*vop_addmap)();
int (*vop_delmap)();
int (*vop_poll)();
int (*vop_dump)();
int (*vop_pathconf)();
int (*vop_pageio)();
int (*vop_dumpctl)();
void (*vop_dispose)();
int (*vop_setsecattr)();
int (*vop_getsecattr)();

} vnodeops_t;

FigureC.6: Solaris 2.x Vnode Operations Interface

Eachfield of the structureis assigneda pointerto a function that implements a particularoperation on the file
systemin question:

� vop open opens therequestedfile andreturns a new vnodefor it.
� vop close closesa file.
� vop read readsdatafrom theopenedfile.
� vop write writesdatato thefile.
� vop ioctl performsmiscellaneous I/O control operationson thefile, suchassettingnon-blocking I/O access.
� vop setfl is usedto setarbitrary file flags.
� vop getattr getstheattributesof a file, suchasthemodebits,userandgroupownership, etc.
� vop setattr setstheattributesof afile.
� vop access checks to seeif aparticularuser, given theuser’scredentials,is allowedto accessa file.
� vop lookup looks upa directory for afile name.If found, anew vnode is returned.



C.4. STRUCT VNODEOPS 127

� vop create createsanew file.
� vop remove removesa file from thefile system.
� vop link makesa hard-link to anexistingfile.
� vop rename renamesa file.
� vop mkdir makesanew directory.
� vop rmdir removesanexistingdirectory.
� vop readdir readsa directory for entrieswithin.
� vop symlink createsasymbolic-link to afile.
� vop readlink readsthevalueof asymboliclink, thatis, whatthelink points to.
� vop fsync writesoutall cachedinformationfor afile.
� vop inactive signifiesto thevnodelayerthatthisfile is nolongerin use,thatall its referenceshadbeenreleased,

andthatit cannow we deallocated.
� vop fid returns a unique file identifier fid for a vnode. This call works in conjunction with the vfs operation
vfs vget describedin Appendix sectionC.2.

� vop rwlock locks afile before attempting to readfrom or write to it.
� vop rwunlock unlocks a file afterhaving readfrom or wroteto it.
� vop seek setstheread/writeheadto a particular point within a file, sothenext read/writecall canwork from that

locationin thefile.
� vop cmp comparestwo vnodesandreturns true/false.
� vop frlock performfile andrecordlockingonafile.
� vop space freesany storagespaceassociatedwith this file.
� vop realvp for certainfile systems,returnsthe“real” vnode. This is usefulin stackablevnodes,wherea higher

layermayrequest thereal/hiddenvnode underneath,soit canoperateon it.
� vop getpage readsa pageof a memory-mappedfile.
� vop putpage writesto a pageof a memory-mappedfile.
� vop map mapsa file into memory. See[25, 26] for moredetails.
� vop addmap adds morepagesto a memory-mappedfile.
� vop delmap removessomepagesfrom a memory-mappedfile.
� vop poll pollsfor eventsonthefile. Thisismostlyusefulwhenthevnodeis of type“socket” or “fifo,” andreplaces

theoldervop select vnode operation.Thisoperation is oftenusedto implement theselect(2) systemcall.
� vop dump dumpsthestateof thekernel(memory buffers, tables,variables,registers,etc.) to agivenvnode,usually

aswapdevice.This is usedasthelastactionperformedwhenakernelpanicsandneedsto savestatefor post-mortem
recoveryby toolssuchascrash [72].

� vop pathconf supports the POSIX pathconfiguration standard. This call returns various configurablefile or
directory variables.

� vop pageio performsI/O directlyonmappedpagesof afile.
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� vop dumpctl works in conjunction with vop dump. It is usedto preparea file systembefore a dump operation
by storingdatastructuresthatmightotherwisegetcorruptedshortlyafterapanichadoccurred,anddeallocates these
privatedump datastructuresaftera successfuldump.

� vop dispose removesamappedpagefrom memory.
� vop setsecattr is usedto setAccessControlLists (ACLs)onafile.
� vop getsecattr is usedto retrievetheACLs of a file.

Vnodeoperationsgetinvokedtransparently via macrosthatdereferencetheoperationsvector’s field for thatoper-
ation,andpassalongthevnodeandtheargumentsit needs. Eachvnodeoperationhasa macroassociatedwith it, located
in <sys/vnode.h>. FigureC.7shows asanexample, thedefinitionsfor someof thesecalls.

#define VOP_OPEN(vpp, mode, cr) (*(*(vpp))->v_op->vop_open)(vpp, mode, cr)
#define VOP_CLOSE(vp, f, c, o, cr) (*(vp)->v_op->vop_close)(vp, f, c, o, cr)
#define VOP_READ(vp, uiop, iof, cr) (*(vp)->v_op->vop_read)(vp, uiop, iof, cr)
#define VOP_MKDIR(dp, p, vap, vpp, cr) (*(dp)->v_op->vop_mkdir)(dp, p, vap, vpp, cr)
#define VOP_GETATTR(vp, vap, f, cr) (*(vp)->v_op->vop_getattr)(vp, vap, f, cr)
#define VOP_LOOKUP(vp, cp, vpp, pnp, f, rdir, cr) \

(*(vp)->v_op->vop_lookup)(vp, cp, vpp, pnp, f, rdir, cr)
#define VOP_CREATE(dvp, p, vap, ex, mode, vpp, cr) \

(*(dvp)->v_op->vop_create)(dvp, p, vap, ex, mode, vpp, cr)

FigureC.7: Some Vnode Macros

Whenany pieceof file-systemcode, thathasa handleon a vnode,wantsto call a vnodeoperation on it, it simply
dereferencesthemacro,asdepictedin FigureC.8.

int foo(vnode_t *dp, char *name,
vattr_t *vap, vnode_t **vpp, cred_t *cr)

{
int error;

error = VOP_MKDIR(dp, name, vap, vpp, cr);
if (error)
return (error);

}

FigureC.8: Vnode Macros Usage Example

C.5 How It All Fits

To seehow it all fits in, thefollowing example depictswhathappenswhena remote(NFS)file systemis mountedontoa
local (UFS)file system,andthesequenceof operationsthata user-level processgoesthrough to satisfya simplereadof a
file on themountedfile system.
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C.5.1 Mounting

Considerfirst the two file systemsX andY, depictedin FigureC.9. In this figure, the numbers nearthe nodenames
represent thefile/inode/vnode numbersof thatfile or directorywithin thatparticular file system.For example “X5” refers
to thevnodeof thedirectory/usr/local onfile systemX.
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gnuX11local

manlibbin

3 42
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Filesystem Z (Y on X)

FigureC.9: File-System Z as Y mounted on X

Let’s alsoassumethatX is aUFS(local)file system,andthatY is the/usr file systemavailableonaremotefile
servernamed“titan.” We wish to performthefollowing NFSmount action: �� ��mount titan:/usr /usr .

Thein-kernelactionsthatproceed,assumingthatall export andmount permissions aresuccessful,arethefollow-
ing:

1. A new vfs is createdandis passedon to nfs mount.

2. nfs mount fills in thenew vfsstructurewith thevfsoperationsstructurefor NFS,andsetsthev vfsmountedhere

of thevnodeX2 to this new vfs.

3. nfs mount alsocreatesanew vnode to serveastherootvnode of theY file systemasmountedonX. It storesthis
vnodein thev data field of thenew vfs structure.

C.5.2 Path Traversal

FigureC.9alsoshows thenew structure of file systemX, afterY hadbeenmounted, asfile systemZ.
Thesequenceof in-kernel operationsto, say, readthefile /usr/local/bin/tex wouldbeasfollows:

1. Thesystemcall read() is executed. It begins by looking up thefile.

2. Thegeneric lookupfunctionperformsaVOP LOOKUP(rootvp, "usr"). It triesto look for thenext component
in thepath,startingfrom thecurrentlookupdirectory (rootvnode).

3. Thelookup functionis translatedintoufs lookup. ThevnodeX2 is found. NotethatX2 is not thesamevnodeas
Z2! X2 is hidden,while Z2 overshadows it.

4. Thelookup function now noticesthatX2’sv vfsmountedhere field is non-null, soit knows thatX2 is a mount
point. It calls the VOP ROOT function on the vfs that is “mountedhere,” that translatesto nfs lookup. This
function returns theroot vnode of theY file systemasit is mountedon X. This root vnodeis X2. The“magic” part
thathappensat this point is thatthelookup routinenow resumesits pathtraversalbut on themountedfile system.
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5. An nfs lookup is performedon theZ2 vnode for thecomponent"local", thatwill returnthevnode Z5.

6. An NFSlookup is performedonvnodeZ5 for thecomponent"bin", thatwill return thevnodeZ8.

7. An NFSlookup is performedonvnodeZ8 for thecomponent"tex", thatwill return thevnodefor thefile.

8. Thelookupis completeandreturnsthenewly foundvnode for component"tex" to theread() systemcall.

9. Thegeneric readfunction performsa VOP READ on thenewly found vnode. Sincethatvnode is anNFS one,the
readis translatedinto nfs read.

10. Actual reading of thefile /usr/local/bin/tex begins in earnest.

C.6 FreeBSDand Linux Vnode Interfaces

TheFreeBSDvnodeinterfaceis very similar to Solaris’s. It alsohastwo maindatastructures.Theper-file datastructure
is alsocalledstruct vnode andthe per-file systemdatastructureis calledstruct mount. FreeBSDhasnearly
identicalfile andfile-systemmethods with verysimilarnames:getattr, read,write, getpage,putpage,etc.

TheLinux vnode interface,on theotherhand,is ratherdifferent thanbothSolarisandFreeBSD.This is because
it waswritten from scratchanddesigned to support dozensof different file systems.The Linux VFS is therefore more
flexible but alsomore complex. Primarily, Linux hasmoredatastructuresin theVFS,aswe describedin Section7.1.3.2:
super block representing per-file systeminformationsuchasits size;inode representing file datathatis ondisksuch
asthefile’sowner;file representing informationaboutopened filessuchastheflagsthefile wasopened with; dentry
representing informationaboutdirectoryentriessuchastheirnameanddirectory caching information;andmore.Although
theinternalsof theLinux VFS aredifferent, it doescontainthesimilar methodsthatapplyon file andfile-systemobjects:
mkdir, unlink, symlink,statfs,open, close,read,write, write page,andsoon.


